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Pursuant to Article 88 of the Constitution of the Republic of Croatia, I hereby pass the following
DECISION

PROMULGATING THE ELECTRONIC DOCUMENT ACT

I hereby promulgate the Electronic Documents Act, adopted by the Croatian Parliament at its session on 9 December 2005

No: 01-081-05-3655/2
Zagreb, 15 December 2005

President of the

Republic of Croatia 

Stjepan Mesić, m.p.
ELECTRONIC DOCUMENT ACT
I GENERAL PROVISIONS
Article 1
(1) This Act shall regulate the right of natural and legal persons to use an electronic document in all business operations and activities and in proceedings conducted before public authorities in which electronic equipment and programmes may be applied in the creation, transfer, storage and safekeeping of information in electronic form, the legal validity of an electronic document and the use and traffic of electronic documents.
 (2) The provisions of this Act shall not apply when other laws have expressly provided for the use of printed documents.

Article 2
An electronic document shall have the same legal validity as a printed document if its use and traffic are conducted in compliance with the provisions hereof.

Article 3
(1) Every natural and legal person by his expressly declared will accepts the use and traffic of electronic documents for his purposes as well as for the purposes of business and other relations with others.

(2) Natural or legal persons who have accepted the use and traffic of electronic documents may not reject an electronic document solely due to it being prepared, used and circulated in electronic form.
Article 4
For the purpose of this Act, the following terms shall have the following meaning:
1. ‘electronic document’ – means the unambiguously connected integral set of data that have been electronically formed (prepared with the help of computers and other electronic devices), sent, received or stored on electronic, magnetic, optical or other medium, containing characteristics that determine the source (creator) and the authenticity of the contents and prove the integrity of contents in time. The contents of an electronic document include all forms of text in writing, data, pictures and drawings, maps, sound, music, speech,
2. ‘documentary quality’ – means a mandatory set of data, like an electronic signature, time of creation, name of creator and other, that shall be built into the electronic document with a view to keeping the authenticity, integrity and validity through a time period determined by laws and other regulations,
3. ‘electronic signature’ – means the advanced electronic signature as determined in the Electronic Signature Act that reliably guarantees the identity of the signatory and meets all requirements laid down in Article 4 of the Electronic Signature Act,

4. ‘creator’ – means a natural or legal person who by the use of electronic means (devices and programmes) creates, shapes and signs the electronic document using his advanced electronic signature,

5. ‘sender’ – means a natural or legal person who sends an electronic document or on whose behalf the electronic document is being sent to the recipient and does not include information intermediaries,

6. ‘recipient’ – means a natural or legal person who receives an electronic document sent to him and does not include information intermediaries,

7. ‘documentation cycle’ – means the traffic of an electronic document from the moment of its creation until its archiving, including the actions of its preparation, sending, receipt, storage and safekeeping together with the adjacent procedures of entering and authorizing data confirming the creator, the sender, the recipient, the time of sending and the time of receipt, the authenticity and the integrality of the electronic document,
8. ‘information system’ – means the information-communication circuit as a set of programmes, information and telecommunication devices, methods and procedures applicable in the procedures of preparing, sending, receiving, controlling and safekeeping electronic documents,
9. ‘information system officer’ – means a natural person who directly acts in the information system and electronic documents handling procedures,

10. ‘information intermediary’ – means a natural or legal person who on behalf of others carries out the dispatch, receipt, transfer and safekeeping of electronic documents,

11. ‘electronic archive’ – means a set of electronic documents sorted into documentary units in accordance with the act and other regulations on the procedure of safekeeping and archiving documents,
12. ‘public authorities’ – means public bodies, units of local and regional self-government, legal persons with public authorities and other persons to whom public authorities have been transferred. 

II ELECTRONIC DOCUMENT
Article 5
An electronic document shall have the same legal validity as a printed document, provided that:
– it has been prepared, dispatched, received, kept and stored applying available information technology (computer or similar devices and programmes),
- it fully meets the requirements laid down in Article 6 hereof,

- it contains the basic make-up determined in Article 7 hereof,

- it can be presented in a form that complies with the sample-form determined in Article 8 hereof.

Requirements for Electronic Documents
Article 6
An electronic document must, in all actions involved in a documentation cycle, ensure:

- an unambiguous sign that indisputably identifies an individual electronic document,
- an unambiguous sign that indisputably identifies an individual creator of the electronic document,

- the integrality of the information and the electronic document’s inviolability,

- access to the contents of the electronic document during the entire documentation cycle,

- a form of the document that enables the reader to easily read the contents.

Make-Up of the Electronic Document
Article 7
The make-up of the electronic document must consist of two inseparable parts:

- the general part comprised of the document’s subject-matter contents (information in electronic form). This also includes the recipient’s name if the electronic document is intended to be dispatched to a disclosed recipient,

- the special part comprised of one or more integrated electronic signatures and information on the electronic document’s time of creation (completion), as well as other documentary qualities.

Form of Appearance of the Electronic Document
Article 8
(1) In the processes of presenting its contents, as well as during the handling of the contents integrated into the electronic document, an electronic document must contain an internal and an external form of appearance.

(2) The internal form of appearance is comprised of a technical and programme sample-form for recording the contents in electronic form onto a medium storing or forwarding the electronic document.
(3) The external form is comprised of a visual and understandable presentation of the electronic document’s contents on the display of computers or other electronic devices, on paper or on another materialised item produced (separated) from the recording in electronic form on a medium referred to in paragraph 2 above.
Original of the Electronic Document
Article 9
(1) Each individual counterpart of an electronic document that has been signed with electronic signature shall, in the sense of this Act, be deemed as the original.

(2) An electronic document may not have an electronic copy (copy in electronic form).
(3) If the same person prepares two or more documents with the same contents, of which one is made in electronic form and the other on paper, these documents shall be independent. In such cases the document made on paper shall not be deemed to be a copy of the electronic document.

Paper Copy of the Electronic Document
Article 10
(1) A copy of the electronic document on paper shall be prepared by verifying the paper write-out of the electronic document’s external form of appearance applying the procedures foreseen by law and other regulations.

 (2) The verification of the electronic document’s paper write-out in procedures conducted by public authorities within their scope shall be done by authorised persons in public authorities while the verification of the electronic document’s paper write-out shall, in all other cases, be done by notary publics.

 (3) The paper write-out that has been verified as an electronic document’s copy shall contain an indication that it is a copy of the relevant electronic document.

Legal Force of the Original and Copy of the Electronic Document
Article 11
(1) The electronic document’s original, as well as its copy made on paper, prepared in accordance with Article 10 hereof, shall have the same legal force and can be equally used in all transactions where the presentation of documents in original or verified copy is requested.

(2) Electronic documents or their copies on paper may not be submitted in transactions where the notary public’s verification of documents made on paper is expressly required by law or other regulations.

 (3) When electronic documents are used in accounting transactions in compliance with the provisions hereof, accounting and audit transactions may in their entirety be based on the use of electronic documents, save if prescribed otherwise by special regulation.

Electronic Document as Means of Evidence
Article 12
(1) Electronic documents may be used as evidence in proceedings conducted before public authorities and arbitrations.

(2) Details on the electronic document’s preparation, storage, transfer, safekeeping, authenticity and lack of change shall be considered when assessing its validity.

III USE AND TRAFFIC OF ELECTRONIC DOCUMENTS
Principles of Use and Traffic of Electronic Documents
Article 13
(1) Electronic documents shall be used in compliance with the provisions hereof.

(2) The use of electronic documents may not limit the operations of any party involved in the electronic documents exchange operations or put it in an unequal position.

(3) Any available and usable information communication technology may be used in actions concerning the use and traffic of electronic documents, save if the law or other regulations have expressly provided what technology must be applied.

(4) The information system applied in actions with electronic documents shall have appropriate personal data protection in accordance with the provisions of laws or other regulations prescribing personal data protection.

(5) The possibility of verifying its authenticity, originality and lack of change shall exist for every electronic document in all actions with electronic documents.
Article 14
(1) Every action with an electronic document within the documentation cycle shall be marked with a unique sign and characteristics that must be built into the electronic document.

(2) The action referred to in paragraph 1 above must ensure the direct correlation of the previous and next action with the electronic document.

Preparation of Electronic Documents
Article 15
(1) Electronic documents shall be prepared applying electronic systems of preparation, shaping and storage of information contents into electronic form.
(2) In the course of actions of their preparation that make the starting point for actions related to their dispatch and storage, electronic documents shall be signed with the electronic signature of the electronic document’s creator or the person authorised by him.

Dispatch of Electronic Documents
Article 16
It shall be deemed that the electronic document has been dispatched when it has been:

- dispatched personally by the sender, or

- dispatched by a person authorised by the sender to undertake the actions of dispatch, or

- dispatched by the sender’s information system, i.e. the information system of the person authorised by the sender to undertake such actions.

Receipt of Electronic Documents
Article 17
(1) It shall be deemed that the electronic document has been received when it has been:

- received personally by the recipient, or

- received by a person authorised by the recipient to undertake the actions of receipt, or

- received by the recipient’s information system, i.e. the information system of the person authorised by the recipient to undertake such actions.

(2) Where the electronic document’s receipt confirmation is required, the recipient shall confirm the timely receipt in accordance with the sender’s prior requirement for a receipt notice.
(3) The recipient shall provide the receipt confirmation with a prescribed action by which he, in materialised form, confirms the electronic document’s receipt, including automatic receipt confirmation systems.

(4) If the receipt confirmation for the sent electronic document is not received within the time period set by the sender, the sender shall notify the recipient that he has not received the receipt confirmation for the sent electronic document.

(5) If the sender does not receive the recipient’s receipt confirmation for the sent electronic document referred to in paragraph 2 above within the time period determined in the previous paragraph, it shall be considered that such electronic document has not been sent.

(6) When the sender receives the recipient’s receipt confirmation for the sent electronic document referred to in paragraph 2 above, it shall be deemed that such electronic document has been received by the recipient.
(7) The recipient shall also enter into the electronic document’s receipt confirmation a notice on the received electronic document’s compliance with the technical requirements mutually agreed upon by the sender and the recipient. 

(8) The hereinabove stated provisions refer exclusively to the actions of dispatch and receipt of electronic documents and do not regulate the contents of the electronic document and other circumstances arising from the electronic document’s dispatch and receipt.

Time of the Electronic Document’s Dispatch and Receipt
Article 18
(1) The time when the electronic document left the sender’s information system and entered into the information system that is not under the sender’s control or the control of a person operating under the sender’s authorisation shall be deemed to be the electronic document’s time of dispatch.
(2) The time when the sent electronic document entered into the recipient’s information system or the information system of a person operating under the recipient’s authorisation shall be deemed to be the electronic document’s time of receipt.

(3) Where the electronic document’s receipt confirmation is required, the time when the recipient sent the receipt conformation shall be deemed to be the time of the electronic document’s receipt.

(4) The time of dispatch and receipt shall be entered into a special part of the electronic document’s make-up and it is prohibited to alter the actual time of the electronic document’s dispatch or receipt.
(5) The actual time recorded by the information system must be in line with the time published by the body authorised to officially measure the accurate time in the Republic of Croatia.

(6) The display of the actual time recorded by the information system must be in line with the Croatian time and date display standard.

Electronic Document’s Use throughout the Documentation Cycle

Article 19
(1) The electronic document’s use shall be considered valid provided the following requirements are met:

- the electronic document contains the data on the creator, sender and recipient and data on the time of dispatch and receipt,

- that the electronic document, throughout the entire documentation cycle, maintains the same internal and external form shaped at its creation that must remain unaltered throughout any actions of its dispatch and use,

- that the electronic document is made available and readable to authorised natural or legal persons at any time. 

 (2) The particularities of the electronic document’s use in relation to the description of the make-up, i.e. form of appearance, shall be provided for in laws or other regulations determining the business documentation within particular activities.
Safekeeping of Electronic Documents
Article 20
(1) A natural or legal person bound by law or other regulation to store documents in original form shall be obliged to store electronic documents in compliance with the provisions of paragraphs 2 and 3 below.

(2) Electronic documents shall originally be stored on the information system or on media enabling the durability of electronic records for the determined storage time and constitute the electronic archive.

(3) The electronic archive must ensure:
– that electronic documents are stored in the same form in which they were created, dispatched, received and stored and which does not change the substance of the information or the contents of the documents,

– that electronic documents in readable form are available to persons who have right of access to these documents during their entire storage time,

– that data on electronic signatures with which electronic documents are signed as well as data for the verification of such electronic signatures are stored,
– that electronic documents are stored in such form and using such technologies and procedures that, with integrated electronic signatures, provide reasonable guarantees for their credibility and integrality during the entire time of storage,

– that it is possible to credibly determine the origin, creator, time, manner and form of receipt into the storage system for every electronic document, 

– that electronic documents are stored in such form and using such technologies and procedures that provide a reasonable guarantee that they cannot be altered or deleted without authorisation,

– that the electronic documents storage media’s maintenance and replacement procedures do not disrupt the electronic documents’ integrality and inviolability, 

– that electronic documents may safely, reliably and credibly be kept in the period provided for by laws or other regulations determining the obligation of safekeeping appropriate documents on paper.

Article 21
(1) Natural and legal persons may, under the conditions provided for herein, entrust the information intermediary with the safekeeping of electronic documents in their original form.

(2) The information intermediary shall carry out the activities referred to in the previous paragraph in compliance with this Act, laws and other regulations laying down procedures for safekeeping documents and in compliance with the procedures agreed upon with the natural or legal person for whom he carries out electronic documents safekeeping activities.
(3) The rules, conditions and particularities of safekeeping electronic documents shall be provided for in laws and other regulations laying down the safekeeping of individual documents.

Information Intermediary Services
Article 22
(1) The information intermediary is, in the sense of this Act, authorised to undertake any action in the documentation cycle upon the request of natural or legal persons participating in the use and traffic of electronic documents.

 (2) The information intermediary shall not be responsible for the material contents of the electronic documents for which he, upon the request of natural or legal persons participating in the use and traffic of electronic documents, undertakes actions related to the traffic, storage and safekeeping of electronic documents.

Protection of Electronic Documents
Article 23
(1) Appropriate technological procedures and equipment (information-communication devices and programmes) that enable the protection of procedures and electronic documents shall apply to all actions involving electronic documents.
(2) The information intermediary shall ensure the protection of procedures and electronic documents in procedures where the information intermediary’s information equipment and communications system is being used.

IV SPECIAL PROVISIONS
Electronic Documents with Contents of Limited Use
Article 24
(1) Electronic documents containing confidential data are subject to special procedures in compliance with laws and other regulations prescribing the handling of confidential data.

(2) When using and placing into traffic electronic documents referred to in the previous paragraph, natural and legal persons shall act in a manner that ensures the physical-technical protection of such documents.

(3) Natural and legal persons directly exchanging electronic documents with contents of limited use and information intermediaries, when carrying out actions with such documents, shall ensure organisational procedures and technical equipment (devices and programmes) that protect access to the contents of such documents and provide their physical protection.
Verifying Equipment for the Use of Electronic Documents Containing Confidential Data in Public Authorities

Article 25
(1) The information and communication equipment for the protection of electronic documents containing confidential data used by public authorities shall be verified.

(2) The information and communication equipment referred to in the previous paragraph shall be verified by the competent body entrusted with information security activities.

V PENAL PROVISIONS
Article 26
(1) A pecuniary fine ranging from HRK 30,000.00 to 60,000.00 shall be imposed for an offence on a legal person who, contrary to the provisions hereof:
1. disables or prevents the verification of the authenticity, originality and lack of change of the electronic document (Article 13, paragraph 5),
2. alters the electronic document’s actual time of dispatch (Article 18, paragraph 4),

3. alters the electronic document’s actual time of receipt (Article 18, paragraph 4),
(2) A pecuniary fine ranging from HRK 5,000.00 to 10,000.00 or an imprisonment sentence of up to 15 days shall also be imposed on the responsible person of a legal person for an offence referred to in paragraph 1 above.

(3) If the offence referred to in paragraph 1 above is committed by a natural person, a pecuniary fine ranging from HRK 5,000.00 to 10,000.00 or an imprisonment sentence of up to 15 days shall be imposed on such person.

Article 27
(1) A pecuniary fine ranging from HRK 10,000.00 to 40,000.00 shall be imposed for an offence on a legal person who:

1. declines the use and traffic of electronic documents even though it previously wilfully accepted the use and traffic of electronic documents (Article 3, paragraph 2),
2. by using electronic documents puts another natural or legal person into an unequal position in the electronic documents exchange operations (Article 13, paragraph 2),

3. in operations with electronic documents does not apply the information system with appropriate personal data protection in accordance with the provisions of laws laying down personal data protection (Article 13, paragraph 4).
(2) A pecuniary fine ranging from HRK 1,000.00 to 5,000.00 shall also be imposed on the responsible person of a legal person for an offence referred to in paragraph 1 above.

(3) If the offence referred to in paragraph 1 above is committed by a natural person, a pecuniary fine ranging from HRK 1,000.00 to 5,000.00 shall be imposed on such person.
Article 28
(1) A pecuniary fine ranging from HRK 5,000.00 to 2,000.00 shall be imposed for an offence on a legal person who:
1. does not confirm the electronic document’s receipt in accordance with the sender’s prior requirement for a receipt notice (Article 17, paragraph 2),

2. when using electronic devices does not meet the basic requirements for the valid use of electronic documents (Article 19, paragraph 1),
3. when safekeeping electronic documents does not act in compliance with Article 20 hereof,

4. in the use and traffic of electronic documents containing confidential data does not apply procedures and technical equipment that protect the access to the contents of such documents and provide their physical protection (Article 24).

(2) A pecuniary fine ranging from HRK 500.00 to 3,000.00 shall also be imposed on the responsible person of a legal person for an offence referred to in paragraph 1 above.

(3) If the offence referred to in paragraph 1 above is committed by a natural person, a pecuniary fine ranging from HRK 500.00 to 3,000.00 shall be imposed on such person.

VI FINAL PROVISIONS
Article 29
This Act shall enter into force on the eight day from its publication in the Official Gazette.
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Zagreb, 9 December 2005
CROATIAN PARLIAMENT
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Vladimir Šeks, m. p.

 

