@ertipost

Belgacom & De Post / La Poste

Consolidated version after comments from the Member States

@ertipost

Belgacom & De Post / La Poste




@ertipost

elgacom & De Post

Consolidated version after comments from the Member States

Document Information

Document title: Recommendations for extensions towards businesses and citizens

Project Reference: IDA PKI 1l / Specific Contract No.4 EBGCA / WP2

Document Archival Code: EBGCA-DEL-019-Recommendations for extensions towards businesses
and citizens

Related documents / References

Reference | Document filing code

(1]

A bridge CA for European public administrations Feasibility study (EDS)

(2]

ETSI TR 102 030 V1.1.1 (2002-03) Provision of harmonized Trust Service Provider status
information

(3]

IDA-BridgeCA-WP1-Annex-6.doc

(4]

ETSI TS STF 102 231 V1.1.1 (2003-10) Requirements for Trust Service Provider status
information

(5]

European Bridge and Gateway CA Pilot WP 1.2 - Doc 1 - MEMORANDUM OF
UNDERSTANDING

(6l

European Bridge and Gateway CA Pilot WP 1.2 - Doc 4 - Technical Architecture

[7]

European Bridge and Gateway CA Pilot WP 1.2 - Doc 5 - Test Programme

8l

European Bridge and Gateway CA Pilot WP 1.2 - Doc 6 - Trust Status List Usage
Recommendations v3.0

(9]

CWA 14167-2 : CEN Workshop Agreement — Security Requirements for Trustworthy Systems
Managing Certificates for Electronic Signature — Part 2: Cryptographic Module for CSP Signing
Operations — Protection Profile (MCSO-PP)

(10]

EBGCA-DEL-018 — CP recommendations & Trust Matrix

(11]

EBGCA-DEL-017 - Memorandum of Understanding with Member State Administration

[12]

EBGCA-DEL-019 - Recommendations for extensions towards businesses and citizens

(13]

EBGCA-DEL-020 -Recommendations for creation and verification of signatures

(14]

GUIDELINES FOR SCHEMES TO ISSUE CERTIFICATES CAPABLE OF BEING USED IN
CROSS JURISDICTION eCOMMERCE, October 2004 version by eSECURITY TASK GROUP

APEC TELECOMMUNICATIONS AND INFORMATION WORKING GROUP

Version control

Version Date Description / Status Responsible
V.0.1 8-2-2005 High Level Template Bart Callens
V.0.2 15-04-2005 | First Draft Olivier Delos
V.0.3 03-06-2005 | Further input Olivier Delos
V.1.0 07-06-2005 | Q-review provisional draft version | Kris Van Aken
V.1.1 08-09-2005 | Reviewing from MS comments Olivier Delos
V.2.0 08-09-2005 | Final version Kris Van Aken
p. 2

EBGCA-DEL-019-Recommendations for extensions towards businesses and citizens v2 0.doc



@ertipos

Belgacom & De Post / La Poste

Consolidated version after comments from the Member States

Distribution
Version | Company Name Action required
1.0 European Gzim Ocakoglu Transmit for review & comments to
Commisison - IDA Member States
Certipost Bart Callens -
Olivier Delos
Kris Van Aken
2.0 European Gzim Ocakoglu Publishing on CIRCA repository
Commisison - IDA
Certipost Sylvie Lacroix }
Olivier Delos
Bart Callens
Kris Van Aken

Acknowledgement

We remark that this document is not a legal document nor it has to be regarded as legal advise. The
recommendations are are resulting from domain expertise and are provided by technical experts who
have nevertheless sound knowledge of the legal context.

p.3

EBGCA-DEL-019-Recommendations for extensions towards businesses and citizens v2 0.doc



@ertipos

Belgacom & De Post / La Poste

Consolidated version after comments from the Member States

Table of content

DOCUMENT INFORMATION ...uutititiiiieie ittt ettt ettt ettt s e s ee e e s e e e eaeaeaeeseeeesesseeesees 2
RELATED DOCUMENTS / REFERENCES.........co oot a e e n e e e e e e e e e eeneeaneeaaes 2
VERSION CONTROL ....oiiiiiiiiiiiitiitieeite e st e e e s s e e e e e e e e e e aeeaeteett ittt teeataeeteessaesbba s seesssesesesassasessssessnearees 2
DISTRIBUTION ....ciiiiiiiiiittietieeit it s e s s e e e s e e e e e e e e e eeaeaeeeeete e et teessae s te s asbsa e b ae b b s asaaeeseaaeaeaeeaesesseseserensees 3
ACKNOWLEDGEMENT ..ottt e e s e et et e e e e e e aeeaeee ettt et teeeteaete e bt be bbb s s b esaesssesesesasaesassssessnnasees 3
LAY ] O o L@\ I =\ 4
1. [N RO 10 L 1 [0 ] N 5
1.1. CURRENT SCOPE OF THE “EUROPEAN IDA BRIDGE/GATEWAY CA”......cooiiieiieiiieeeeeeeeeeaaane 5
1.2. PRIMARY CONTEXT OF THE EUROPEAN IDA BRIDGE/GATEWAY CA .....oovviiiiieeiiieie e 5
1.3. PURPOSE OF THIS DOCUMENT — EXTENSION TOWARDS BUSINESSES AND CITIZENS.....cccoevveeennn... 6
2. RECOMMENDATIONS FOR EXTENSIONS TOWARDS BUSINESSES AND CITIZENS...6
2.1. CONTRACTUAL SCHEME — ENTRY SCHEME ....ccvvttiiieeiiitiiieeeeesesiieeesesestaiaeessesstaneessssssnnesessssssnnns 6
2 0 A O [ (=T a1 1 [ Yo 1= 6
2.1.2. Extension towards Businesses and CitiZENS........uueieiiiieiiieiiieeieeeeeeeeeeee et 7
2.2. COLLABORATION WITH EXISTING SCHEMES .....cctttuiiieeiertitieeeereestuieeesssstaneeesssstnnseesssssnneeessssrnes 11
2.2.1.  EXISHNG SCNEIMES ... .uiiiiiiiiiie ittt et sa b e s st be e e e e s tb e e e s bt aeeessnbbeeeas 11
2.2.2. Collaboration with exiSting SChEMES ........ueiiiiiiiiiie e 12
2.2.3.  Supervision of the European Bridge/Gateway CA .........coooiiiiiiiieieeeeeeeeiieeee e 13
2.3. TECHNICAL EXTENSIONS ...cetttttunieerteesttieeeetststniaeessesstnaeeesesstatseeessstaateeesesrsnieeesesrsnaeeeresssines 13
2.3.1. TSL Versus Other MECHANISIMS ......cuuuiiiii i e e e e e e s s e e e e e eba e e e e e aeaanaas 13
2.3.2. EXIENSION 10 OtNEI SEIVICES ...vuiiiieeei et e e e e e e e e e e et e e e e e araaneas 13
2.4. BUSINESSES AND USERS CONVENIENCE . ....uuvutuuttaiieesseeeseeeeeeseeseeasasteesssessssessssssssssnesssnsssnasann e 13
2.5. LEGAL FRAMEWORK .......ciiiiiiiiiiititeeteetttaestas e s e s s e e e s e eeeeasaeaeaeaaaseasseessaeassassesssbbessbnessnassnnsnes 14
2.6. BUSINESS MODEL.....0vutuieeeietttiieeeeetstieeesssrstseieesesssttn e eseessstaeseessssaaeeesssttaaeeesesrnseeererssinnes 14
3. CONCLUSIONS .. e e e s e e e e e e e e e aeaeeeeseeseeeesaeeeasesres 15
p. 4

EBGCA-DEL-019-Recommendations for extensions towards businesses and citizens v2 0.doc



@ertipo;t

Consolidated version after comments from the Member States

1. INTRODUCTION

1.1. Current scope of the “European IDA Bridge/Gateway CA”

This Bridge/Gateway CA enables civil servants in the Member States to use the digital certificates
issued by their national certification authorities (i.e. the CAs contracted to provide certification services
to their national public administrations) in IDA’s pan-European administrative networks or in trans-
European (i.e. cross-border) communications with other Member States’ administrations. It will
ultimately provide an intermediate trust infrastructure between the PKIs of Europe’s national public
administrations, and will help to increase participation in IDA sectoral projects.

The scope of the “European IDA Bridge/Gateway CA”, under the IDA Il program, is to be clearly
understood as supporting the interoperability within the electronic communications between the
different European DGs and Member State Administrations. As within the European Administrations,
different PKI hierarchies exist, the aim of the European IDA Bridge/Gateway CA is more specifically to
ensure that these different PKI hierarchies get interoperable with each other, as well on legal,
procedural and technical levels.

The chosen method to obtain this interoperability under the European IDA Bridge/Gateway CA is the
usage of so-called “Trust Service Provider Lists” (TSL). A Trust Service Provider List is a way of
securely transporting information about Trust Service Providers to the different participants of the
European IDA Bridge/Gateway CA. The framework of ETSI TS 102 231 is used for the issuance and
management of these Trust Service Provider Lists.

In order to describe the scheme under which the European IDA Bridge/Gateway operates, two
documents have been written that make the European IDA Bridge/Gateway Scheme Policy:
- The European IDA Bridge/Gateway CA Practices Statement that describes the practices to
which the European IDA Bridge/Gateway CA adheres to in order to provision its services, and
The European IDA Bridge/Gateway CA CP recommendations & Trust Matrix. This latter
document is additionally provided to determine the equivalences of Certificate Policies that are
used within the different PKI hierarchies supporting the European Member States’
Administrations. This Trust Equivalence Matrix will rely on the different Certificate Policies,
Certificate Practices Statements and PKI Disclosure Statements that are actually used by the
Participating CAs supporting the European Administrations.

In order for a European Member State to be able to participate in the European IDA Bridge/Gateway
CA, the European Member State Administration has to sign the European IDA Bridge/Gateway CA
MOU ' as ruled by the “Certification Practices Statements for an operational EBGCA”. This MOU
contains a series of requirements that both the European IDA Bridge/Gateway CA and each European
Member State Administration are required to meet to guarantee a sufficient level of equivalence
between the services provided by each Participating European Member State CA.

1.2 Primary context of the European IDA Bridge/Gateway CA

In its primary context of supporting interoperability within the electronic communications between the
different European DGs and Member State Administrations, the European IDA Bridge/Gateway CA is
considered acting in a Closed User Group. Participating entities to this closed user group are
contractually bound to each other via the signature of the MOU.

! Memorandum Of Understanding
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Although legally not necessary, a majority of the Member States decided that a Qualified Certificate
shall be used in the context of the EBGCA for signing the TSLs. This means that the European IDA
Bridge/Gateway CA shall fulfill all requirements of a Qualified Certification Authority issuing Qualified
Certificates on SSCD as for security requirements signing such TSLs should be performed using a
secure signature creation device. Strictly speaking, the EBGCA shall not issue Qualified Certificates to
the Public.

It has also been decided not to restrict the level of CAs to the Qualified Level. It means that none of
the Participating CAs included in the Scheme will have to be a Qualified CA?. There is thus no a priori
obligation about the CAs which are included in the European IDA Bridge/Gateway CA TSL to be
Qualified CAs, corresponding to the European Directive on Electronic Signatures. Qualified
Certification Authorities are only one of the different identified trust levels (cfr. Trust Equivalence
Matrix) of participating Certification Authorities. At one side, the trust level doesn’t need to reach in all
cases the “qualified level”. At the other side, applications are identified where not only qualified
certificates are considered, but also certificates for encryption and authentication purposes, which are
not governed by the European Directive on Electronic Signatures. The different levels of trust which
are considered in the framework of the European IDA Bridge/Gateway CA are described in the
“European IDA Bridge/Gateway CA Trust Equivalence Matrix”

1.3. Purpose of this document — Extension towards Businesses and
Citizens

As the IDA program is evolving to the IDABC program, opening the program also to businesses and
citizens, the scope of the European IDA Bridge/Gateway CA could also be extended to take into
account Trust Service Providers which issue Certificates also to citizens and businesses.

The scope of this document is to provide recommendations and guidelines for the Commission to
extend the European IDA Bridge/Gateway CA towards businesses and citizens providing them with a
European wide harmonised Trust Environment for electronic signatures and/or authentication.

2. RECOMMENDATIONS FOR EXTENSIONS TOWARDS
BUSINESSES AND CITIZENS

2.1 Contractual scheme — Entry scheme

2.1.1.

The current model is such that in order for a European Member State to be able to participate in the
European IDA Bridge/Gateway CA, the European Member State Administration has to sign the
European IDA Bridge/Gateway CA MOU *. This MOU contains a series of requirements that both the
European IDA Bridge/Gateway CA and each European Member State Administration are required to
meet to guarantee a sufficient level of equivalence between the services provided by each
Participating European Member State CA.

In the context of a candidate CA that is established in a specific Member State, it must be first
evaluated by the “European Member State Evaluator” from the European Member State
Administration. According to this evaluation and under the framework of the MOU signed by the

2|t is also recommended that the certificate types that could be supported by the EBGCA scheme shall not be
restricted to physical persons’ certificates but also to legal entities' (including registered companies) certificates
when applicable.

® Memorandum Of Understanding
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European Member State Administration and the European IDA Bridge/Gateway CA, it is submitted to
the “European IDA Bridge/Gateway Evaluator” for inclusion within the European IDA
Bridge/Gateway CA, namely the Trust Service Provider List (TSL).

2.1.2.

An alternative is to have the MOU signed by the participating Member State CA, rather than by the
European Member State Administrations. This would make especially more sense in an environment
where the scope of the European IDA Bridge/Gateway CA is extended towards citizens and
businesses. However a specific entity (institution or administration) within the European Member State
should be designated to proceed to the signature of the MOU and the evaluation of the candidate CA.
It is recommended to designate the same entity that is supervising the Qualified Certification Services
Providers established in the Member State, if any.

The same process would then be used by the candidate CA issuing certificates to businesses and
citizens, to be included in the European IDA Bridge/Gateway TSL, namely an application to its
Member State administration accompanied by a first evaluation and followed by the evaluation done
by the “European IDA Bridge/Gateway Evaluator”.

A contractual relationship should be established between the candidate CA issuing certificates to
businesses and citizens and its supervising Member State administration or alternatively a legislation
framework should be established to reflect the obligations of the candidate CAs within the IDA
Bridge/Gateway scheme.

The final result would be the inclusion of the candidate CA within the TSL according to the
Equivalence Trust Matrix in which the candidate CA has been attributed a Trust level as a result of its
evaluation. This Trust Matrix would then be kept easy to understand and be visualised by end-users
being either European Member States Administrations members or businesses or citizens.

Although it may be possible that different European Member States request to have changes applied
from the standard MOU of the European IDA Bridge/Gateway Service Provider, it has been decided
by a majority of the Member States to have the same harmonized MOU applied between all
participating European Member States’ (administrations), to enhance transparency and promote
harmonisation across Member States about the roles, responsibilities and liabilities of all parties in the
European Bridge/Gateway CA Services.

2.1.2.1. Liabilities framework

The difficult question of liabilities should of course be tackled especially in the context of an open
environment resulting from the extension towards the businesses and citizens.

In the context of certification services, the ultimate responsible and liable party is the issuing
Certification Authority (CA) or more precisely the associated Certification Service Provider. This is
particularly true for the issuing of Qualified Certificates that falls under the umbrella of the European
Directive 1999/93/EC and its implementation in Member States legislation.

Similarly for the provision of TSLs, it can be considered that the ultimate responsible entity is the IDA
Bridge/Gateway Service Provider represented its Governing Body as depicted in the Table of section
1.3 of the “Certification Practices Statements for an operational EBGCA”".

It is of course admitted that while EBGCA (Governing Board) is being held for ultimate responsible, the
provision of TSL services relies on other services that can be provided by the same (legal) entity or by
external entities:
o Inthe context of Qualified Certificates, it relies on the supervision / accreditation of the issuing
CA by its national supervision body, usually the Member State’s administration concerned by
the European Directive 1999/93/EC,

p.7
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o It relies on the evaluation from the Member State’s administration in charge of evaluating the
application of the issuing CA to the IDA Bridge/Gateway CA scheme, and the related
contractual/legal framework,

o It relies on the evaluation from the IDA Bridge/Gateway Evaluator (under the responsibility of
the Policy Authority, that is under the responsibility of the Governing Board) assessing the
inclusion of the issuing CA within the IDA Bridge/Gateway TSL,

o It relies on the services provided by the IDA Bridge/Gateway service providers (Policy
Authority, Operational Authority — CA service provider, TSL service provider, and Technical
Assessors falling under the direct responsibility of the IDA Bridge/Gateway Governing Board).

Contractual relationships (MOU, contracts, etc.) should be established between concerned parties to
reflect their own responsibilities. Each level should assume its own set of liabilities for its services.

Services Providers that relying parties are facing to (Certification Service Provider and TSL Service
Provider) are keen to provide explicit liability and must for this be covered by contractual relationships
with other entities on which they are relying to provide their services.

As explained in section 1.2 of the present document, IDA Bridge/Gateway CA is issuing Qualified
Certificates, not to the Public but to the EBGCA TSL Provider to sign TSLs. It is then concerned by
requirements as stated by the European Directive 1999/93/EC in its Article 6 but only when applied to
the Qualified Certificate it has issued.

Additionally, the IDA Bridge/Gateway TSL Provider should as a minimum be liable for damage caused
to any entity or legal or natural person who reasonably relies on that TSL:

0 Asregards the accuracy at the time of issuance of all information contained in the TSL and as
regards the fact that the TSL contains all the details prescribed for a TSL;

o For failure to take into account, for a Certification Service Provider included in the TSL,
revocation of this Certification Service Provider, or any change to TSL Trust Level of this
Certification Service Provider or non-conformity to the registered level of this Certification
Service Provider, unless the TSL Provider can prove that it has not acted negligently;

o For failures in providing its services according to the Practices Statements established in the
CPS and other related documents.

It is recommended, and perceived by the Member States Administrations as important, to have one (1)
independent, neutral European Body which is overall responsible for the European IDA
Bridge/Gateway Authority, namely taking up the role and responsibilities of the European IDA
Bridge/Gateway Governing Board towards Member States, the Administration supervising the national
CA application, national Administrations, businesses and citizens.

Taking into account the previous paragraphs, it is therefore recommended that all roles, obligations,
liabilities and responsibilities of all identified entities on the European IDA Bridge/Gateway Authority
level are taken up by this European IDA Bridge/Gateway Governing Board towards the European
Member State Administrations. It shall be further investigated how the liability of the EBGCA
Governing Board can work in practice. Given the envisaged composition of this group by different
market players (Commission Chair, representatives of Member States and other market players), the
regulatory act establishing the EBGCA Governing Board must in principle address all related liability
issues, depending on the form of legal entity that will be chosen to put in place such a body.

Additional contractual arrangements must be drawn between the European IDA Bridge/Gateway
Governing Board and its contractors to determine further roles, responsibilities, obligations and
liabilities between the different entities on the European IDA Bridge/Gateway CSP level.

The Governing Board must be composed of independent and highly trusted persons, not all members
of the EBGCA and be apart from the operational organisation of the EBGCA. Members can be elected

from representatives of public sector (e.g., 2 out of 6 members), of private or industry sector (e.g., 2
out of 6 members), and from the scientific community (e.g., 2 out of 6 members).
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Disclaimer of warranties is admitted as provided in the European IDA Bridge/Gateway CPS for an
operational EBGCA.

Further note on applicability of the European Directive 1999/93/EC on the EBGCA activities:

EBGCA
=BG
EBGCA Issues Qualified Certificate
Qualified CA

EBGCA
TSL Provider

Signs the TSL

v

TSL I

Certificate )| — Certificate ) — Certificate
Type A e Type B e Type C

\

Issued by “.‘ Issued byi ’;: Issued by
CA CA CA
A B C

As depicted in the above picture, the EBGCA TSLs are signed by the EBGCA TSL Provider using a
Qualified Certificate, issued by the EBGCA Qualified CA. The TSLs are stating equivalence of different
certificate types issued by different CAs participating to the Scheme and located in different Member
States.

The EBGCA Qualified CA is a Qualified CA issuing qualified certificates to the EBGCA TSL Provider
for signing the TSLs. This Qualified CA shall then be compliant and endorse liability as stated in the
European Directive 1999/93/EC while not issuing certificates to the Public but guaranteeing such a
certificate to the Public (especially in the context of the extension of the Scheme towards businesses
and citizens).

Furthermore, the CAs that are included in the Scheme (e.g., CAs A, B, and C in the above picture) can
be Qualified CAs, though not necessarily. In this context, and with regards to the Article 7 of the
European Directive 1999/93/EC, the EBGCA could be seen as providing, to a certain extent, a
European wide legal recognition of certificates that are issued as Qualified Certificate sto the Public,
as it implements a multilateral agreement between the Community and third countries or international
organisation(s). See also chapter 2.1.2.6 (International aspects) of the present document.

Besides the international aspects of such a “European-wide legal recognition mechanism”, this
mechanism could also be seen as the provision of “other services related to electronic signatures”,
and thus to be considered as the provision of certification services as stated in Article 2 (11) of the
Directive. The provision of TSLs should in this case fall under the Directive requirements and be liable
for the issuing of the TSLs in the exact same way as a Qualified Certification Service Provider for the
issuing of Qualified Certificates (cfr especially Article 6).
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As a next (first) step in a future phase of an operational EBGCA setup, it is up to the European
Commission to formally clarify this point and to provide a legal opinion on the compatibility of the
EBGCA concept with the Directive 1999/93/EC and in particular to derive from this opinion the
supervision scheme under which should fall the EBGCA and its liability.

2.1.2.2. Guarantees framework

Which types of guarantees should be provided to the certified end-entities and to the relying parties
that can benefit from the IDA Bridge/Gateway services once they are extended to businesses and
citizens?

Similarly to the liabilities, the provided guarantee relies on several levels (see Table in section 1.3 of
the Certification Practices Statements for an operational EBGCA):

o ltrelies on the services provided by the issuing CA,

o It relies in the context of Qualified Certificates, on the supervision / accreditation of the
issuing CA by its national supervision body, usually the Member State administration
concerned by the European Directive 1999/93/EC,

o It relies on the evaluation of the Member State administration in charge of evaluating the
application of the issuing CA to the IDA Bridge/Gateway CA scheme, and the related
contractual/legal framework,

o0 It relies on the evaluation of the IDA Bridge/Gateway Evaluator (under the responsibility of
the Policy Authority, that is under the responsibility of the Governing Board) assessing the
inclusion of the issuing CA within the IDA Bridge/Gateway TSL,

o It relies on the services provided by the IDA Bridge/Gateway service providers (Policy
Authority, Operational Authority — CA service provider, TSL service provider, and
Technical Assessors falling under the responsibility of the IDA Bridge/Gateway Governing
Board).

Each level should assume its own set of guarantees for its services.

Services Providers that relying parties are facing to (Certification Service Provider and TSL Service
Provider) are keen to provide explicit guarantee and must for this be covered by contractual
relationships with other entities on which they are relying to provide their services.

2.1.2.3. International aspects

As stated in Article 7 of the European Directive 1999/93/EC, the IDA Bridge/Gateway Services can be
a way of providing European wide legal recognition of certificates that are issued as Qualified
Certificates to the public, as it implements a multilateral agreement between the Community and third
countries or international organisations.

It is recommended that for the extension towards businesses and citizens, IDA Bridge/Gateway
Services will clearly state:
0 That, indeed or not, as foreseen by Article 7 of the European Directive 1999/93/EC, they
provide a recognition scheme between Qualified Certificates issued within different Member
States leading to the legal equivalence under the above mentioned Directive;
0 Which type of recognition they provide for non-Qualified Certificates issued by different
Certification Service Providers or for Certification Service Providers between themselves.

p. 10
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Of course it is up to the Commission to make a proposal based on the IDA Bridge/Gateway Services,
to the extent it is appropriate, to achieve the effective implementation of standards and international
agreements applicable to certification services (as by Article 7 §2 of the Directive).

2.1.2.4. Financial responsibility

The European IDA Bridge/Gateway Authority endeavours to assure Member State Administrations,
participating CAs and relying parties, of the reliability and integrity of services they provide according
to the EBGCA Scheme Policy and the MOU.

It is recommended that each separate entity of the EBGCA Authority shall contract an insurance policy
covering the risks identified in the Insurance Policy with respect to their services and maintain a
sufficient amount of insurance coverage for its liabilities to other participants. The scope of the
insurance covering shall explicitly be identified.

EBGCA may request documentary evidence of national insurance schemes maintained by Member
State Administrations or reported to it, at the examination of their national CAs applications for
participation within EBGCA or at any time thereafter.

The - limited - Insurance Policy concluded by the EBGCA Authority as a whole, or from its participating
entities separately, does not preclude nor does it replace appropriate insurance coverage provided by
each participating national CA in relation to the provision of certificates they refer to for inclusion in
TSLs, the functioning and operation of PKI services.

Any participant to the European IDA Bridge/Gateway program shall have access to other resources to
support operations and pay damages for potential liability, which may be couched in terms of a
minimum level of assets necessary to operate and cover contingencies that might occur within the
provision of their PKI services.

About insurance or warranty coverage for end-entities, any participant to the EBGCA (European
Member States Administration Level including participating CAs) shall have a program that offers first-
party insurance or warranty protection to other participants, and in particular businesses and end-
entities, in connection with their use of the PKI services.

2.1.2.5. Liabilities versus practicability

While it is of no doubt that liabilities must be clearly identified and covered within this EBGCA scheme,
it is also likely that the more liabilities there would be, the heavier the MOU and related contractual
documents would be, and therefore the more difficult it would be to accept to participate the EBGCA
scheme.

Alternatively the entry in the EBGCA could be based on self-declaration and a minimal policy to which
all members commit allowing low administrative efforts and a maximum number of potential members.

Therefore a compromise must be found in order to keep the MOU rather light while not endangering
the scheme by having undesirably reduced liabilities.

2.2. Collaboration with existing schemes

2.2.1.

There are various existing schemes within and outside Europe aiming to develop cross-environments
Trust Models, whatever the chosen Trust Model being either a Bridge, or a hierarchical, or cross-
certified model.

p. 11
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The major existing Bridge CA or other types of Trust models are:

o Europe:
0 TeleTrust EB-CA active in Germany and Austria
o Poland Bridge CA initiative
o0 Chambersign

0 Outside Europe
0 US Federal Bridge CA

o Apec
o GTA
o lIdentrus

It is strongly recommended to include, from the first step, the collaboration with, or at least a strong
connection with other existing European initiatives (e.g., TeleTrust) in order to benefit from experience,
critical masses and work already performed in the context of interoperability building blocks.

2.2.2.

In Europe, the principle of collaboration with other existing schemes would be to define and crystallise
an interoperability point with / between other national PKI domains and Trust Model schemes.

One way of achieving this principle is to establish a centric model in which the IDA Bridge/Gateway
CA is the ultimate Trust Model cap under which all other European models are placed. If such centric
model is always sensitive, especially in the European Union context and as the national feelings of
European Member States are what they are, it is nevertheless of no doubts that a harmonised scheme
throughout Europe is of nature of making this scheme stronger and by essence more interoperable
than a collection of national or pan-national schemes.

Furthermore, it is recommended that one centric IDA Bridge/Gateway CA can accommodate of
national or pan-national specific Trust Model schemes including other Bridge CA schemes while
harmonising interoperability principles on technical but also on legal and procedural levels, such as:
0 Mutual Policy Mapping: This means one harmonised way of defining levels of Trust for CAs
and Certificate Policies under which certificates are issued to public or private end-entities.
These levels of trust can then be mapped to each others providing the IDA Bridge/Gateway
CA Trust Equivalence Matrix on basis of which are established the TSLs. Technical and
standard guidelines can be used here (e.g., RFC 2527/ RFC 3647 for policies). The document
“EBGCA-DEL-018 — CP recommendations & Trust Matrix” aims to provide guidelines in this
context.
o Certificate format: IETF and FIPS crypto documents form a common basis of interoperability
for X.509-based initiatives.
o Minimum common denominator for regional, national, or pan-national political, social, legal,
technical issues: Any deviation from this minimum common denominator will lead to either
delay in interoperability, or degradation of trust, or undesirable effects.

The “centric” IDA Bridge/Gateway CA should not be seen as a “unique top root with a supranational
character” but should better be seen and implemented as a “Common Policy Root” establishing a
“trust gateway” between regional, national, and pan-national PKI domains that are and will continue to
exist with their own specificities. These specificities will however accommodate from Policy-based
interoperability rules leading to the establishment of the IDA Bridge/Gateway CA TSLs.

p. 12

EBGCA-DEL-019-Recommendations for extensions towards businesses and citizens v2 0.doc



@ertipo;t

Consolidated version after comments from the Member States

2.2.3.

When taking into account the kind of services provided by the European Bridge/Gateway CA
(EBGCA), and especially when supporting the pan-European equivalence of qualified certificates,
comes the question of supervision of this EBGCA. This question is not raised because the EBGCA is
issuing qualified certificates but because of its potentially essential role in contributing to the
recognition of a qualified certificate issued in one Member State towards relying parties in other
Member States.

It is up to the Commission, here, to propose the most appropriate institution or organ to assume this
responsibility.

2.3. Technical extensions

231 "

The current European IDA Bridge/Gateway Services are focusing on TSL issuing and the related
management services. This technical scheme could be extended to other technical mechanisms that
would be supported by industries or other Trust Environment initiatives (cross- certificates, real Bridge
certificates, signed zip files, etc.).

This extension, while desirable, would in any case open the door for discussions and compromises
that may lead to harmonized standards, norms or selection of existing standards and/ or norms.

2.3.2.

The current European IDA Bridge/Gateway Services are focusing on TSL issuing and management
services. These services could be further extended with other services such as:

o Validation Services
o TimeStamping Services
0 Real Bridge CA Services

Validation Services are playing an essential role in the establishment of trust a relying party can make
when receiving an electronic signature from a third party having subscribed to a Certification Service
Provider within one Member State. In order to validate the signature, the relying party must interrogate
the certificate validation services from the CSP having issued the certificate issued to the signing
party. This may reveal as being not easy, nor immediate, nor automatic in most of the cases for one
CA in particular but when the relying party has business partners all over Europe this can become
quite difficult to cope with numerous validation services entries. Providing a pan-European Validation
Service would be of help for the relying parties into establishing confidence in a digital certificate.

TimeStamping Services are another important component in the context of long term electronic proofs
and especially in the context of long term validity of electronic signatures. This is currently the most

practical way to ensure validity of an electronic signature once the supporting certificate has expired or
is revoked, or once the supporting cryptographic tools has been compromised.

2.4. Businesses and Users convenience

It is of no doubt that to have a chance of being adopted or even understood by the normal businesses
or even worse citizen end-entities, the usage and the added value of the Bridge scheme must reach
the utmost user convenience criteria.

In order to be easy for an end-user to use PKI based (end-user) services (e-signature, authentication,
proof creation, etc.), several objectives must be reached such as:
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0 The provided infrastructure and services must be interoperable at application level (secure e-
mail, signature of e-government forms, access to web-based services, etc.). The
interoperability of CAs is not the goal but the mean to achieve interoperability between
applications. This covers not only the minimum set of requirements, specifications applications
should reached but also the provision of “bridging” services like validation services and
directory functions.

0 An easy to understand organizational environment surrounding the provision of these services
must be provided to the administrations, businesses and citizens.

o It is important that the Bridge Information (namely in this case, the TSL) is readily
understandable for relying parties. As the target is users within the European Member State
administrations, businesses or citizens, it is recommended to have all textual information in
the TSL in different languages available (either only the 3 actual working languages, either
(certainly in case of extension towards businesses and citizens) into the 20 official European
Union Languages). Client applications can then be based on local language tags decide which
version(s) will have be made visible for end-users. The usage of IETF RFC 1766 can be
considered for this purpose.

0 Harmonisation of security, business and legal levels and related wording: The difficulty for an
end-user will be to select his certificate type (or identify the one of its correspondent) in order
to be sure that this level will meet the requirements of the foreign party with which he is
partnering.

2.5. Legal Framework

It is up to the Commission to either create or clarify what could be the specific legal framework ruling
the provision of EBGCA services while linking it to the European Directive 1999/93/EC and taking into
account the differences between Member States having resulted of its implementation.

2.6. Business model

It is always easy to predict that commercial CAs can develop new businesses upon the fact that they
are participating in a Bridge. It can be argued that being on the “Bridge list”, it can issue certificates
that can be used by administrations, businesses and citizens all over Europe with the same
recognition in every Member State.

However, it is evident that the PKI market has encountered a very slow rising curve over the last years
or decades. Adding excessive fees for the participation to such Bridge model would be seen as an
additional barrier to this expansion and should not be discriminatory.

It should be envisaged to build the EBGCA extended to businesses and citizens as a non-profit
organization aiming to promote and develop the interoperability and trustworthiness in ICT throughout
Europe, and thus it would support the establishment of pan-European interactive services open to
enterprises and citizens that possess electronic certificates issued by the CAs of other national
administrations. This non-profit organization should be funded by its members on a one-time fee basis
and yearly recurrent. Fees can be proportional to the number of users. Placed at a European level,
this organization is likely to be eligible to receive appropriate European funding while this is of course
left to the discretion of the European Institutions.

The label of non-profit, as well as the independent label, is commonly perceived as an advantage in
building a sound trust environment.
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3. Conclusions

As the IDA program is evolving to the IDABC program, opening the program also to businesses and
citizens, the scope of the European IDA Bridge/Gateway CA could also be extended to take into
account Trust Service Providers which issue Certificates also to citizens and businesses.

The current model* for the European IDA Bridge/Gateway CA (EBGCA) can be easily extended as
such towards businesses and citizens provided that procedures and business model to recruit national
CAs are left practical while optimising the liability provisions to the benefit of end-users, provided also
that end-users can easily use, adhere and understand the scheme by using interoperable and user
friendly applications. In order to achieve this goal, a strong connection and collaboration with other
existing schemes is strongly recommended in order to benefit from experience, critical masses and
work already performed in the context of interoperability building blocks.

It is of no doubt that, correctly conducted, the EBGCA will ultimately provide an intermediate trust
infrastructure between the Europe’s national PKIs domains, and will help to increase participation
trustworthiness of pan-European electronic communications and services whether in the public,
private or mixed application environments.

* Where the interoperability needs cover that:
Members of sectoral networks can rely on national PKIs;

the use of electronic certificates issued by national CAs in pan-European business is possible using
the standards

Intermediate trust infrastructure is established to allow aMS or the EC to have trust and confidence
in electronic certificates issued at the national level to civil servants participating in IDA networks.
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