@ertipost

Belgacom & De Post / La Poste

Consolidated version after comments from the Member States

@ertipost

Belgacom & De Post / La Poste




@ertipos

elgacom & De Post / La Poste

Consolidated version after comments from the Member States

Document Information

Document title: Recommendations for creation and verification of signatures

Project Reference: IDA PKI 1l / Specific Contract No.4 EBGCA / WP2

Document Archival Code: EBGCA-DEL-020- Recommendations for creation and verification of
signatures v0 3.doc

Related documents / References

Reference | Document filing code

[1] A bridge CA for European public administrations Feasibility study (EDS)

[2] ETSI TR 102 030 V1.1.1 (2002-03) Provision of harmonized Trust Service Provider status
information

[3] IDA-BridgeCA-WP1-Annex-6.doc

[4] ETSITS STF 102 231 V1.1.1 (2003-10) Requirements for Trust Service Provider status
information

[5] European Bridge and Gateway CA Pilot WP 1.2 - Doc 1 - MEMORANDUM OF
UNDERSTANDING

[6] European Bridge and Gateway CA Pilot WP 1.2 - Doc 4 - Technical Architecture

[7] European Bridge and Gateway CA Pilot WP 1.2 - Doc 5 - Test Programme

[8] European Bridge and Gateway CA Pilot WP 1.2 - Doc 6 - Trust Status List Usage

Recommendations v3.0

[9] CWA 14167-2 : CEN Workshop Agreement — Security Requirements for Trustworthy Systems
Managing Certificates for Electronic Signature — Part 2: Cryptographic Module for CSP Signing
Operations — Protection Profile (MCSO-PP)

[10] EBGCA-DEL-018 — CP recommendations & Trust Matrix

[11] EBGCA-DEL-017 - Memorandum of Understanding with Member State Administration

[12] EBGCA-DEL-019 - Recommendations for extensions towards businesses and citizens

[13] EBGCA-DEL-020 - Recommendations for creation and verification of signatures

[14] GUIDELINES FOR SCHEMES TO ISSUE CERTIFICATES CAPABLE OF BEING USED IN

CROSS JURISDICTION eCOMMERCE, October 2004 version by eSECURITY TASK GROUP
APEC TELECOMMUNICATIONS AND INFORMATION WORKING GROUP

[15] ETSI TR 102 041 (v1.1.1): “Signature policy report”.

[16] ETSI TS 101 733 (v1.2.2): “Electronic signature formats”.

[17] RFC 3280: “Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile”.

[18] EC 1999/93: European Community (EC) DIRECTIVE 1999/93/EC OF THE

EUROPEAN PARLIAMENT AND COUNCIL ON A COMMUNITY FRAMEWORK
FOR ELECTRONIC SIGNATURES

[19] ETSI TR 102 045: “Signature Policy for Extended Business Model”.

[20] The 9" of July 2001 Belgian Law about electronic signatures.

[21] QUEST, Qualified Electronic Signature Tutorial, a Microsoft document
p. 2

EBGCA-DEL-020- Recommendations for creation and verification of signatures v2 0_1609.doc



@

e

B

rtipost

gacom & De Post

Consolidated version after comments from the Member States

Version control

Version Date Description / Status Responsible
V.01 8-2-2005 High Level Template Bart Callens
V.0.2 03-06-2005 | Draft for Q-review Sylvie Lacroix
V.10 07-06-2005 | Provisional draft for comments Kris Van Aken
from Member States
V.20 07-09-2005 | Final version Kris Van Aken
Distribution
Version | Company Name Action required
1.0 European Gzim Ocakoglu Transmit for review & comments to

Commisison - IDA

Member States

Certipost

Sylvie Lacroix
Olivier Delos
Bart Callens
Kris Van Aken

DLA Piper Rudnick
Gray Cary UK LLP

Patrick Van Eecke
Georgia Skouma

European
Commisison - IDA

Gzim Ocakoglu

Publish on CIRCA

Certipost

Sylvie Lacroix
Olivier Delos
Bart Callens
Kris Van Aken

Acknowledgement

We remark that this document is not a legal document nor it has to be regarded as legal advice. The
recommendations are resulting from domain expertise and are provided by technical experts who
have nevertheless sound knowledge of the legal context.

p.3

EBGCA-DEL-020- Recommendations for creation and verification of signatures v2 0_1609.doc




@ertipos

Belgacom & De Post / La Poste

Consolidated version after comments from the Member States

Table of content

DOCUMENT INFORMATION ...ttt ettt e et ee e etee e saeeesmteeanseeeemte e e saeaanseeaaseeeanseeeanseeaaneaans 2
RELATED DOCUMENTS / REFERENCES.........coioii ittt ettt e saee e nneeeens 2
VERSION CONTROL ..ottt ettt ettt ettt ettt sa et e sh e e es e e st e e e e e e r e e e sineesnee e e 3
DISTRIBUTION ...ttt ettt ettt ettt ettt e et e e st e e e sae e e e e e e e eae e e e aeee e eaeeeamseeamseeeembeeanseeeenseeeanseeebeeeanseeaaneeen 3
ACKNOWLEDGEMENT ...ttt ettt ettt sttt e sa et sh e e ea et e st e et e e e e saneesnee e e 3
TABLE OF CONTENT ..ottt ettt ettt et eh e et a e e bt e e st e s et e st et e et e e e nne e e nbn e e eabee e 4
1. INTRODUCTION ...ttt ettt ettt an e e bt e ea e ean e e nare e e nnneenneens 5
1.1. PURPOSE OF THIS DOCUMENT ....uvttttteitee e sttt e sitet ettt e et sttt e e e e an e s bee e snbe e eanneenareeennneenneens 5
1.2. DOCUMENT SCOPE......cutiiiitreeessiitttte ettt te s st e e s sttt e e sa st e e s sebbeee e e asbs et e e e sr e e e s sebae e e e enre e e e ssiraeeens 5
1.3. INTRODUCTION TO DIGITAL SIGNATURE AND AUTHENTICATION TECHNICAL CONCEPTS ......ccceveneen. 5
2. RECOMMENDATIONS FOR END-USERS: PERFORMING A SIGNATURE .........ccccoeenee.. 6
2.1. FOREWORD ...ttt eette et ettt e et e et e e ettt e e et e e ea ket e st e ease e 2 st e e e se e e e mb e e e eaeeeesee e embeeemnbeeambeaeanneeanneens 6
2.2. BUSINESS REQUIREMENTS ....etiiiitttieiaiieiiesssireeeesstset s e s st e e s sitbeee s asssen e s asrae e e s sesae e s e snne e e e ssinneeens 7
2.3. LEGAL REQUIREMENTS .....iiitiititiassueeeaateeeateeeasseeasaeeanseeaaseeeaaseeeanseeeasseeaaseeeansesannteeanseeeanseesnseess 7
P22 I I =T = L = U 1= Yo o S 7
2.3.2. Types Of eleCtroniC SIGNATUIES .......ouiiiiiiiee e e e e e e e e e e e e e s e nneneeeeeeas 7
2.3.3. Legal consequence using advanced or qualified Signature ...........cccoeeeciieiiiiiee e 9
2.4. RECOMMENDATIONS ....cttiiittttes sttt s et te s ssir e e s s tee e s e s sas bt e e s sab et e s e sbe et e e e sr e e e s sebae e e e snre e e e asinneeens 9
2.4.1. Guidelines for choosing your signature credentialS ...........cc.oeeeviiieiiiiiiiie e 9
2.4.2.  Guidelines for choosing your appliCatioN..............uueiiiiiiiniiiieie e 10
2.4.3.  Guidelines for applying your signature in the application...........ccccccovviiiee i, 11
3. RECOMMENDATIONS FOR END-USERS (RELYING PARTIES): VERIFICATION OF
IS (] AN ISR 11
3.1 LEGAL REQUIREMENTS .....ieutteiteeeateasaueeeaaseesauseeasseesasseesneeaanseeaanseeaaseeaanseeaasseeaseeeassesanseeesneens 11
3.2. BUSINESS REQUIREMENTS ....ceiiiitiiieeitreieessiiteee s sins et e st e e s sttt e e s sanre e e s sasbn e e s s snae s e e s annreeessenneeeas 11
3.3. RECOMMENDATIONS .....uttieiuteesateeeaeeasaueeeaseesaaseeasseaaaseeeasseaanseeaanseeaaseeeanneeaaseeeaseeeasseeaaseeesneens 12
3.3.1. Guidelines for verifying a signature in an application.............cccccveeeeeiiicciiiiieeee e 12
3.3.2.  Guidelines for choosing your verification application ................evveeeeriiiiciiiieeee e 13
4, RECOMMENDATIONS FOR END-USERS: AUTHENTICATION......ccoovvieiiieiiec e, 13
4.1. INTRODUGCTION L.tttiiiuitiieeaittee et sttt e e ets e e s ss et e s st e e e e st e e s sbb et e e s eab e e e s eak e e e e e ssn e s e e e snnreeesnenre e s 13
4.2. GUIDELINES FOR CHOOSING YOUR CREDENTIALS .....uttteuttearueeaaaeeasaeeesaseesssseesnsseessseeansseessnneans 14
4.3. GUIDELINES FOR CHOOSING YOUR APPLICATION ....cciiiutiiieeiiriieesiirnersesnreeessineeesssnnnsesssnneees e 14
4.4, GUIDELINES FOR APPLYING YOUR SIGNATURE IN THE APPLICATION ....cvviiiiieririesiireenineesineenineens 14
5. RECOMMENDATIONS FOR END-USERS: VERIFICATION OF AUTHENTICATION...... 14
5.1. INTRODUCTION ...ttt ettt ettt sttt e st e st e sb e e e ekt e ekt e st e s et e ke e e e s et e se et e n et e en e e s neeeenrees 14
5.2. GUIDELINES FOR CHECKING AN AUTHENTICATION IN AN APPLICATION ....citiieiiiieaiieeesieeaseeeenneeans 15
5.3. GUIDELINES FOR CHOOSING YOUR VERIFICATION APPLICATION .....ccvtiiiiiriiiesiireeeessnee e s snneeee e 16
GLOSSARY et E e E e e eh e e e e na e s ane e nn e e 17
p. 4

EBGCA-DEL-020- Recommendations for creation and verification of signatures v2 0_1609.doc



@ertipo;t

Consolidated version after comments from the Member States

1. INTRODUCTION

1.1. Context and purpose of this document

This document is to provide recommendations and guidelines for users within the administrations of
the Member States to guide them trough the steps they have to follow when creating and verifying
digital signatures or when authenticating and verifying authentication in different contexts.

We remark that this document is not a legal document nor it has to be regarded as legal advice. The
recommendations are resulting from domain expertise and are provided by technical experts who
have nevertheless sound knowledge of the legal context.

This document highlights general recommendations for performing signature and/or authentication in
an open environment. Note that it is always possible to commit on a specific agreement in the case
of a pure B2B transaction by means of an ad-hoc contract. This is out of scope of this underlying
document. In particular, the legal framework and business requirements are only envisaged from a
European wide applicable framework (for “Mister Anybody”). In order to guarantee interoperability at
both national and international level, compliance with relevant European and international standards
or norms from ETSI, CEN and the IETF is required. In particular, signature and authentication
highlighted in this document will only refer to signature and authentication that falls under the umbrella
of the European Bridge CA whose aim is to achieve interoperability between member states (for more
info, please refer to the above mentioned documents).

1.2. Document scope

The aim of this document that is written within the scope of the EBGCA project, is to be pragmatic and
user friendly. For this purpose it will only refer to or include part of directives, standards and other
recommendation without including them. Readers interested in these will have the ability to consult
these documents off-line.

For the ease of use:
- Aglossary is provided at the end of the document (including acronyms’ definitions);
- At the beginning of each main section, a summary of recommendations is highlighted in a
table.

1.3. Introduction to digital signature and authentication technical concepts

Authentication is understood to be the verification of the identity of the entity (person, machine, ...)
having performed an action. We especially do not make the description more specific here, because
this authentication can be of two types:

Entity or User Authentication: This is the most common understanding of
“authentication” but not the only form of authentication. It is the verification (or validation)
performed on initial claimed identification from the communicating partner. As an example
we refer here to the logon to a web-site, using a User-ID and Password. The User-ID will
be the claimed identification, whereas the password is used to authenticate this claimed
identity. This can also be done using tokens as well as through PKI technology. In this
latter case, user authentication is performed by applying the PKI cryptographic signature
mechanism on a random text used as a challenge by the verifying party. This party will
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then verify the signature on the random challenge to be convinced on the claimed identity
of the user. The officialisation of the link user-PKI keys is made by means of a digital-
signed official statement; a digital certificate. Certification authorities are the Trusted Third
parties issuing these certificates.

Data-Origin Authentication: This type of authentication is related to the verification of
the identity claimed as being the source of a certain set of data. This type of
authentication then applies on the verification of the unique link between the data and the
claimed identity being at the origin of this data. An example here of such source is the
FROM:-field on an e-mail. Although it is fairly easy to change it, this can be seen as a
form of data-origin authentication (“This mail came from Mr. X"). Other technologies are
likely to be used in order to make this link much stronger, and difficult to forge, for
example PKI based authentication mechanisms. In this latter case, data origin
authentication is performed by applying the PKI cryptographic signature mechanism on
the data. The verifying party will then verify the cryptographic signature on this data to be
convinced on the claimed identity of the user being at the origin of this data.

This document will not try to explain PKI technology, nor asymmetric cryptography and X.509
certificates. This is expected to be a basic understanding for the reader. We will detail however the
different forms or terms when we refer to electronic signatures.

2. RECOMMENDATIONS FOR END-USERS: performing a
SIGNATURE

2.1. Foreword

Some signatures have larger consequences than others; the context often plays an important role. A
signature is essentially an instrument by which we express ourselves and the meaning of this
expression largely depends on the circumstances. In some cases we really commit on content (e.g. a
contract signature), in other cases we just wish to identify ourselves on a postcard we are sending to
friends.

In the electronic environment, we have a large choice of methods to express the level of commitment
of a “signature”. Depending on how important our signature is, we will take more precautions in terms
of security. For example, in the paper world, when parties conclude an important contract, they will
sign each others copy of the document and they will keep their signed copy in a safe place. If
necessary, they will ask a witness or a notary to co-sign the document or transmit a signed copy to a
court registrar or a public official. Your may also add mentions before a signature such as “read and
approved”. Equivalent procedures exist in the electronic world today:

Trusted Third Parties (TTPs) acting as “notaries” (Certification Authorities, Time Stamping

Authorities, Secure Archivers ...).

Personal secure Credential replacing the pen you use when applying the signature on a paper

Digital Signature Policies specifying mentions more or less explicit than “read and approved”

In our European regulatory framework we have made an attempt to define how digital signature
technology should be used in order to have a result that can be considered as the equivalent of the
handwritten signature (EC 1999/93). This is precisely what is now commonly called the “Qualified”
Electronic Signature”. If people make use of this kind of signature (qualified), all the traditional legal
rules that implicitly or explicitly refer to handwritten signatures will automatically be applicable.

However, this represents one of the higher levels of security and both the personal credential and the
TTPs services must comply with strict rules. Lower security levels exist for digital signatures; and the
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European Directive does not prevent them to have a legal value (although it is not automatic such as
with a Qualified Signature). The following text will highlight you on their usage.

2.2. Business Requirements

The business requirements are determined by the context of use of a signature; for example, one asks
the question: “do we perform a type of transactions with very high value added or with very sensitive
information?” If it is the case, a very high level of security will be chosen (see EBGCA-DEL-018 — CP
recommendations & Trust Matrix). Business requirements may impose various types of security level
(see Business requirements will also fix the legal framework applying to this context. E.g. one asks the
guestion; “do we perform a type of transactions ruled by specific laws (e.g. invoicing)?”. This legal
framework will, in turn, determine the guidelines for performing your e-signature.

The fact that working in an electronic environment does not change the business requirements at all,
has only as difference that:
the “old” laws and regulations are generally up-dated (see below)
today, specific tools (applications) supporting de-materialisation of business exist (e-mail
instead of the paper postal mail , ...)

You are the best placed person to determine the business requirements applying to the context of
your work, if necessary with the help of a specialised consultant for the initial global assessment of the
move from paper world towards digital world.

2.3. Legal Requirements

2.3.1.

Legal requirements that have to be taken into account when addressing recommendations for
electronic signatures range very wide because it mainly depends on the context of signature. For
example, a very complete legislation rules the e-invoicing, itself encompassed in wider regulations
regarding e-procurement (see the EU IDA recommendations), and generally these applications fall
also in the general legal framework for e-commerce.

Determining the legal framework with regards to the context of use is out of the scope of this
document. However one will always have to consider this framework in order to extract implications on
Digital Signatures. In most cases however, these implications point to the specific European regulatory
framework defining how digital signature technology should be used in order to have a result that can
be considered as the equivalent of the handwritten signature; it identifies Qualified Electronic
Signatures, Advanced Electronic Signatures and Standard (or Simple) Electronic Signature. This
framework is highlighted in the next section.

2.3.2.
Electronic Signatures (ES)

From the European Directive: “ES means data in electronic form which are attached to or logically
associated with other electronic data and which serve as a method of authentication”

In most cases, the “method” here would be “Data-origin Authentication” (see Introduction services
above)

Digital Signatures

The concept of “digital signature” is in fact almost equal to the concept of electronic signatures,
providing the electronic technology that is used will still rely on binary logic. The difference between
digital and electronic signatures is the result of the “technology-neutral” approach from the European

p.7

EBGCA-DEL-020- Recommendations for creation and verification of signatures v2 0_1609.doc



@e tipost

elgacom & De Post

Consolidated version after comments from the Member States

Directive on ES. A digital signature is composed of digital information, whereas an electronic signature
can be composed using any (future) electronic technology.

Standard or “Simple” Electronic Signatures

These are basically any form of ES that is not a form of one of the following: advanced or qualified ES.
An e-mail with a sender’s “From:”-address can be regarded as a simple (and weak) form of electronic

signature. A change of this e-mail message however can happen unnoticed, which does not make it a
secure way of implementing an ES nor providing an advanced ES.

Advanced Electronic Signatures: AES

From the European ES Directive, an Advanced Electronic Signature is defined as an ES that can be:
(a) uniquely linked to the signatory;
(b) capable of identifying the signatory;
(c) created using means that the signatory can maintain under his sole control;
(d) linked to the data to which it relates in such a manner that any subsequent change of the data
is detectable.

In other words, the AES will uniquely “authenticate” the signer of a message, and will allow the check
of the “integrity” of the signed data.

The use of asymmetric cryptographic technologies, such as PKI and digital certificates, is nowadays
regarded as one of the most prominent technologies available to achieve goals (a) to (c).

Point (d), relates to the perennial aspect of the signature. The long term perennial characteristic of
Electronic signature can be achieved with the input of a Trusted Third Party (TTP) for time
stamping/notarisation. Indeed, because of the limitation in time of the certificates supporting the
signature, the signatory can always claim years after the act of signature that he was not the
signatory, but that the signature was forged after its claimed issuance date by someone acting on his
behalf. At a first glance, one could say that we can ask to the signatory to re-sign every years... but in
general, a signatory does not sign for himself, but to commit toward someone else. The signatory may
thus refuse to re-sign (in order to be “liberated” from a previous commitment e.g.), or not be in a state
to do it (e.g. he does not have the tools anymore...). A recognised TTP guarantying that —at the
precise time of signature— the signature was valid will solve these issues once for all.

Qualified Electronic Signatures

From the European ES Directive, the Qualified Electronic Signature (QES) is defined as:
- An Advanced Electronic Signature;
- Based on a Qualified Certificate;
- Created with a Secure Signature Creation Device.

The Qualified Certificate is a certificate that is further described in that same directive. It will have to
meet the requirements as specified in its Annex |, and it should be issued by a Certification Authority
that meets the requirements as specified in its Annex Il.

The Secure Signature Creation Device (or SSCD) meets requirements as specified in Annex Il of the
European ES directive (see also credential section).

For more details, we refer the reader also to the European Directive on Electronic Signatures. Note
that a Qualified Signature is always an Advance Signature that is itself always an Electronic signature.
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2.3.3.

The difference in legal consequence of activities performed by users when using a qualified electronic
signature resp. advanced electronic signature lies in the fact that,
when performing a qualified electronic signature, all the traditional legal rules that implicitly or
explicitly refer to handwritten signatures will automatically be applicable. In Court, the content
that is signed with a qualified signature, may not be contested

while, on the other hand,
when performing advanced electronic electronic signatures, a judge may still determine about

the value of that signature. This advanced electronic signature may evenso be considered as
a binding signature, however in Court, it is juridically possible to be deliberated about.

2.4. Recommendations

1. According to the context of the signature, i.e. business requirements; determine the security level
applying to your context (see EBGCA-DEL-018 and if specified, the type of electronic signature you
have to use (Qualified, Advanced, Standard, ...).

2. Extracted from the ad-hoc regulations possible additional constraints on the type of electronic
signature you have to use (Qualified, Advanced, Standard, ...).

Note 1: it is always possible to commit on specific agreement in the case of a pure B2B transaction by
means of an ad-hoc contract (e.g. agreement to work with digital signatures supported by home-
made credential). This is out of scope of this document. In other words, the current
recommendations and guidelines only apply to Signature and Authentication that falls under the
umbrella of the European Bridge CA.

Note 2: most of the time, for professional uses, Qualified signatures will be imposed by the legal
framework. In case of hesitation; choosing for a Qualified level will guarantee you a sufficient
level of security. Though, the professional use of electronic signatures in the public sector, may
also be subject to further requirements as of article 3(7) of Directive 1999/73/EC.

3. Go to the next sub-sections.

2.4.1.

Qualified Electronic Signatures

Get a Qualified Certificate for which:
- The CA must be supervised by the ad-hoc supervisor (see EC 1999/93 and Members

States’ implementation laws)
The CA must be represented on the ad-hoc Bridge/Gateway CA of the European
Commission
The private key of this qualified certificate must be carried on a SSCD, i.e. a Secure
Signature Creation Device complying with the annex Il of the European Directive. It is
generally a smart-card or an USB token with a cryptographic micro-processor on board.

Advanced Electronic Signatures

Get a Qualified Certificate

The CA must be represented on the ad-hoc Bridge/Gateway CA of the European
Commission

p.9
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Electronic Signatures

No specific requirements on credential.

2.4.2.

In some specific business contexts, it is possible that regulation imposes a labelled/accredited
application. For example, your tax declaration can only be sent to the finance administration via the
official portal of your ministry. Again, determination of the ad-hoc application is out of scope of this
document. Note that a labelisation may be interesting since it aims namely to protect you (see also
next section).

1. In all cases:
For Qualified and Advanced signatures, the application must be able to handle X.509
certificates
For Qualified signatures, the application must be able to work with an SSCD (USB token
or Smart-Card?); it must be equipped with accurate ports and drivers.

Moreover, in quality of signatory, depending on the business context and possibly, on private B2B
agreements, you may be asked to bring proof of the perenity of your signature and/or of the level of
commitment you express. In some cases, the verifier takes the perennial aspects in charge. If you
are required to care about these aspects, your application must be able to perform a signature with
perennial characteristic by means of a Trusted Time stamping.

2. Perenity

Standardisation is not definitively fixed on the topics of perenity, but some major standards emerge for
Advanced Signature (they may apply to Standard signature too but it makes less sense since we
speak here of a high level of security):

XADES (for XML Advanced e-signature; based on XML D-Sig format)

AESIG (for PKCS#7 v2 based signature, based on CMS)

ETSI TS 101 733

If someone needs to validate your signature not immediately after the issuance of the signature,
and/or after the validity time of the certificate, and/or at the moment when the certificate has been
revoked or suspended, you need to proof that the signature was valid at the time of its creation (see
section 1.6). A recognised TTP guarantying that —at the time of signature- the signature was valid
solve these issues once for all. Two major techniques exist (and sometimes cohabit):
Secure archiving in a “hardware” perspective (i.e. the documents (the signed documents and
all the related validation proofs) are stored once for all and the TTP archiver guarantee that
they did not changed since the moment of archiving).
Time Stamping and/or Notarization: a TTP, a Trusted Time Stamping Authority, signs a
statement (a Trusted Time Stamping) encompassing the signature and the precise time of
signature, this signed statement accompanied with the trusted validation proofs from the CA
allow the verifier to proof that a signhature was valid at the time en question. The signature of
the TTP has itself a limited validity in time, and its statements need to be re-signed regularly
(every 5 years, e.g.). In some cases, for very long term validity, an alternative may consist of a
notary receipt; a “Notary” TTP includes the document in a non-interruptible chain and allow for
verification years later that nothing has been introduced in the chain and that the signature
included in the chain was indeed introduced at a precise time and has no been modified since
then. This alternative is however not standard and its legal value causes more issue than the
Time Stamping (standardized by ETSI).

1 SSCD : complying with the annex 11l of the European Directive
p. 10
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Applications complying with XADES or AESIG are parameterised in order to call to a Time Stamping
Authority. In some cases, they also build a more complete proof, including the validation proofs
regarding the certificate validity by including on-line data such as OCSP answers and/or CRLs get at
the Certification Authority side. Such proofs will bring full confidence at the validation side and may be
asked to the signatory in some business context.

3. Level of Commitment

It is always recommended to make use of a signature policy. It can be provided by the application (e.g.
e-Registered from the national Posts often do it). Or you can pro-actively add a statement regarding
the level of commitment you express by your signature. In some cases, it may be a requirement (e.qg. if
the application uses a XADES format, reference to the signature policy is required).

Here again, standardisation is not definitively fixed but emerging standard such as Xades takes this
issue into account by requiring a reference to the signature policy in the signature.

2.4.3.

Be careful when signing; behind the simple move of typing a pass word to unlock your SSCD, there
may be a strong commitment, with legal value. Always check that you are working with a trusted
application (e.g. via labelisation, SSL connection to secure the link between the application and your
SSCD ...). Be careful when giving your PIN Code to someone: think about and be aware that it allows
him (her) to sign just like you would have done in the paper world.

An application proposing a true “What Is Presented is What Is Signed (WIPIWIS)” (a description of the
required qualities of the interface able to unambiguously present the signer® document to the verifier

according to the content format of the signer® document) is a wish, from a pragmatic point of view to
facilitate the implementation.

3. RECOMMENDATIONS FOR END-USERS (relying parties):
VERIFICATION OF SIGNATURE

3.1. Legal Requirements

See above: the same explanations as for signatory apply.

3.2. Business Requirements

See above: the same explanations as for signatory apply.
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3.3.

3.3.

1.

Recommendations

The verification of a signature consists in:

1. the validation of the signature itself

2. the verification of the security level (according to business and legal requirements) and
3. the verification of the level of commitment of the signatory

The signature also needs to be verifying years after its creation, for these purposes, long term validity
check must be insured. The verification also encompasses:

4. The verification of the perennial aspect of the signature.

1. A signature validation consists in the verification of several events:

a)
b)

c)

Verify the signature as such;

Verify that the certificate is trusted, i.e., the certificate is part of the recognised certificate types
fitting your business requirements;

Validate the certificate chain with regards to possible suspension or revocation. OCSP validation
method is used towards the recognised certificate types.

@)

(b)

The signature itself is correct: the signature was made by the claimed signatory AND the
integrity of the document is verified. For this purpose, by means of the signatory’s Public
Key, one performs the decryption of the hash of the signed document and checks if it fits with
the encryption of the hash made by the signatory thanks to his Private Key.

The signatory’s certificate is valid. I.e. either it does not appear in the issuing CA’s CRL and/or
the issuing CA OCSP’s answer is OK. The certificate must be valid at the moment of the first
verification (it has to occur in a limited timeframe after issuance) and/or at the moment of the
signature itself (in this case, the signatory had to provide all necessary proofs, see above).
The long term validity (i.e. the verification of a signature after the validity time of the certificate,
and/or at the moment when the certificate has been revoked or suspended) is further
explained below in a specific section.
The following statements must be considered and complied with by any verifying party:
Decision to rely on a certificate must always be a conscious one and can only be taken by
you.
Therefore, before deciding to rely on a certificate it is needed to be assured of its
validity. If you are not certain that your software performs such checks automatically, you
have to open the certificate by clicking on it and checking that the certificate is NOT either
expired — by looking at the “valid from ____ to___ " notice; or
revoked — by following the link to the Certificate Revocation List (CRL) and
making sure that the certificate is not listed there.
Never rely on expired or revoked certificates. Without prejudice to the warranties
provided in the CPS you are wholly accountable for verification of a certificate before
trusting it.
THE RELYING PARTY IS STRONGLY ADVISED NOT TO RELY UPON THE
INFORMATION CONTAINED WITHIN ITS CLIENT APPLICATION IN USE (BROWSER ...)
AS TO THE USAGE OF THE CERTIFICATE AND TO CHECK IT AGAINST THE
CERTIFICATE POLICY IF IN DOUBT.
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(c) The trust chain validity: The issuing CA certificate is valid too, and possibly all the CA's
certificates higher in the certification path. Here, it is possible to have a cascading certification
process, with possible ramifications (see also European Bridge and Gateway CA documents).
However, the trust chain always ends or passes via a CA that you trust directly or that is
guaranteed by the Bridge CA (according to the security level required for the transaction “en
question”). Note that the bridge CA lists only CA’s issuing end-users certificates. This brings
you a drastic simplification since trust in the Bridge will allow you to get rid of the complete,
and sometime complex, certification path. Trust in the Bridge CA means that you Trust the EU
Commission to have made this verification for you and to guarantee and maintain the level of
confidence in the list.

2. The security levels of the signature must fit your legal and business requirements (see above).
Since you did not see the signatory performing the signature, you need to check the fact that he
indeed complied with the ad-hoc security level when performing the signature. (E.g. his certificate was
stored an SSCD, the certificate is qualified ...). For this purpose you will verify the Certificate Policy
(CP), which is referred in the certificate (and thus signed by the issuing CA). For Qualified Certificates,
if the ETSI specific Object Identifier (OID) - that is referring to a qualified certifiace policy - is present in
the certificate, it is a guarantee that the certificate is indeed a Qualified one. Verify also the key usage
extension: The key usage extension must be present and the NonRepudiation bit set.

3. The level of commitment of the signatory fits your expectation (in terms of legal and business
requirements). For this purpose, you need to check the Signature Policy.

4. Long term validity. If you need to validate a signature not immediately after the issuance of the
signature, and/or after the validity time of the certificate, and/or at the moment when the certificate has
been revoked or suspended, you need to proof that the signature was valid at the time of its creation
(see section 1.6 and see Signature Creation section). From the verification side; you may ask the
signatory to take appropriate dispositions to provide you with the TTP proofs, or do it yourself (or
both), and contact a TSA.

3.3.2.

Regarding the validation of the certificate; the application must be able to

access validation services (OCSP, signature policies, ...)

connect to archive services

verify a signature on-line, but also later in time
Regarding the security level verification; some application already automatically checks the OIDs and
warns the verifier in case of incompliancy.

Regarding the expression of the level of commitment; very few applications check the signature policy
automatically, but it generally appears in clear text in the signed document, so that you can read it.

4. RECOMMENDATIONS FOR END-USERS:
AUTHENTICATION

4.1. Introduction

There is no real ad-hoc law on authentication; the legal context is thus less forcing than in the case of
signature. However, such as for signature application, the business context will determine a security
context (e.g. QCP, QCP+ ... certificates, such as described in the EBGCA-DEL-018 — CP
recommendations & Trust Matrix document). Such as explained in the previous section, you are the best
placed person to determine the business requirements applying to the context of your work.
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Note that it is always possible to commit on specific agreement in the case of a pure B2B transaction
by means of an ad-hoc contract (e.g. agreement to authenticate by means of a home-made certificate,
with or without secure creation device ...). However, only certificates ruled under the umbrella of the
European Bridge CA apply to the scope of this document.

In case of authentication, long term validity does not make sense at all since authentication is an on-
line process, generally followed by an authorization and/or an access to resources.

As a consequence, all recommendations applying to signature can be mapped to authentication
processes, while specific parts on perennity or legal value can be skipped:

4.2. Guidelines for choosing your credentials

Get a Certificate fitting to the security level required by the business transaction you are performing
(see EBGCA-DEL-018 — CP recommendations & Trust Matrix). The CA must be represented on the ad-hoc
Bridge/Gateway CA of the European Commission

4.3. Guidelines for choosing your application

In some specific business contexts, it is possible that regulations impose a labelled/accredited
application. For example, your tax declaration can only be sent to the finance administration via the
official portal of your ministry. Again, determination of the ad-hoc application is out of scope of this
document.
In all cases falling under the EU Bridge CA:
The application must be able to handle X.509 certificates
The application must be able to work with an SSCD (USB token or Smart-Card) for NCP+
authentication e.g.; in this case the application must thus be equipped with accurate ports
and drivers.

4.4, Guidelines for applying your signature in the application

The major warning in terms of authentication is that you should avoid to use a signature certificate in
the context of an authentication. This tread in using the signature certificates for authentication
purpose is the possibility to sign something while performing authentication. You may face the
possibility of a third party (hacker) trying to obtain a signed commitment (thanks to an electronic
signature) from you while pretending to authenticate you.

Always verify that you use a Certificate for authentication (see CP) when you authenticate yourself.

5. RECOMMENDATIONS FOR END-USERS: VERIFICATION
OF AUTHENTICATION

5.1. Introduction

The same general remarks as the introduction of section 4 apply. The very important thing at the
verification side is the determination and verification of the security level you require. Different levels of
certificates exist for which the issuing CAs are listed in the Bridge CA TSLs. Make sure when verifying
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the security level of the certificate supporting an authentication, that the CP fits your expectation (e.g.
there has been a face-to-face for the delivery of the certificate to the end-user, ...). See also EBGCA-
DEL-018 — CP recommendations & Trust Matrix.

5.2.

Guidelines for checking an authentication in an application

The validation of an authentication consists in:
1. the validation of the “signature” itself
2. the verification of the security level (according to business and legal requirements)

1. The validation of the “signature” itself consists in the verification of several events:

a)
b)

c)

Verify the “signature” as such

Verify that the certificate is trusted, i.e. the certificate is part of the recognised certificate types
fitting your business requirements

Validate the certificate chain with regards to possible suspension or revocation. The OCSP
validation method is used towards the recognised certificate types.

@)

(b)

(©

The authentication itself is correct: the signature was made by the claimed end-entity (see
general introduction of this document). For this purpose, by means of the end-entity’s Public
Key, one performs the decryption of the hash of the challenge and checks if it fits with the
encryption of the hash made by the signatory thanks to his Private Key.

The signatory’s certificate is valid. l.e. either it does not appear in the issuing CA’'s CRL and/or
the issuing CA OCSP’s answer is OK. The certificate must be valid at the moment of the
verification (it has to occur in a limited timeframe after issuance)
The following statements must be considered and complied with by any verifying party:
Decision to rely on a certificate must always be a conscious one and can only be taken by
you.
Therefore, before deciding to rely on a certificate it is needed to be assured of its
validity. If you are not certain that your software performs such checks automatically, you
have to open the certificate by clicking on it and checking that the certificate is NOT either
expired — by looking at the “valid from ____ to___ " notice; or
revoked — by following the link to the Certificate Revocation List (CRL) and
making sure that the certificate is not listed there.
Never rely on expired or revoked certificates. Without prejudice to the warranties
provided in the CPS you are wholly accountable for verification of a certificate before
trusting it.
THE RELYING PARTY IS STRONGLY ADVISED NOT TO RELY UPON THE
INFORMATION CONTAINED WITHIN ITS CLIENT APPLICATION IN USE (BROWSER ...)
AS TO THE USAGE OF THE CERTIFICATE AND TO CHECK IT AGAINST THE
CERTIFICATE POLICY IF IN DOUBT.

The trust chain validity: The issuing CA certificate is valid too, and possibly all the CA’s
certificates higher in the certification path. Here, it is possible to have a cascading certification
process, with possible ramifications (see also European Bridge and Gateway CA documents).
However, the trust chain always ends or passes via a CA that you trust directly or that is
guaranteed by the Bridge CA (according to the security level required for the transaction “en
guestion”). Note that the bridge CA lists only CA’s issuing end-users certificates. This brings
you a drastic simplification since trust in the Bridge will allow you to get rid of the complete,
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and sometime complex, certification path. Trust in the Bridge CA means that you Trust the EU
Commission to have made this verification for you and to guarantee and maintain the level of
confidence in the list.

2. The security levels of the authentication fit your business requirements. Since you did not see the
end-entity performing the authentication, you need to check the fact that he indeed complied with the
ad-hoc security level when performing the authentication. (E.g. his certificate was stored on SSCD, the
certificate is normalised ...). For this purpose you will verify the CP, which is referred in the certificate
(and thus signed by the issuing CA). For Normalised Certificates, if the ETSI specific Object Identifier
(OID) is present in the certificate, it is a guarantee that the certificate is indeed normalised.

5.3. Guidelines for choosing your verification application

Regarding the verification of the certificate, the application must be able to access validation services
(such as OCSP ...)

Regarding the validation of the level of security, some applications already automatically check the
OID and warn the verifier in case of incompliancy.
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Glossary

Advanced Electronic Signature: means an electronic signature that meets the following
requirements:
- Itisuniquely linked to the signatory;
It is capable of identifying the signatory;
It is created using means that the signatory can maintain under his sole control; and
It is linked to the data to which it relates in such a manner that any subsequent change
of the data is detectable.

B2B: Business to business

Certification authority (CA): An authority trusted by one or more users to create and assign
certificates. Optionally the certification authority may create the users' keys.

Certificate identifier: a unique identifier of a Certificate consisting of the name of the CA
and of the certificate serial number assigned by the CA.

Certificate policy (CP): A named set of rules that indicates the applicability of a certificate to
a particular community and/or class of application with common security requirements.

Certificate validity period: The time interval during which the CA warrants that it will
maintain information about the status of the certificate. (Time interval between start validity
dateand time and final validity date and time)

Certificate Revocation List: alist containing the serial numbers of revoked certificates from
agiven CA, together with other revocation information.

Certification path: A chain of multiple certificates, comprising a certificate of the public key
owner (the end entity) signed by one CA, and zero or more additional certificates of CAs
signed by other CAs.

Certification-service-provider: an entity or a legal or natural person who issues certificates
or provides other services related to electronic signatures; [EC 1999/93]

Commitment Type: a signer-selected indication of the exact intent of an electronic signature.

CRL distribution point: A directory entry or other distribution source for CRLs; a CRL
distributed through a CRL distribution point may contain revocation entries for only a subset
of the full set of certificates issued by one CA or may contain revocation entries for multiple
CAs.

Data to be signed (DTBS); The complete electronic data to be signed (including both
Signer® Document and Signature Attributes)
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Digital Signature: data appended to, or a cryptographic transformation of, a data unit that
allows arecipient of the data unit to prove the source and integrity of the data unit and protect
against forgery, e.g. by the recipient.

EBGCA: European Bridge/Gateway CA whose aim is to establish an intermediate trust
infrastructure for interoperability of CAs.

End entity: A certificate subject that uses its public key for purposes other than signing
certificates.

Electronic signature: means data in electronic form that are attached to or logically
associated with other electronic data.

Hash function: A cryptographic function that maps a variable lenght string of bits to fixed-
Iength strings of bits, satisfying the following two properties:
It is computationally unfeasible to find for a given output an input which maps to this
output
- Itiscomputationally unfeasible to find for a given input a second input which maps to
the same output

Object Identifier (OID): a sequence of numbers that uniquely and permanently references an
object.

Online Certificate Status Protocol (OCSP): an on line trusted source of certificate status
information. The OCSP protocol specifies the syntax for communication between the server
(which contains the certificate status) and the client application (which is informed of that
status).

Parallel signatures: the application of separate independent signatures to the same signer®
document

Public key: That key of an entity’s asymmetric key pair that can be made public

Private key: That key of an entity® asymmetric key pair that should only be used by that
entity.

Qualified certificate: a certificate which meets the requirements laid down in Annex | of the
Directive and is provided by a certification-service-provider who fulfils the requirements laid
down in Annex |1 of the Directive [EC 1999/93]

Qualified electronic signature: an advanced electronic signature which is based on a
gualified certificate and which is created by a secure-signature-creation device (Note:
Definition of Art. 5.1 signature taken from the Directive [18]).

Secure Signature Creation Devicee means a signature creation device that meets the

requirements laid down in [18], Annex I11.
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Signature attributes. Additional information that is signed together with the Signer®
Document.

Signature creation data: means unique data, such as codes or private cryptographic keys,
which are used by the signatory to create an el ectronic signature.

Signature creation device: means configured software or hardware used to implement the
signature creation data.

Signature policy: a set of technical and procedural requirements for the creation and
verification of an electronic signature, under which the signature can be determined to be
valid.

Signature Policy identifier: Object Identifier that unambiguously identifies a Signature
Policy.

Signature policy issuer: An organization that creates, maintains and publishes a signature
policy.

Signature Policy | ssuer name: A name of a Signature Policy Issuer.

Signature verification: a process performed by a verifier either soon after the creation of an
electronic signature or later to determine if an electronic signature is valid against a signature
policy implicitly or explicitly referenced.

Signatur e-verification-data: data, such as codes or public cryptographic keys, which are
used for the purpose of verifying an electronic signature; [EC 1999/93]

Signature-verification device: configured software or hardware used to implement the
signature verification-data [EC 1999/93]

Signer: Entity that creates an (electronic) signature.

Signer’s Identity: the registered name of the signer (i.e. as registered by the CSP supplying
the signer’s certificate).

Signer@ Document: The electronic data to which the electronic signature is attached to or
logically associated with.

Trusted Third Party (TTP): An authority trusted (and widely recognised, possibly
accredited) by one or more users to provide Trusted Services such as Timestamping,
Certification, ...

Time Stamp: A proof-of-existence for a datum at a particular point in time, in the form of a
data structure signed by a Time Stamping Authority, which includes at least a trustworthy
time value, a unique integer for each newly generated time stamp, an identifier to uniquely
indicate the security policy under which the time stamp was created, a hash representation of
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the datum, i.e. a data imprint associated with a one-way collision resistant uniquely identified
hash-function.

Time Stamping Authority: An authority trusted by one or more users to provide a Time
Stamping Service.

Time Stamping Service: A service that provides a trusted association between a datum and a
particular point in time, in order to establish reliable evidence indicating the time at which the
datum existed.

Validation data: additional data, collected by the signer and/or a verifier, needed to verify the
electronic signature in order to meet the requirements of the signature policy. It may include:
certificates, revocation status information, time-stamps or Time-Marks.

Verifier: an entity that validates or verifies an electronic signature. This may be either a
relying party or athird party interested in the validity of an electronic signature.

What Is Presented is What |Is Signed (WIPIWIS): adescription of the required qualities of
the interface able to unambiguously present the signer® document to the verifier according to
the content format of the signer® document.

What You see IsWhat You Sign (WYSIWYYS): adescription of the required qualities of the
interface able to unambiguoudly present to the signer the document to be signed according to
the content and format.
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