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AAbbbbrreevviiaatt iioonnss  

 

EBGCA: European IDA Bridge Gateway CA 

BCA :  Bridge Certification Authority 

CA :  Certification Authority 

ZTL :  Zipped Trust List 

PKI :  Public Key Infrastructure 

TSL :  Trust Service Provider List (as defined by [2], ETSI TR 102 030 V1.1.1 (2002-03)) 

TSP : Trust Service Provider 

ZTL :  Zipped Trust List 
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MMaannaaggeemmeenntt   ssuummmmaarryy  

Goal of this document is to provide an overview of the standardisation efforts that apply for the 
establishment of certificate policies and of the requirements formulated therein. These requirements, 
or the implementation of the measures to meet these requirements will determine to a large extend the 
assurance level of a given Certificate Authority, and/or the assurance level provided by a given 
Certificate Policy. This, in turn, will decide on whether that CA should be included in a given TSL-
scheme.  
 
Furthermore, this document will allow, by specifying a standardized lay-out of the most important 
determining factors for establishing this assurance level, a fast and reliable determination of the 
equivalence of 2 or more CA’s to a given level. These factors have been formulated for the levels that 
are provided by such standards as the TS 101.456 (Policy Requirements for CA’s issuing Qualified 
Certificates) and TS 102.042 (Policy Requirements for CA’s issuing Public Key Certificates). 
Furthermore, we have tried to identify the evolution of these levels, based on the expected 
standardisation by ETSI itself, APEC, the US Federal Bridge PKI as well as ISO committees.  
 
An important recommendation is to provide, next to the CPS and CP document, also a “PKI Disclosure 
Statement” or PDS, extended with details defining the Certificate Profile. This should allow a fast 
determination as to the level of assurance and equivalence (as well as interoperability) provided by 
given CA’s.  
 
A second recommendation would be to either :  

- Limit a given CA to issue only certificates that can be regarded as equivalent for the level of 
assurance that they provide. This would mean that only a limited number of equivalent CPs 
are supported by a given CA. 

- Clearly indicate the policy used for issuance of a given certificate, in the certificate itself. Using 
the standardised OIDs from the aforementioned ETSI TSs seems to be the easiest way now 
to claim a certain level of assurance.   

 

Throughout the establishment of this document we have had several discussions as to the extend of 
the information that can be relayed through a TSL. From these discussions, the following highlight :  

The TSL can express the status information regarding certain services that have been 
included into a given TSL. The level of “trustworthiness”, or the assurance level provided by 
these services are determined by the scheme defined for the TSL, and cannot or should not 
be further detailed within the TSL itself. Instead, the assurance level should be determined 
based on the examination of the end-user certificates that needs validation. This is beyond the 
scope of a TSL.  

This questions the “type identifier” as defined in current TSL-standardisation : Does it need to indicate 
whether a CA is a Qualified CA or not. How do you identify CA’s that issue both qualified and non-
qualified certificates ? 

An implication of the above is also that a TSL provides information about “services”. Throughout our 
discussions it has been brought forward that a Root CA itself is not to be included (automatically) in a 
TSL, if the intention was to provide information about a given Issuing CA (based on the kind of 
certificates it issues). Instead, inclusion of a Root CA should be the result of the scheme-definition. 
This again has an important impact on the way a client-application handles certificate validation, and 
specifically, the chaining of certificates it would normally perform.  
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1. Introduction 

1.1 Document scope 

This present document is written as a guideline to evaluate existing Certificate Policies and/or (re)-
write or extend new policies based on the RFC 2527 (or 3647, published in November 2003), 
describing the framework for CPS and CP.  

Goal of this evaluation is to be able to determine the equivalence of these CP’s as to their level of 
guarantee of the level of Trust (“Assurance”) achieved by their respective procedures, and to generate 
a “TSL” as to formally declare their equivalence in the Bridge CA Pilot Project.  

Also, from TS 101 456 : “… In general, the purpose of the certificate policy, referenced by a policy 
identifier in a certificate, states "what is to be adhered to", while a certification practice statement 
states "how it is adhered to"… A certificate policy is a less specific document than a certification 
practice statement … The approach of a certificate policy is significantly different from a certification 
practice statement. A certificate policy is defined independently of the specific details of the specific 
operating environment of a certification authority …” 

We emphasize that this document applies mainly to CPs as well as their “PDS” (Policy Disclosure 
Statements”, not (directly) to CPS’s. From the TS 101.456 :  

Although CP and CPS documents are essential for describing and governing certificate 
policies and practices, many PKI users, especially consumers, find these documents difficult 
to understand. Consequently, there is a need for a supplemental and simplified instrument that 
can assist PKI users in making informed trust decisions.  
Consequently, a PKI disclosure statement is not intended to replace a CP or CPS. 

 

We will not describe common requirements for the CAs delivering the certificates. The assumption is 
made that if a given CA claims adherence to one of the TS standards (Claim stated in CP, details how 
they are met mainly through its CPS), this can be verified with an accreditation or recognition by one 
or more national (governmental) bodies (specifically for Qualified Certificates). This will determine 
whether a supported CP (in this CPS) can at all be considered to meet the criteria of any of the above 
CP categories. A basis for such determination could be the PDS itself, based on the conclusions 
formulated by the PKI Forum already in 2001 in their white paper on CA-CA interoperability :  

“ The use of a PDS to facilitate inter-domain interoperability appears to be attractive. I t 
is recommended that this should be explored fur ther  ...”  (Source : 
http://www.pkiforum.org/pdfs/ca-ca_interop.pdf, June 2001) 

 

Example of PDS : http://www.verisign.com/repository/disclosure.html 

The CPs thus evaluated are limited to those that have been specifically written based on the TS 101 
456 and TS 102 042 standards as published by the ETSI, which themselves are created within the 
scope of the European Directive 1999/93/EC as published in December 1999, on a community 
framework for Electronic Signatures (hereafter referred to as the E-Sign Directive). This does not 
exclude other CPs, yet the formal evaluation might require mapping that CP to the RFC 3647 layout 
and contents (or the RFC 2527), and possibly extend to the detailed investigation of the CPS itself.  

We will go into more detail for the distinctions between the CPs, to further determine the exact 
category of a given CP. The CP’s thus evaluated can be split into roughly 7 categories :  

·  QCP : Qualified Certificate Policy (non-public, private community)  
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·  QCP Public : Qualified Certificate Policy, for certificates issued to the public 
·  QCP Public with SSCD (“QCP+” ?) : Qualified Certificate Policy, for certificates issued to the 

public, using SSCD (Secure Signature Creation Devices) 
·  “Augmented” QCP : QCP+ with additional requirements specified by the RFC 3647, which 

allows easier mapping to international harmonisation 
·  NCP+ (NCP with SSCD) : Normalised Certificate Policy, using SSCD’s 
·  NCP : Normalised Certificate Policy 
·  LCP : Lightweight Certificate Policy 

 

In the remainder of this document we will try to determine the factors that will be decisive to categorise 
an existing CP in one of the above. To do so, we have based ourselves on the model “PDS”  as 
described in Annex B of the TS 101 456 / 102.042. It has however been extended to incorporate both 
standards, as well as the separate requirements per CP possible. 

On top, we will try to already define the categories of Policies that will be required in the scope defined 
by the IDA Project, being the enabling of communications between administrations. For this we will 
identify the applications used, and the security services that will be required by these applications. 

(Other Relevant Work of which results contributed to this document : 

 

 Federal Bridge CA : FBCA Cross certification criteria and methodology  

 APEC : Guidelines for Operation of a Certification Service Provider Accreditation Scheme 

Also : Draft Guidelines for Schemes to Issue Certificates Capable of Being Used in 
Cross Jurisdiction eCommerce (Telwg30/ESTG/02) 

 ISO TC68 : PKI policy and practices framework for financial world 

Others : FESA : Working Paper on Advanced Electronic Signatures (Oct. 2004) 

1.2 How is this document organized 

Chapter 2 of this document described the PDS structure and how we can elaborate its purpose. 

In Chapter 3 we will detail the requirements from the European Directive on Electronic Signatures and 
the implication towards the PDS layout for the most important aspects from these requirements that 
are not yet detailed by the PDS. 

Chapter 4 of this document describes the future lay-out of CPS and CP, as well as PDS documents, 
based on the RFC3647, issued in November 2003, but which thus far has not been frequently used.  

Chapter 5 then takes the specification from the Certificate Profiles (Qualified Certificates, RFC 3739, 
TS 101.862) and maps this to the PDS structure, and adds the missing details.  

Finally, in chapter 6 we reformulate the exceptions that can be made, primarily for the non-public, 
qualified CA’s.  

Annex I provides the lay-out for the “extended PDS” and provides the details for the certificate profile 
that needs to be included. 

Annex II defines a matrix, based on which a fast determination as to the level of assurance provided 
by a given CP can be made. This provides a tool to decide on inclusion in a given TSL-scheme. 
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2. PKI Disclosure Statement (PDS) 
 

The PKI Disclosure Statement (PDS) follows this structure (based on annex B of TS 101.456) :  

·  CA contact information�
·  Certificate type, validation procedures, usage (Applicability) 
·  Usage and Reliance limits: See Limitation of Liability, below. 
·  Obligations of subscribers: … 
·  Certificate status checking obligations of relying parties: Including contact-details such 

as LDAP-server or web-site  
·  Disclaimer/Limitation of liability:  
·  Applicable agreements, Certification Practice Statement (CPS), Certificate Policy 

(CP): Reference to public CPS and CP. 
·  Privacy policy 
·  Refund policy / Acceptance procedure 
·  Applicable law and dispute resolution procedures  
·  CA and Repository Licenses, trust marks, Audits  

 

The overall structure of the RCF 2527 (3647) as well as the ETSI technical standards are in broad 
lines respected here, but the content is (dramatically) reduced to essential points. The assumption is 
made that more generic, yet also critical issues from the TS 101.456 or TS 102.042 remain respected, 
and are described in more detail in the CPS (or also in CP).  

The PDS document however provides a graceful instrument as the basis for checking these essential 
points of a Certificate Policy, and to map them with other CP’s. In what follows we will describe and 
elaborate the original PDS lay-out from TS 101.456 with specific points from the :  

- Electronic Signature Directive itself (annexes) 

- The RFC 3647 document lay-out and  

- The RFC 3739 Qualified Certificate Profile 

As well as other issues that seem to be of importance to such comparison. 

 

3. Requirements from the Electronic Signature Directive 
(1999/93/EC) 
 

To determine the applicability and detail for the PDS we will fall back on the original specifications as 
provided in the e-Sign Directive, where we will focus on the specifications provided in the annexes I, II 
and III, specified towards the asymmetric cryptography and the use of smart-cards (or similar) as 
signature creation devices. We shortly recap the content there, but we refer to the official 
publication(s) for full detail.  
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3.1 ES Dir. Annex I : Certificate Content 

 

As specified in annex 1 of the E-Sign Directive, a (Qualified) certificate must contain (see also annex 1 
in TS 101.862) : 

(a) An indication that the certificate is issued as a qualified certificate 

 We narrow this requirement down here to the indication that the certificate is issued in 
accordance to a CP (X.509 “OID” extension) which claims accordance to a certain Technical 
Standard. As discussed on the European IDA Bridge/Gateway CA Kick-off meeting (01-12) in Brussels 
the minimal level that should receive an “equivalence level”, should be the level of Qualified 
Certificates, as specified in TS 101 456.  

 An issue that remains open even for Qualified CA’s is the exact coverage of the Technical 
standard, where actually 3 CA levels can be identified:  

·  Qualified CA’s issuing certificates to the Public 

·  Qualified CA’s issuing certificates to the Public, on SSCD  

·  Qualified CA’s issuing certificates to Non-Public (restricted use of certificates, with agreements 
among participants) 

Next to that the different levels of Normalised CA’s (as in TS 102.042) need classification :  

·  Lightweight Certificate Policy  

·  Normalised Certificate Policy 

·  Normalised Certificate Policy, with use of SSCD 

We highlight the fact that the use of a clear OID as provided by the TS’s is not mandatory, which might 
still make it troublesome to identify the coverage provided by a certain certificate. Worst case the CP 
itself will be referred to in the certificate, while the CP claims conformance to either TS. Example for 
the Belgian National eID card Qualified Certificate :  

OID : 2 16 56 1 1 1 2 1, CP/CPS location : http://repository.eid.belgium.be. In this document, 
page 41 : “… Referring to Qualified Certificates … TS 101.456” … 

The Authentication-certificate on this same eID card :  

 OID : 2.26.56.1.1.1.2.2 : Page 41 : “ … Referring to TS 102.042 … Public-key Certificates 
(Normalised Level)”  

Another way would be to include the “Qualified Certificate Statement extension” into the certificate 
itself. From TS 101.862 (Qualified Certificate Profile) :  

- -  Thi s st at ement  i s  a st at ement  by t he i ssuer  t hat  t hi s 
- -  cer t i f i cat e i s  i ssued as a Qual i f i ed cer t i f i cat e accor di ng 
- -  Annex I  and I I  of  t he Di r ect i ve 1999/ 93/ EC of  t he Eur opean Par l i ament  
- -  and of  t he Counci l  of  13 December  1999 on a Communi t y f r amewor k 
- -  f or  el ect r oni c si gnat ur es,  as i mpl ement ed i n t he l aw of  t he count r y 
- -  speci f i ed i n t he i ssuer  f i el d of  t hi s cer t i f i cat e.  

 

In case neither the Certificate itself, nor the Certificate Policy refer to either of the ETSI Technical 
Standards (101 456 or 102 042), the detailed investigation of the PDS, CP or even CPS must 
determine the level of assurance provided by the issuing CA. 

For completeness, we provide the possible ETSI TS OID’s :  

 0.4.0.1456.1.1 : Public QCP + SSCD (“QCP+” ?) 
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 0.4.0.1456.1.2 : Public QCP 

 0.4.0.2042.1.1 : NCP 

 0.4.0.2042.1.2 : NCP+ 

 0.4.0.2042.1.3 : LCP 

We also refer to the recent work performed by the ETSI STF 263 (under guidance of Mr. Nick Pope) in 
the harmonisation of the TS 101 456 and TS 102 042 (a.o.), where the existing QCP profiles might 
need extension into an “Augmented QCP” to accommodate additional requirements from the RFC 
3647. Specific goal of such extension is to better accommodate harmonisation of such documents 
globally. In November 2004 an RFC was issued by them, asking for comments on the need for such 
an Augmented QCP. This will be further refined by the end of Feb. 2005 (Meeting STF 263 in 
Barcelona). 

 

(b) the identification of the certification-service-provider and the State in which it is 
established; 

 (X.509 Issuer naming) 

(c) the name of the signatory or a pseudonym, which shall be identified as such; 

 (X.509 Subject Name and altSubjectName extensions) 

(d) provision for a specific attribute of the signatory to be included if relevant, depending on 
the purpose for which the certificate is intended; 

 (X.509 Issuer Name and extensions (Authority Key Identifier) 

(e) signature-verification data which correspond to signature-creation data under the control of 
the signatory; 

 (X.509 default; Inclusion of the public key in the certificate) 

TS 102 176 (parts 1 and 2) provide guidance on the key-size to be used. From different “Best 
Practices” we summarise the following :  

 - In general, key-sizes of at least 1024 bit (RSA) should be the minimum 

 - For CA’s and Time-Stamp Authorities key-sizes of 2048 bits are required 

 

(f) an indication of the beginning and end of the period of validity of the certificate; 

 (X.509 default profiling) 

 

(g) the identity code of the certificate; 

 (X.509 default profiling) : Serial Number and/or Subject Key-Identifier extensions 

(h) the advanced electronic signature of the certification-service-provider issuing it; 

 (X.509 default profiling) 

(i) limitations on the scope of use of the certificate, if applicable;  

 (X.509 key-usage extensions, Qualified certificate statements extensions …). The key-usage 
extension is made mandatory (see RFC 3739). 

(j) limits on the value of transactions for which the certificate can be used, if applicable. 
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 (Qualified) certificate extension monetary value cap. This extension is optional, and is defined 
by the TS 101.862 (based on ISO 4217). Following is an example : 

- -  Thi s st at ement  i s  a st at ement  by t he i ssuer  whi ch i mpose a 
- -  l i mi t at i on on t he val ue of  t r ansact i on f or  whi ch t hi s cer t i f i cat e 
- -  can be used t o t he speci f i ed amount  ( Monet ar yVal ue) ,  accor di ng t o 
- -  t he Di r ect i ve 1999/ 93/ EC of  t he Eur opean Par l i ament  and of  t he 
- -  Counci l  of  13 December  1999 on a Communi t y f r amewor k f or  
- -  el ect r oni c s i gnat ur es,  as i mpl ement ed i n t he l aw of  t he count r y 
- -  speci f i ed i n t he i ssuer  f i el d of  t hi s cer t i f i cat e.  
 

Followed by a Value and Currency Code defining the monetary value limit of transactions. 

 

Conclusion for Annex I of the ES Directive :  

In essence, the PDS-model from TS 101.456 does not cover as such the content specified above, 
although point 2 describes some detail about the certificate used. It will probably lead us to doing an 
overall check on certificate (and/or CRL) profiles, on top of a cross-referencing based on a PDS 
template itself. This overall check however can be limited to the following:  

·  Is the X.509v3 standard used? 
·  What is the OID for the Certificate Policy used ? Does it refer to TS 101.456 or 102.042? 
·  What are the Subject-fields that are used for naming? 
·  What are the Key-usage extensions (+ extended usage?) 
·  Is there a Liability Cap in the certificate, if yes: what is the amount specified? 

More detail is provided in annex 1, where we enhance the PDS model with a certificate profiling. 

3.2 ES Dir. Annex II : CSP Requirements 

As indicated in TS 101.456 already, the PDS structure is in particular intended to assist evaluation 
whether a given CA meets criteria from annex II of the Directive. From this annex:  

Certification-service-providers must: 

(a) demonstrate the reliability necessary for providing certification services; 

 See Liability and insurance, also Legal Entity description etc. (Point 1 in the PDS) 

 

(b) ensure the operation of a prompt and secure directory and a secure and immediate 
revocation service; 

 See point 5 in the PDS : URL for CRL’s, OCSP, … 

 

(c) ensure that the date and time when a certificate is issued or revoked can be determined 
precisely; 

This requires the CA to register all actions using an exact time. The CPS describes this in 
detail. 

 

(d) verify, by appropriate means in accordance with national law, the identity and, if applicable, 
any specific attributes of the person to which a qualified certificate is issued; 

This answer describes the checks performed to validate the identity claimed by the subject. 
This is largely covered by point 2 of the PDS.  
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(e) employ personnel who possess the expert knowledge, experience, and qualifications 
necessary for the services provided, in particular competence at managerial level, expertise in 
electronic signature technology and familiarity with proper security procedures; they must also 
apply administrative and management procedures which are adequate and correspond to 
recognised standards; 

Resp. Points 1, 10 and 11 of the PDS describe the methods used, or guarantees provided by 
the CA to ensure the above. 

(f) use trustworthy systems and products which are protected against modification and ensure 
the technical and cryptographic security of the process supported by them; 

Point 7 provides the reference to the documents that describe the above. It is not specifically a 
part of the PDS itself. The assumption can be made that the CA covers the issue mentioned 
above. In case of doubt the CPS provides possible answers. 

(g) take measures against forgery of certificates and, in cases where the certification-service-
provider generates signature creation data, guarantee confidentiality during the process of 
generating such data; 

Part of point 4 (use of SSCD, key-generation process) provide insight in this point. Remaining 
issues can be answered again with the input provided by CPS etc. (Point 7) 

(h) maintain sufficient financial resources to operate in conformity with the requirements laid 
down in the Directive, in particular to bear the risk of liability for damages, for example, by 
obtaining appropriate insurance; 

 This in whole is covered by the PDS points 3 and 6.  

(i) record all relevant information concerning a qualified certificate for an appropriate period of 
time, in particular for the purpose of providing evidence of certification for the purposes of 
legal proceedings. Such recording may be done electronically; 

Part of this answer is found in the PDS point 3 (archiving period, reliance limit). The full detail 
is answered through the referred documents in point 7. 

(j) not store or copy signature-creation data of the person to whom the certification-service-
provider provided key management services; 

This issue is quite specific for the use of QCP certificates. It defines 1 crucial point to 
distinguish between policies. It is further described in the point 4 (Subscriber obligations : use 
of SSCD or not). For Normalised policies it can also indicate possible limitations in use (for 
example advanced signatures), or an indication as to the assurance level provided. 

(k) before entering into a contractual relationship with a person seeking a certificate to support 
his electronic signature inform that person by a durable means of communication of the 
precise terms and conditions regarding the use of the certificate, including any limitations on 
its use, the existence of a voluntary accreditation scheme and procedures for complaints and 
dispute settlement. Such information, which may be transmitted electronically, must be in 
writing and in readily understandable language. Relevant parts of this information must also be 
made available on request to third-parties relying on the certificate; 

The points 7 and 10 provide the required input to answer this question. On top, The points 8 
and 9 answer other legal requirements (Privacy and Acceptation of the certificates) 

(l) use trustworthy systems to store certificates in a verifiable form so that: 

·  only authorised persons can make entries and changes, 

·  information can be checked for authenticity, 
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·  certificates are publicly available for retrieval in only those cases for which the 
certificate-holder's consent has been obtained, and 

·  any technical changes compromising these security requirements are apparent to the 
operator. 

In essence, this requirement falls back to the use of a certificate concept, which cannot be falsified 
(by using an advanced signature on the public key and identity description, aka an X.509 
certificate) 

 

Conclusion for Annex II of the ES Directive :  

In summary : the annex II is in whole covered directly by the PDS itself, or the answers are found in 
the documents referenced to by the PDS (Point 7: CPS, CP, …). Specific details for the answers for 
some requirements from annex II can also be found there.  

We highlight here the essential points that will determine the classification of a given CP, making 
abstraction of the internal procedures of the CA itself (We assume that personnel security, physical, 
reliability requirements etc… are met) : 

- The operation of a public web-site or service for Certificate Status Information (HTTP, 
FTP, LDAP, CRL’s, OCSP …).  

- Identification of the person and/or attributes via appropriate means (face-to-face, use 
official ID-papers for example ?) Levels used can be classified as follows :  

o Identification :  

�  Directly by physical presence 

�  Indirect, but via means obtained by physical presence  

·  Question : trustworthiness of these “means” 

�  Via other means, that did not require physical identification 

o Validation of identity 

�  Based on external sources with legal value, or official copies thereof 

�  Based on external source without legal value, of copies of them 

�  Based on other external sources, or by self-declaration of the subject 

- Usage of SSCD devices on different levels :  

o For CA Signing key-pairs : Level will determine between LCP or higher CP’s 

o For End-User keys : SCD or SSCD used 

- Key-generation and –backup for End-User keys. This will determine the uniqueness of the 
signing key-pair, and thus influence the assurance level provided, specifically for signing 
purposes. We provide possible cases :   

o No Key-backup, private keys are stored (generated) only in (S)SCD 

o No Key-Backup, yet key-material is available in software (and thus can be copied 
by user) 

o Key-backup (optionally) centrally by CSP  

o Key-Escrow (mandatory) by CSP 

In the extended PDS these points should be addressed. 
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3.3 ES Dir. Annex III : SSCD Requirements 

Annex III provides more detailed requirements for the Secure Signature Creation Development.  

Requirements for secure signature-creation devices 

1. Secure signature-creation devices must, by appropriate technical and procedural means, 
ensure at the least that: 

(a) the signature-creation-data used for signature generation can practically occur only 
once, and that their secrecy is reasonably assured; 

 2 specifications here :  

o Generate Unique Key-pairs (assumed to be met, verify with CPS if required) 
o Store the private keys in hardware or comparable protective devices (see point 4 of 

the PDS), see also Annex II (partially) 
 

(b) the signature-creation-data used for signature generation cannot, with reasonable 
assurance, be derived and the signature is protected against forgery using currently 
available technology; 

 This in whole is covered by the PKI technology itself.. This specification specifically describes 
the case where Private keys can be derived from the public key, for example when key-lengths are not 
sufficient, and keys can be easily compromised. From this, we derive the requirement that key-lengths 
should meet minimal requirements (see also Annex I, point e) 

 

(c) the signature-creation-data used for signature generation can be reliably protected 
by the legitimate signatory against the use of others. 

 In essence, this question refers to the use of secure storage of the private keys (for example 
with SSCD, yet other means also qualify here), in combination with the appropriate generation, 
distribution and use of “activation data” such as a password, a PIN-code or others. Part of the answer 
will be provided in the section 4 of the PDS (End-User Obligations) 

 

2. Secure signature-creation devices must not alter the data to be signed or prevent such data 
from being presented to the signatory prior to the signature process. 

 This issue refers to the technology used, in combination with the devices for storage and 
usage of the private keys. It also reflects the ‘grey zone’ between the SSCD and the actual application 
used to display and generate the electronic signature. Sometimes the signing application actually 
incorporates the (S)SCD as a functionality. Part of the answers here comes again from section 4 in the 
PDS.  

 

Conclusion for Annex III of the ES Directive :  

 

As a summary we can state that meeting the annex III requirements are in large provided by the 
technology employed (PKI), enhanced with the answer to the technology used to generate, store, use 
and protect usage of the private keys. These additional answers should all be specified, or extended 
as an answer to  Point 4 of the PDS.  
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4. PKI Disclosure Statement, extended to the RFC 3647 
layout 

4.1. CA contact information�

From the RFC 3647 Lay-out, we can find the following required input for a PDS :  

·  (Document) Name and identification 

·  PKI participants 

o Certification authorities 

o Registration authorities 

o End-Users, Subjects, Relying Parties (see next chapter) 

4.2. Certificate type, validation procedures, usage (Applicability) 

From RFC 3647 we can regroup some of the points from “identification” also under the types of 
certificates as well as their applicability. This includes the following points :  

o Subscribers 

o Relying parties (see chapter 4.4)  

o Other participants (less applicable for PDS) 

 

Also from RFC 3647 :  

IDENTIFICATION AND AUTHENTICATION 

·  Naming 

o Types of names 

o Need for names to be meaningful 

o Anonymity or pseudonymity of subscribers 

o Rules for interpreting various name forms 

o Uniqueness of names 

o Recognition, authentication, and role of trademarks 

·  Initial identity validation 

o Method to prove possession of private key 

o Authentication of organization identity 

o Authentication of individual identity 

o Non-verified subscriber information 

o Validation of authority 
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o Criteria for interoperation 

The points above fall back on the default naming convention that will be used in the issued certificates, 
both for natural persons, as well as employees or people that are associated with certain 
organisations. An important aspect of these names, as the description of the certificate subject, will be 
the source of the information that will be used by the RA for validation of this information, under 
responsibility of the CSP. The details for both (naming and validation) must be specified here in the 
PDS. 

4.3. Usage and Reliance limits 

Certificate usage description in the PDS : specify the appropriate certificate uses, as well as the 
prohibited certificate uses. Specify also the limitation of Liability as specified by the CA / CP. Although 
key-usage can be diverse, we go into detail for key-usage extensions for Qualified certificates :  

o QCP : Pref. only Non-Repudiation (“ContentCommitment”). Optional also digitalSignature, but 
user must be made aware of possible drawbacks 

From sections from the RFC 3647 that go into more detail for technical security and the life-cycle 
management, we also incorporate the following aspects of RFC 3647 into the PDS :  

CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS 

·  Key escrow and recovery 

o Key escrow and recovery policy and practices 

   Specific for QCP is that key-escrow is not allowed. 

For NCP+, NCP, LCP this is not further specified, yet the usage might indicate 
that key-escrow or even key-backup is not recommended. This is a possible 
further refinement of the distinctions between certain Normalized Certificate 
policies. 

·  A specific issue from RFC 3647 becomes relevant for the PDS, with regard to 
technical security controls employed. There are 3 types of these security controls that 
seem the most relevant :  

o CA Key Pair Generation, key-sizes used, and key-usages 

o Subjects’ key pair generation  

�  by the CA (QCP) 

�  by the subject or subscriber themselves  

�  Key-Sizes used 

o  (S)SCD preparation by the CSP  

�  Private Key Protection and Cryptographic Module engineering 
Controls 

�  Private key escrow has already been addressed in the point above.  

o Activation data (PIN, Passwords, …) 
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�  Although this section also describes the CA activation data 
generation and installation, we are mainly interested in how the 
subject’s activation data are generated and distributed. The 
protective measures applied and other aspects that apply to such 
activation data should be described in the PDS as well.  

4.4. Obligations of subscribers 

This maps to the “Subscriber Obligations” referred to in the section 2.2 of the RFC 3467 layout 
(chapter 6.2 in TS 101 456) 

Specific attention here to the following points :  

- Provide accurate information, specifically the information that needs to be certified (+ 
validation by the authorities) 

- If QCP : Use only for ES, and/or within specific limitations 

- Exercise care to avoid unauthorised use of private key 

- Inform the CA in case of loss or compromise of private key, or if information in the 
certificate needs change, and stop the use of the keys in such case. 

Other specific obligations for the subscriber refer to the generation of keys, key-lengths used and the 
use of SSCD devices. These shall be answered already above, referring to the key-generation 
process. 

4.5. Obligations of relying parties 

Specifically, this refers to their obligation to check a certificate for validity, trusted path building, 
including CA contact-details such as LDAP-server or web-site. 

This maps to point 2.3 from RFC 3647 “Information for Relying Parties” (6.3 in TS 101 456) and in part 
also to 2.4 “Publication and Repository Responsibilities”. This section should provide the necessary 
details for the web-site where certificate and/or CRL’s can be downloaded, LDAP Directory 
information, and/or OCSP responder URL. 

Other obligations refer to checking the usage limitations of the certificates, but these are referred to 
already in 4.2 and 4.3 of this chapter (points 2 and 3 in a PDS). 

4.6. Other “ General Terms & Conditions”   

Here we group the remainder of the PDS items (6 to 11), because no specific additional detail needs 
to be added to the existing PDS, at least not for determining the level of assurance it provides and the 
RFC 3647 requirements :  

·  Disclaimer/Limitation of liability : Specific : the amount per transaction ? 
·  Applicable agreements, Certification Practice Statement (CPS), Certificate Policy 

(CP): Reference (URL) to public CPS and CP. 
·  Privacy policy: The privacy policy can be found at <http://url.CA.domain/privacy>. 
·  Refund policy / Acceptance procedure (generic description) 
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·  Applicable law and dispute resolution procedures (local law that applies) 
·  CA and Repository Licenses, trust marks & Audits  

o Here we expect also to see by which organisation the CA has been audited or 
accredited. For example according national accreditation or supervision 
schemes based on the European Directive on Electronic Signatures, or other 
schemes (WebTrust, Tscheme, …) as well as independent auditors. 

 

5. CERTIFICATE PROFILES 
 

Although not specifically mentioned by the PDS, the certificate profile needs to be examined with 
reference to the section 2 (and 3) of the PDS, and the requirements for qualified certificates (RFC 
3739, 3039) and X.509 certificates in general (RFC 3280), as also referred to by the TS 101.456 and 
TS 102.042. The following issues are identified by the CP framework :  

   7.1.1  Version number(s) 

   7.1.2  Certificate extensions 

   7.1.3  Algorithm object identifiers 

   7.1.4  Name forms 

   7.1.5  Name constraints 

   7.1.6  Certificate policy object identifier 

   7.1.7  Usage of Policy Constraints extension 

   7.1.8  Policy qualifiers syntax and semantics 

   7.1.9 Processing semantics for the critical Certificate Policies Extension 

Here we limit ourselves to the fields that have not already been fixed by the X.509 standard (example 
Version Numbers and Algorithm we assume to be default version 3 (2) and RSA (or similar)). Other 
Extensions are already defined in the European Directive annex I requirements. 

What remains are the Naming conventions  

- At least a Common Name, givenName or Pseudonym should be in the certificate 
(Mandatory) 

- Other information should be present to distinguish the subject : Date-of-birth, Place-of-
birth and others might be used.  

- If subject is associated to an Organisation, the /O and /OU DN fields might be used   

- Other DN-fields might be used to further identify the certificate (example : A serial number 
(Belgian eID, FINEID) or a Unique Identifier (UID) ) 

In addition to the PDS model, specific detail from the certificate content will also be required to 
establish the level of assurance provided by the certificates issued under a given CP. 

6. Other (Qualified) Certificate Policies 
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6.1 Exclusions for non-Public QCPs 
 

NOTE: A CA is not considered to be issuing qualified certificates to the public if the certificates are 
restricted to uses governed by voluntary agreements under private law among participants. The 
question that arises is if such CA’s at all can qualify for an initiative such as the European Bridge CA 
Gateway, after all : the certificates will be used for a general set of applications where there might not 
already be agreements between the participants to the transactions. This needs to be further clarified.   

Certificates issued under a qualified certificate policy for qualified certificates not issued to the public 
need not apply the following qualified certificate policy requirements: 

·  Liability restrictions 

·  Independence of providers of certificate generation and revocation management services 

·  Dissemination of certificates publicly. This however is a specific requirement for the Bridge 
Gateway CA involvement.  

·  Public availability of revocation status information. Again; this is a specific requirement for their 
involvement in the Bridge Gateway CA project 

6.2 Additional Requirements 

Subscribers and relying parties shall be informed: 

·  If the policy is not for public use and whether exclusions apply. 

·  Whether the policy includes requirements for use of a SSCD. 

·  The ways in which the specific policy adds to or further constrains the requirements of the 
(qualified) certificate policy as defined in the present policy. 

 

Overall, other Certificate Policies then those based on TS 101 456 or 102 042, even for use in private 
environments, are not per se excluded, yet they must be able to meet the minimal criteria for inclusion 
in a certain issued TSL of the Bridge Gateway CA. Determination whether this CA meets those criteria 
in such cases might require a detailed investigation of the CP, CPS, as well as other documents 
further detailing the practices employed by the CSP.  
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ANNEX I : Checklist CP Statements (PDS-Based) 
 

PDS-Statement types Statement descriptions Specific Requirements  
1 .CA contact info: The name, location and relevant contact 

information for the CA/PKI. 
 
See also the certificate profile below for more 
detail on the Issuer Identification. 

Name of issuing CA (Root / Issuing CA) 
 
Country of Operation 
 
 

2.a. Claimed Certificate 
type, and usage: 

A description of the class/type of certificate 
issued under this CP. 
 
 

Claimed Certificate Types can be :  
 

·  QCP Augmented (?) 
·  QCP Public with SSCD 
·  QCP Public 
·  QCP (Non-Public) 
·  NCP + : NCP with SSCD 
·  NCP 
·  LCP 

According to the documents elaborated by 
APEC as well as FBPKI (US) other levels 
of assurance can be aligned with the list 
above. 

2.b. Subject / Entity 
Validation procedures 

The corresponding validation procedure 
applied to identify this entity or subject.  
 
This also includes the content in the 
certificate used to describe the identity that 
has been certified (Full name, initials, e-mail, 
organisation, see below). The use of 
pseudonyms is clearly described (allowed or 
not, procedure applied). 
 
The detailed naming conventions will be 
specified in the Certificate Profile overview 
(below) 

Identification : 
·  Physical Identification (Direct, 

face-to-face)  
·  Using means acquired though 

direct Physical Identification, 
specifying the nature of the 
“means” (example : User-ID and 
password ?) 

·  Through other means :  
o E-mail validation 
o Others :   

Validation of Identity information :  
·  Based on external source with 

legal value, or official copy thereof 
·  Based on external source without 

official legal value, or copy 
thereof.  

·  Other external sources (describe) 
·  Own declaration of subject 

3.a. Certificate Usage  Enumerate any restrictions on certificate 
usage. 
 
See also Certificate Profile below for key-
usage extensions in the certificate. 
 
 

Certificate Usage-extensions (standard) :  
·  Electronic Signature :  

o Non-Repudiation (NR) 
o Digital Signatures (DS) 
o Both : NR & DS 

·   
·  Confidentiality (key-Encipherment) 
·  Data-Encipherment 

 
Extended :  

·  SSL-Client 
·  SSL-Server 
·  S/mime Client 
·  Other :  

3.b. Reliance limits: The reliance limits, if any. This applies both 
to the applied usage of the certificate as to 

Applications :  
o Allowed : 



 
 � � � � � � � � � � 	 
 � � � � 
 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � �  � � � � � � � ! � " � � � � # � $� � � � 
 �%� � �
 

 

 

 European IDA Bridge/Gateway CA  

:  EBGCA-DEL-012 - CP Recommendations V2 0.doc  

 Page:  22 / 26 

PDS-Statement types Statement descriptions Specific Requirements  
the period of archiving validation information. 
 
Provide clearly the allowed application-usage 
as well as explicitly prohibited usage. 
 
Specific : Indication whether the certificate is 
only for use with electronic signatures. 
 
Note : CA’s liability limit : further down 
 

o Not allowed :  
 
Retaining period :  

·  Less then 30 years :  
·  30 years  
·  Longer then 30 years :  

 

4.a Obligations of 
subscribers, formal: 

The description of, or reference to, the critical 
subscriber obligations :  

·  Submit accurate information to CA 
·  Use key pair in accordance with 

limitations 
·  Exercise reasonable care to avoid 

unauthorised use of the private key 
·  Notify CA in case of  

o Loss or compromise of 
keys 

o Loss of control over keys 
o Changes in certificate 

content  
 

 

4.b. Obligations of 
Subscribers, technical:  

o Specify the algorithms used, key-
lengths  

o Only 1 unique copy of private key ? 
o Specify if there are any back-up of 

the private key of the user ? 
o Is a SSCD mandatory ?  

o For the Issuing CA(‘s) 
o Are keys generated inside 

the SSCD ? 
 

For SSCD devices, specify the level of 
assurance to which these have been 
verified (Cc EAL, FIPS 140-1/-2, ITSEC 
etc.) 

5. Certificate status 
checking obligations of 
relying parties: 

The extent to which relying parties are 
obligated to check certificate status, and 
references to further explanation. 
 
See also below for the certificate profile 
details.  
 

Relying Party shall check :  
·  Validity of certificate using current 

revocation information :  
o HTTP Web-site 
o HTTP CRL Download  
o LDAP CRL Download 
o OCSP-Server 

·  Take account of usage limitations 
·  Other precautions : 

o … 
6. Limited warranty and 
disclaimer/Limitation of 
liability: 

 
Describe applicable warranty or insurance 
programs ? 
Summary of the warranty & disclaimers 
 

 
Limitation of liability / Cap (� ) :  
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PDS-Statement types Statement descriptions Specific Requirements  
7. Applicable agreements, 
CPS, CP, … 

Identification and references to applicable 
agreements, CPS, CP, other relevant 
documents. This URL could/should be 
included in the certificate profile (see below) 

Web-site & Repository  
Http:// 

8. Privacy policy: A description of, and reference to, the 
applicable privacy policy. 
 
Reference to National or European Data 
Protection Legislation, if any ?  

 

9. Refund policy: A description of and/or reference to the 
applicable refund policy, if any 

 

10. Applicable law, 
complaints and dispute 
resolution: 

Statement of the applicable legal system 
 
Reference to Chamber of Commerce ? 
 
 

Contact-details + procedure for complaints 
and dispute resolution (URL) 

11. CA and repository 
licenses, trust marks, and 
audit: 

Summary of any governmental licenses, seal 
programs; and a description of the audit 
process and if applicable the audit firm. 

Accreditation/Supervision as Qualified CA 
in :  
 
Scheme / Standard applicable :  
 
Others ? 
 
Quality Audits cfr.:  
Audits by :  

 

Checklist Certificate Profile 
 

Additionally to the PDS summary as provided above, an overview should be given of a default 
certificate profile for the CP/CA intended :  

1. Issuer DN 

How is the CA identified in the certificate (Issuer Distinguished Name + possible extensions like AKI / 
AIA extensions. Example below for Belgian Citizen CA :  

- CN = Citizen CA, C = BE 
- CRL Distribution Point: URL=http://crl.eid.belgium.be/eidc0002.crl 
- Authority Info Access URL=http://certs.eid.belgium.be/belgiumrs.crt 
- Authority Info Access URL=http://ocsp.eid.belgium.be 
- QCStatements (in Windows : “1 3 6 1 5 5 7 1 3”) : 0 4 0 1862 1 1  

�  (Compliant with TS 101 862, Qualified Certificate Profile) 
- (Other : Authority Key Identifier, IssuerAltName …) 

�
Minimal requirements are :  

- the CommonName for the CA (See PDS, Point 1),  
- Country of establishment,  
- a pointer to a “Repository” where publication of certificates, status information and terms 

and conditions (including CP and CPS) is done (See PDS, points 4 and 7). 
 
2. Subject DN 

Specify the Mandatory elements for the Subject Distinguished Name, as specified in the Certificate 
Profile. This relates to the PDS point 2.b, subject & identity validation.    



 
 � � � � � � � � � � 	 
 � � � � 
 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � �  � � � � � � � ! � " � � � � # � $� � � � 
 �%� � �
 

 

 

 European IDA Bridge/Gateway CA  

:  EBGCA-DEL-012 - CP Recommendations V2 0.doc  

 Page:  24 / 26 

- Describe usage of CN, S, GN ?  
- Describe the use of Country-field (Nationality, residence, other ?) 
- Describe other elements of the DN, and how they are validated ?  

�  Place & Date of Birth  
�  Serial Number 
�  Organisation-name to which the subject as associated 
�  … 

- Describe the use of other User-extensions ? Example : Subject Key Identifier, 
SubjectAltName, 

3. Usage Extensions 

What are the statements as to the usage of the private key. This relates to the point 3.a of the PDS 
above :  

- Key-Usage (Critical?) 
- ExtendedKeyUsage 
- (Older, such as NetscapeCertType ?) 

State possible Interoperability issues that are/could be a result of the specified Certificate Profile ?   
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Annex II : PDS Statements profiling towards TSL Level 
 

In the following matrix we will give an overview of the most important PDS-statements that will 
determine the assurance level provided by a given Certificate Policy. The order of the criteria given 
should determine the fastest determination of the level of assurance provided.  

 

 

Criteria 

Augm. 

QCP 

QCP+ QCP QCP 

(N-P) 

NCP+ NCP LCP 

ETSI TS OID reference ?   1042. 

1.1 

1042. 

1.2 

 2042. 

1.2 

2042. 

1.1 

2042. 

1.3 

Mandatory Use of SSCD ? ? X   X   

Key-Backup ? None ! None ! None ! None !    

No Publication of Certificate 
Status info ? 

   X    

No Face-to-face Registration 
(direct, or indirect) ? 

      X 

Usage not limited to 
Electronic Signature ? 

   ? X X X 

        

  

The above matrix allows a fast determination to which TSL-level a given CA could be attributed. The 
detailed analysis of the PDS, or, if needed, the CP should proof that actually all requirements for the 
given TSL (based on the ETSI TS 101.456 or TS 102.042) are met. A first approach could be to fill in 
the PDS-checklist provided in annex I, which provides the PDS-model extended with the issues as 
discussed above. We encourage also all CSP’s that would get involved with the European Bridge CA 
Gateway Initiative to elaborate such PDS document for the CA’s/CP’s they want to have included.   

CA’s that issue certificates under more than 1 CP can be classified as follows :  

- to the “lowest” level of assurance provided by any of its Certificate Policies. 

- to the “highest” level of assurance possibly provided by 1 of the supported CP’s.  

Both approaches can be motivated, and will lead to interpretation of what the TSL can and can not 
relay as information. Basically a TSL relays (only) status information about CA’s that have been found 
to be compliant with a “scheme”. Apart from the requirements in the scheme defining the assurance 
level required for scheme-inclusion, the TSL itself does not provide more detail about assurance 
“level” of a given CA, or it’s supported CPs. The above statement also leads to the discussion whether 
CP’s can at all be arranged in a strict order according to a “level of assurance” they provide.  

In the current scope of the Bridge Gateway CA project, we have identified several applications for 
which a given TSL should provide the information whether CA’s are found to be acceptable in use for 
the communications between administrations, using these applications. The following applications are, 
at least, targeted :  

- E-Procurement  
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- E-mail Security Services 

Given the limited means in which the Trusted Services in a TSL can be given a “Trust Level”, we come 
to the following groups of CA-levels :  

- Group 1 : CA’s issuing public key certificates (TS 102 042) 

- Group 2 : Qualified CA’s (TS 101.456) 

The scheme-recommendation towards the applications intended, we would recommend inclusion of 
only Qualified CA’s in the TSL in a first approach, as to provide a high level of assurance overall. 

Another recommendation however could be to extend the means of differentiating the levels of 
assurance provided by the different CA’s in 1 TSL. A simple and straightforward way to achieve this 
would be to extend the list of “Service Type Identifiers” in the current specifications (TS 102 231 V 
1.1.1) with the following :  

 0-10 : existing definitions 

 11 : CA’s issuing certificates using LCP CP 

 12 : CA’s issuing certificates using NCP CP 

13 : CA’s issuing certificates using NCP+ CP (with SSCD) 

 14 : CA’s issuing certificates using QCP CP, not using SSCD 

 15 : CA’s issuing certificates using QCP CP, with mandatory use of SSCD 

 16 : CA’s issuing certificates using “Augmented QCP”  

 17 : CA’s issuing certificates in a closed community using QCP CP 

 18 : … 

The above is a proposal based on the current status in the standardisation in TS 101.456 and TS 
102.042. This approach still leaves open the issue whether a given CP allows or strictly forbids the 
duplication of a private key (key-backup or key-escrow). This can also be regarded as an important 
aspect of the assurance level provided by the given CP (for example for the case where the certificate 
is used for signature validation).  

To avoid the “assurance level” refinement altogether, the TSL should indeed avoid specifying the 
service level, and instead be limited to a very rudimentary indication of the service “type”, as it is 
today. Instead, the assurance level will be indicated in the end-entity certificate itself, by specifying the 
OID of the certificate policy used. This would eliminate also following issues : 

- Inclusion of a CA would mean inclusion of all CP’s it supports in issuing certificates. When 
the level of these CP’s are all equal a clear indication of the assurance level of this CA is 
straightforward. When these levels are not equal, the assurance level can only be 
guaranteed towards the “minimal” level. NOTE: This assumes that CP’s can be ordered in 
a strict order as to the level of assurance they provide. 

- Inclusion of Root-CA’s in the TSL : The same discussion arises as to the level of 
assurance provided. Inclusion of a root-CA might result also in acceptance f a given Sub-
CA which was originally not included in the TSL (example : SSL handshake, where the 
sub-ordinate CA is provided by SSL-client). If the level of assurance is interpreted by the 
application based on the end-entity certificate (for example based on the CP-OID), this 
could be avoided.  

 


