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1. Executive Summary. 
 
 
This document is an update of the Test programme provided under WP1.2. It explains the 
test program to be executed within the framework of the European IDA Bridge and Gateway 
CA Pilot. However the steps of the test plans remain the same as in the former document1, 
this update contains some practical details conform the current implementation of the 
EBGCA pilot test bed. 
 
The first section is an introduction explaining the background and requirements for the test 
programme. 
 
The second section details the technical infrastructure that will be used for executing the test 
programme. 
 
The third section describes the complete test programme. 
 
In annex, detailed test scripts and a reporting template is available. 
 

1.1. Version Control 
 
Version Date Description  Owner 
V0.1 22/02/2005 Update for new architecture, 

practical details conform the 
current implementation of the 
EBGCA pilot test bed. 

Joris Ballet 

V0.2 28/02/2005 Executive summary and 
document naming 

Kris Van Aken 

 
 
 
 
 
 
 

                                                      
1 Deliverable EBGCA WP1.2 – doc5 – Test Programme 
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3. Introduction 
 

3.1. Test programme 
 
The main objective of the EBGCA pilot is to be able to perform a technical test of the Bridge 
and Gateway CA concept. This technical test will be executed in the form of an elaborate 
test programme. 
 
The EBGCA Test programme constitutes of three test plans. 
 
1. Functionality Test. 

The purpose of the first test plan is to assure that  “the mechanics work”, in particular the 
technical steps around the “Trust List” issuance process (issue Trust List, import Trust 
List in applications, etc…) 

 
The Bridge and Gateway CA Service Provider will perform this first test plan in order to 
validate the required functionality by the EBGCA Pilot infrastructure. 
 
These tests will be executed on the EBGCA Pilot Platform. The architecture of the 
EBGCA Pilot Platform is described in detail in WP1.2 document #4 – Technical 
Architecture. 
 

2. Interoperability Test. 
The purpose of the second test plan is to validate the use of Trust Lists in the real life. 
The member states as Bridge and Gateway CA participants will use the Trust List in 
communications secured by Certificates, via the test bed. Here the test bed plays the 
role that the IDA network would fulfil in reality. 

 
The EBGCA Pilot Participants will perform this second test plan. The Service Provider 
will provide the required infrastructure, and assist the participants to actually perform 
these tests. 

 
These tests will be executed on the Bridge and Gateway CA Test Platform. This is a 
dedicated Test platform that will be set up for the Bridge and Gateway CA Pilot. This test 
bed is described in detail in the next chapter. 
 

3. Member Test. 
In a third test plan, the member states can execute tests amongst each other. 

 
This test plan will not be guided by the EBGCA, but the participants are free to organise 
these tests amongst themselves. 
 
These tests will be executed on the EBGCA Test Platform.  
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3.2. How to join the interoperability test programme 
 
 
Applying for the interoperability test 
Before starting the interoperability test, the participant should have signed up for participation 
in the European IDA Bridge and Gateway CA Pilot by signing off the participation form 
where conditions and basic information is provided. 
The European Commission will send this participation form towards all Member States 
during the fourth quarter of 2004 in order to obtain the official subscription for participating in 
the EBGCA Pilot. 
 
In order to start with the test programme, the Bridge and Gateway CA service provider 
should be contacted. 
 

European IDA Bridge and Gateway CA Pilot 
Certipost n.v. 
Ninovesteenweg 196  
BE-9320 EREMBODEGEM 
BELGIUM 
Ida.support@certipost.be 

 
Please be ready to provide following details 
·  Name of Technical Contact Person (for test phase) + Contact details 
·  Technical information, IP addresses, DNS Names, … 
 
When contacting the Bridge and Gateway CA Service Provider, you will make an 
appointment of when you will perform the interoperability tests, i.e. start of the testing 
process, and scheduled duration. 
 
Performing the test steps 
The participant is at liberty to proceed with the test steps at his convenience. 
 
For those parts of the tests that are performed together with the Bridge and Gateway CA 
Service provider, make sure that test are performed in sync (via email for example). 
 
 
Reporting Guidelines 
When performing the Interoperability test, the standard “Test Report Template” should be 
completed detailing the results of the tests. 
The completed “Test Report” should be submitted to the IDA Project Management and forms 
an integral part of the Bridge and Gateway CA pilot project. 
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4. Test Bed 
 
This section contains a high level description of what constitutes the test bed and how to 
interoperate with it. 
 
A detailed technical description of the test bed is provided in the document “Technical 
Architecture” . 
 

4.1. Requirements 
 
The Test Bed should provide following functionality. 

·  Test Environment 
Provide realistic testing environment for participants in the Pilot. 

·  Reference implementation 
Provide reference implementation of a “Virtual DG”, i.e. a set up giving an example 
of how to interface with the Bridge and Gateway CA Pilot, and how to set up secure 
communications making use of certificates issued by CA’s participating in the pilot. 

·  Allow to execute the test plan 
The test platform should enable all participants to execute every test mentioned in 
the test plan. 

 

4.2. Test Bed Architecture 

4.2.1. Overview 
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Figure 1 - Test Bed Conceptual Overview 
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Figure 2 - Test Bed Technical Overview 

 
 
 

4.3. Access to the EBGCA Pilot Test Bed 
 
On the Bridge and Gateway CA Pilot Portal Site and test bed, following addresses are in 
use. 
 
Email Adresses 
Email address Purpose 
Ida.support@staff.certipost.be General contact address for EBGCA Pilot 

·  For General information 
·  in order to enrol on the EBGCA Pilot 
·  in order to subscribe to the mailing list 

ebgca-list@ebgca.certipost.be the EBGCA mailing list  
test1@ebgca.certipost.be 
test2@ebgca.certipost.be 
test3@ebgca.certipost.be 

email test clients (MS Outlook, Mozilla, Lotus Notes) 

 
Web Pages 
URL Purpose 
http://www.ebgca.certipost.be/ European IDA Bridge and 

Gateway CA Pilot Portal- 
main page 

https://www.ebgca.certipost.be/tsl/tsl.html Trust List Files 
https://www.ebgca.certipost.be/participants/participants.html List of participants 
https://www.ebgca.certipost.be/test_plan.html Test Plan 
https://ssl.ebgca.certipost.be/ SSL Authentication Test Page 
 
Note that SSL is required to connect to the EBGCA Pilot Portal web site. 
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5. Test Programme 

5.1. Overview 

5.1.1. Functionality Test 
The functionality Test will test following basic Trust List Functionality, and actions of the 
Bridge and Gateway CA 

·  Issue a Trust List 
·  List the contents of a Trust List 
·  Add a CA Certificate to the Trust List 
·  Remove a CA Certificate from the Trust List 
·  Validate the signature of the Trust List 

 

5.1.2. Interoperability Test 
The functionality Test will test following actions of the Participant CA 

·  Join the Bridge and Gateway CA Pilot 
·  Import the “Trust List” into an application (Outlook, Mozilla) 
·  Communicate via S/MIME message to the test bed 
·  Log on to Test Bed web site using certificate 
·  Re-Sign and publish the Trust List 
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Figure 3 – Interoperability Test 

 

5.1.3. Excluded from testing. 
The Bridge and Gateway CA Pilot is a first pilot for experimenting with Bridge CA / Gateway 
CA functionality across public administration within the European Community. As such only 
the basic functionality will be tested in a first stage. Advanced functionality may be tested in 
a later stage in a late phase of the project. 
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Following functionality is not within the scope of the Bridge and Gateway CA pilot, and will 
not be tested. 

·  Retrieval of certificates from Directory, retrieval of CRL’s from directory 
·  Common gateway for online certificate status checking 
·  Directory services 
·  Etc… 

 

5.1.4. Validation 
In General, the validation of a certificate requires checking the status of the certificate. 
Usually this is performed via a downloaded file, a CRL (Certificate Revocation List) or an on-
line service (OCSP – Online Certificate Status Protocol). 
 
The exact procedure to verify a certificate status however depends on the certification 
authority that issued the certificate, and the corresponding certificates provided. In addition 
the configuration of such a status check depends on the application used. As such, no 
general description can be provided, but one has to rely on documentation provided by the 
Certification Authority that issued the certificate. 
 
As the validation of a certificate is actually an important step, it is also included in the test 
scripts. However, a generic description is provided for the “validation” step. The user should 
in every case verify the recommended procedure for certificate status validation. 
 
In the case of the certificates issued by the Bridge CA Root CA (used for example to issue 
the certificate signing the Bridge CA “Trust List”), the validation will require checking a CRL, 
that can be downloaded from the Bridge and Gateway CA Pilot Web Site. 
 

5.2. Functionality Test Programme 
 
Test 
Nr. 

Description Goal 

1.1 Issue Trust List Validate that it is possible to create / publish a Trust List. 
 

·  Issue “Trust List” File 
·  Publish “Trust List” File 

1.2 Validate “Trust List” 
correctness 

Check whether it is possible to manually check the trust 
list file, check the content as well as the validity. 
 

·  List “Trust List” File contents 
·  Validate Signature on “Trust List” File 
·  Validate the Certificate status of the Certificate 

used to sign the “Trust List” File 
 

1.3 Add new CA to the 
“Trust List” 

Validate the functionality when a Certification Authority 
joins the Bridge and Gateway CA Pilot. 
 

·  Add CA Certificate to the “Trust List” file. 
·  Sign “Trust List” file again. 

 
1.4 Remove CA from the  

”Trust List” 
Validate the functionality when a Certification Authority 
leaves the Bridge and Gateway CA Pilot. 
 

·  Remove CA Certificate to the “Trust List” file. 
·  Sign “Trust List” file again. 
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1.5 Import in Internet 
Explorer 

Validate the compatibility of the “Trust List” with internet 
explorer. 
 

·  Import all the certificates from the “Trust List” file 
into Internet Explorer. 

 
1.6 Import in MS Outlook Validate the compatibility of the “Trust List” with MS 

Outlook. 
 

·  Import all the certificates from the “Trust List” file 
into MS Outlook. 

 
1.7 Import in Mozilla Validate the compatibility of the “Trust List” with Mozilla. 

 
·  Import all the certificates from the “Trust List” file 

into Mozilla. 
 

 

5.3. Interoperability Test Programme 
 
Test 
Nr. 

Description Goal 

2.1 Enrollment Test Test technical infrastructure of participating CA for 
compliance with Bridge and Gateway CA 
 
 

2.2 Import in Internet 
Explorer 

Validate the compatibility of the “Trust List” with internet 
explorer. 
 

·  Import all the certificates from the “Trust List” file 
into Internet Explorer. 

 
2.3 Import in MS Outlook Validate the compatibility of the “Trust List” with MS 

Outlook. 
 

·  Import all the certificates from the “Trust List” file 
into MS Outlook. 

 
2.4 Import in Mozilla Validate the compatibility of the “Trust List” with Mozilla. 

 
·  Import all the certificates from the “Trust List” file 

into Mozilla. 
 

2.5 Email Test  Test for recognising certificates by participants of the 
Bridge and Gateway CA Pilot in email communication. 
 
 

2.6 Authentication Test Test for recognition of certificates by participants of the 
Bridge and Gateway CA Pilot in SSL Client 
Authentication. 
 
 

2.7 Trust List Sign Test Test for re-signing of the “Trust List” by a participant, and 
publishing of this re-signed trust list. 
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5.4. Member State Test Programme 
 
In the “Member State” test programme, any participant can perform interoperability tests with 
other participants. These tests will not be guided and managed by the Bridge and Gateway 
CA service provider, but are optional for all participants. 
 
The test scripts form the “Interoperability Test Programme” can be taken as a guideline for 
planning the test that the member states wish to plan amongst themselves. 
 
 
Possible Basic Test Program between participants:  
 
A suggestion for tests that can be performed at least between the member states:  

 
Email Test  Test for recognising certificates by participants of the 

Bridge and Gateway CA Pilot in e-mail communication. 
 
 

Authentication Test Test for recognition of certificates by participants of the 
Bridge and Gateway CA Pilot in SSL Client 
Authentication. 
 
 

 
 
Indicative scripts can be found in below Annex I (where it is clear that these tests will not be 
guided and managed by the Bridge and Gateway CA service provider). 
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ANNEX I - Test Scripts 
 
Test user should download the Test Report template from the EBGCA portal and write 
down the test results aside each test step found in below test scripts. This completed report 
is then to be returned to the ida.support@staff.certipost.be general mailbox. 
 
 
1.1 Issue Trust List 
 
GOAL: Validate that it is possible to create and publish “Trust list” files. 
 
 
The first test constitutes of a series of tests to verify whether the Bridge and Gateway CA to 
correctly product a “Trust List” (TSL File, “Trust Status Provider Status List” – ETSI 
standardised file format). 
 
Test Prerequisites 
Bridge and Gateway CA Pilot Infrastructure should be operational. 

·  Public Web Site 
·  Repository for “Trust List” files 
·  Trust List Repository Should have been set up and initialised 

 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Create “Trust 
List” 

Create the “Trust List” file that will be distributed, using the 
online application to generate trust lists. 
 
Follow the following steps: 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Check last TSL 
o Select Entity EBGCA 
o Click on “EBGCA” 
o Click on Scheme “EBGCA Pilot” 
o Click on “Last TSL” (left menu) 
o Check the sequence number of the last TSL. 

·  Create a new TSL 
o Select Entity EBGCA 
o Click on “EBGCA” 
o Click on Scheme “EBGCA Pilot” 
o Click on button “Force immediate TSL 

generation” 
o Click on “Last TSL” (left menu) 
o Check that latest TSL has sequence sumber 1 

higher, and “Valid From” on the moment you 
generated it. 

 
 
 

 2 
 

Publish “Trust 
List” 

The “Trust list” is automatically published on the web site, 
since the portal contains a link that is pointing to the 
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 Application Page. You can validate this with following steps 
 
·  Restart the IE browser 
·  Go to page: 

http://www.ebgca.certipost.be/ 
·  Click on “TSL Section” 
·  The last displayed TSL should be shown now. 
 
 

 3 
 
 

Validate “Trust 
List” is 
published 

Download and validate the “Trust List” file from the web site 
http://www.ebgca.certipost.be  
 
Following Steps. 
·  Download TSL 

o Start your web browser 
o Go to page: 
o http://www.ebgca.certipost.be/ 
o Click on “TSL Section” 
o The last displayed TSL should be shown now. 
o Click on “Download”. Save this file 
o  

·  Quick Check TSL file. 
o Open this file with Notepad 
o This should be and XML file starting with: 

 
 
<?xml version="1.0" encoding="UTF-8" ?>  
- <TrustStatusList xmlns="http://uri.etsi.org/02231/v1.0#"> 
  <TSLTag>Bridge CA Trust Status List</TSLTag> 
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1.2 Validate Trust List 
 
GOAL: Check whether it is possible to manually check the trust list file, check the content as 
well as the validity. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1 should be done successfully : A First “Trust List” File should have been 

generated. 
 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Check Trust List 
Contents 

Goal: Validate that the Trust list can be read 
 
Download and validate the “Trust List” file from the web site 
http://www.ebgca.certipost.be  
You need the TSL viewer application, and the last 
published TSL. 
 
·  Download TSL Viewer Application 

o Go to http://www.ebgca.certipost.be/ 
o click on “Download Section” 
o click on “TSL Viewer 1.0” 
o Save in proposed location 

 
·  Install TSL Viewer Application 

o Open the downloaded file. 
o Extract contents to C:\ 
o This will install the TSL viewer application into 

C:\certipost-ebgca-viewer-1.0-RC 
o Create a short cut on the desktop that points to: 

C:\certipost-ebgca-viewer-1.0-RC\viewer.bat 
o Download also Root and Primary Certificate, 

and CRL of Bridge CA. ( Via “Download 
Section” : 
http://www.ebgca.certipost.be/download/downlo
ad.html) 

o Save these in C:\certipost-ebgca-viewer-1.0-
RC. 

The TSL Viewer is now installed. You can start it by 
clicking on this short cut. 
 

·  Download TSL 
o Start your web browser 
o Go to page: 
o http://www.ebgca.certipost.be/ 
o Click on “TSL Section” 
o The last displayed TSL should be shown now. 
o Click on “Download”. Save this file 

 
·  Open and Check TSL file. 

o Start TSL viewer using desktop shortcut 



  �
� � � � � � � 	 �
 � � �
 � �� � � �� 	 � �� � � � � � � �� � �� ��� � �

� 
 � � � �� �� � � � �	 � �� � �� � �      

� � � � � � � �	
 � � � � 	
 � � � � � � 
 � � � � � 	� 	
 � � � � 	� � � � �� � 	� � �� � 	

o Select TrustStore – Show Trust Store 
o Load EBGCA Root Certificate 
o Load EBGCA Primary Certificate 
o Save Trust store, leave “tslviewer.jks” 
o Load the TSL file you have saved in previous 

step. 
 
·  Inspect the TSL File manually 

o Check whether the file is the correct one. 
o Check the date. 
o Check the contents: 
o The TSP, The Services etc. 
o Check the Certificates. 
o All these should correspond to the information 

on-line. 
 
 

 2 
 
 

Check Trust List 
Signature 

Goal: Check that the signature can be properly validated 
 
Validate Signature is correct 
Steps: 

·  Start TSL Viewer using desktop shortcut Icon. 
·  Open the TSL file you have downloaded. 

 
The TSL viewer should show following messages in 
GREEN: 

·  The TSL is up to date  
·  Signer path valid for TSL validity interval (<date 

from> to <date to>)  
·  Signature Verified  

 
If you get following messages in stead (in RED): 

·  The Signer Certification Path can©t be validated  
There is probably something wrong with the ROOT 
certificates as the issuer of the certificate used to 
sign the TSL can not be validated. 

 
·  The sig Signature Verification fails  

The signature (or the XML file) has been tampered 
with. 

 
·  The TSL is out of date  

Then you have not the latest TSL, or you should 
download a new one as it has expired. 

 
 
Validate Signature is made by “Trust List Signing 
Certificate” 

·   “Select Signature – Signer Path - CN=EBGCA Pilot 
Scheme Operator, O=Certipost, C=BE” 

·  Right Click, and choose “Export Certificate”. Save 
as “ebgcasigner.cer” in TSL Viewer installation 
folder (C:\certipost-ebgca-viewer-1.0-RC) 

·  Double Click the certificate. 
·  The Certificate should contain following details: 
·  Issuer : EBGCA Pilot Primary CA 
·  Subject: EBGCA Pilot Scheme Operator 
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·  Thumb Print: 99 06 b0 ed 11 12 be ac 8c 29 3a 2f 
8b 1c e5 db 52 55 37 6f 

You should also install the Bridge CA root and primary 
certificates in windows, and check the validity of the 
certificate. 
 
 

3 Validate Trust 
List Signing 
Certificate 
Status 

Goal: Check that the certificate used to generate the 
signature can be properly validated 
 
Actions: 

·  Download the CRL from the Bridge and Gateway 
CA Pilot Web Site. 
 http://www.ebgca.certipost.be  

·  Validate the Certificate status of the ”Trust List 
Signing Certificate” by verifying the CRL manually. 

·  Do this by looking up the serial number of the 
signing certificate (see step 2) in the CRL. It should 
not appear. 

 
 4 
 
 

Check 
Extraction of 
Certificates 

Goal: Validate that the Trusted CA certificates can be 
extracted from the Trust list. 
 
Actions: 
·  Extract every certificate on the Trust List individually 
·  Start TSL Viewer 
·  Open TSL 
·  Right Click on “Trust Status List” and choose “Export 

TSL Valid Digital Identities” 
·  Save as “Certificates.zip” in TSL viewer folder. 
·  Extract thall certificates from zip file. 
·  Double click every one to check it. 
·  Compare with the list of services displayed in the TSL 

viewer. 
 
 

 5 
 
 

Validate Trust 
List Content. 

Goal: Validate that the Trust list is complete 
 
Actions: 

·  Manually Compare Trust List Content with list of 
participants on the web site. 

·  https://www.ebgca.certipost.be/ 
participants/participants.html 

·  i.e. Open the TSL file, check for every TSP 
provided service whether it is mentioned on the 
web site. 
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1.3 Add new CA to the “ Trust List”  
 
GOAL: Validate the functionality when a Certification Authority joins the Bridge and Gateway 
CA Pilot. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1 and 1.2 should be done successfully: A First “Trust List” File should have 

been generated, and validated. 
·  You need to have a “Test CA” available that will be added to the trust list. Alternately 

an actual production CA could be used for test purposes. Only the Root certificate 
will be tested, for the Primary Certificate the same procedure would apply. The root 
certificate should be available in PEM Format. 

 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Upload new CA 
Certificate 

Send the Test CA Root Certificate to the Bridge and 
Gateway CA 
 
Pack the certificate into a zip file. 
Send the zip file with the certificate via email to 
ida.support@certipost.be 
 
(certificate should be send in zip file as it will otherwise not 
be accessible in the email, or anti virus software may 
remove it) 
 
 

 2 
 
 

Validate new CA 
Certificate in 
Trust List 

Check Certificate Fingerprint 
 
Fingerprint of the received certificate should match the 
fingerprint published by the CA. 
 

 3 
 
 

Add new CA 
Certificate to 
Trust List 

 
Include the New CA on the Trust List. 
We are going to Create a new test entity, with a test TSP, 
with a TEST CA as service. This service will be added 
under the EBGCA Scheme. A Test Scheme will be created 
under the Test ENTITY, but this will not be directly used. 
 
 
Create an Entity EBGCA 
 
Follow the following steps: 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Create a entity 
Name = “Test Entity”, type = leave blank. 

 
·  To add a Scheme under this Entity 
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o Click on the entity “Test Entity” 
o Click on “Add Scheme” 
o Fill out information for this Schema 

Scheme: “Test Scheme” 
Information URN: http://www.certipost.be. 
Territory : Leave blank 
Legal notice: “For test purposes only – no legal 
value”  
TSL Generation Time : 12:00 
TSL Interval: 2 
TSL Delay: 3600 
Generate TSL : select this check box 
Scheme Operator Email:  
ida.support@staff.certipost.be 
Street=Ninovesteenweg 
Locality=Erembodegem 
State or Province = Vlaams-Brabant 
Postal Code= 9320 
Country =  Belgium 
Scheme Signing Key: leave empty. 

o  
 
 
·  Add a trusted service provider under this entity: 

o Click on the entity “Test Entity” 
o Add a service for this trusted service provider 
o Click on “Add TSP”. Use following info: 

Trust Service Provider= “Test TSP” 
Information URN= http://www.certipost.be 
Operator e-mail= ida.support@staff.certipost.be 
Street=Ninovesteenweg 
Locality=Erembodegem 
State or Province = Vlaams-Brabant 
Postal Code= 9320 
Country =  Belgium 
 

·  Add a service under TSP “Test TSP” 
·  Click on “Add Service”. Use following info: 

Service: “Test Service” 
Service Type: “Certification Authority” 
Service Definitions URN: http://www.certipost.be 
Digital Identity: select the test root certificate. This 
should be in pem format. 
 

·  Add the new CA Service as a service under the EBGCA 
Scheme 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Click on Entity EBGCA 
·  Click on “Services” 
·  Select “Test Service” And add this. 
·  Service= “Test Service” 
·  Approval Status=”Approved” 
·  Validity Status= “In Accordance” 
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·  Scheme Service Definition URN= 
http://www.certipost.be 

·  Service Definition URN=http://www.certipost.be 
·   
 
 

 4 
 
 

Include new CA 
Certificate in 
Trust List 
 

Create New “Trust List”: 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Create a new TSL 
o Select Entity EBGCA 
o Click on “EBGCA” 
o Click on Scheme “EBGCA Pilot” 
o Click on button “Force immediate TSL 

generation” 
 

 5 
 
 

Publish new 
Trust List 

Publish “Trust List”  
The “Trust List” is automatically published in previous step. 
 
Include new CA Name in list of CA’s (database) 
Update the page “Participants” with following information: 

·  Participant 
·  Service name + CA Name 
·  Certificate Fingerprint 
·  Certificate 
·  Status = “In Accordance” 

 
 6 
 
 

Validate Trust 
List 

Validate Published “Trust List” File 
·  List of CA’s should be updated and contain new CA 

Certificate. 
·  New Certificate should have been included. 

 
 
 
·  Download the latest TSL file: 

o Start your web browser 
o Go to page: 
o http://www.ebgca.certipost.be/ 
o Click on “TSL Section” 
o The last displayed TSL should be shown now. 
o Click on “Download”. Save this file 

·  Open this file with the installed TSL viewer. 
·  Now check that the new CA is included in the list as 

displayed in the TSL Viewer. 
·  Export all certificates as a zip file (as explained in Test 

1.2 step 4), and check that the new root CA certificate 
is included. 

 
Validate published list of participants on the web page 
http://www.ebgca.certipost.be/participants/participants.html 
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1.4 Remove CA from the ” Trust List”  
 
GOAL: Validate the functionality when a Certification Authority leaves the Bridge and 
Gateway CA Pilot. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1, 1.2, and 1.3 should be done successfully: A First “Trust List” File should 

have been generated, and validated. 
 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Remove CA 
Certificate 

Remove the “approved” status for a certain service. 
 
·  Update the status of the CA Service as a service under 

the EBGCA Scheme 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Click on Entity EBGCA 
·  Click on “Services” 
·  Select “Test Service” And updated this: 
·  Approval Status=”Revoked” 

 
 2 
 
 

Update Trust 
List 

Create New “Trust List” File 
 
·  Go to application 

https://www.ebgca.certipost.be/ebgca/ 
·  Log in with 

user=ebgca.admin 
password=ebgca 

·  Create a new TSL 
o Select Entity EBGCA 
o Click on “EBGCA” 
o Click on Scheme “EBGCA Pilot” 
o Click on button “Force immediate TSL 

generation” 
 

 3 
 
 

Publish Trust 
List 

The “Trust List” is automatically published in previous step. 
 
Update the status of the “removed: CA in list of CA’s on the 
web page : 
Update the page “Participants” with following information: 

·  Participant 
·  Service name + CA Name 
·  Certificate Fingerprint 
·  Certificate 

 
Add information of status = “Revoked”. 
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 4 
 
 

Validate Trust 
List 

Validate Published “Trust List” File 
·  List of CA’s should be updated and not contain the 

new CA Certificate any more. 
·  The Certificate should not be included any more in 

the exported zip file. 
 
·  Download the latest TSL file: 

o Start your web browser 
o Go to page: 
o http://www.ebgca.certipost.be/ 
o Click on “TSL Section” 
o The last displayed TSL should be shown now. 
o Click on “Download”. Save this file 

·  Open this file with the installed TSL viewer. 
·  Now check that the new CA is included in the list as 

displayed in the TSL Viewer, but that the status is 
“Revoked”. 

·  Export all certificates as a zip file (as explained in Test 
1.2 step 4), and check that the new root CA certificate 
is not included any more. 

 
 
Validate published list of participants on the web page 
http://www.ebgca.certipost.be/participants/participants.html 
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1.5 Import in Internet Explorer 
 
GOAL: Validate the compatibility of the “Trust List” with Internet explorer. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1 and 1.2 should be done successfully: A First “Trust List” File should have 

been generated, and validated. 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Preparations 
 

Clean Internet Explorer Certificate Store 

 2 
 
 

Get new trust 
list 

Download “Trust List” file From Web Site 

 3 
 
 

Import Into 
Internet Explorer 

Extract all certificates into folder (see test 1.2 step 4) 
Import manually every certificate into Internet Explorer 

 4 
 
 

Validate 
Certificate Store 

Check list of Root Certificate in Internet Explorer. 
Check certificate Fingerprints 
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1.6 Import in MS Outlook 
 
GOAL: Validate the compatibility of the “Trust List” with MS Outlook. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1 and 1.2 should be done successfully: A First “Trust List” File should have 

been generated, and validated. 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Preparations 
 

Clean MS Outlook Certificate Store 

 2 
 
 

Get new trust 
list 

Download “Trust List” file From Web Site 

 3 
 
 

Import Into 
Internet Explorer 

Extract all certificates into folder (see test 1.2 step 4) 
Import manually every certificate into MS Outlook 

 4 
 
 

Validate 
Certificate Store 

Check list of Root Certificate in MS Outlook. 
Check certificate Fingerprints 
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1.7 Import in Mozilla 
 
GOAL: Validate the compatibility of the “Trust List” with Mozilla. 
 
 
 
Test Prerequisites 

·  Bridge and Gateway CA Pilot Infrastructure should be operational. 
·  Test 1.1 and 1.2 should be done successfully: A First “Trust List” File should have 

been generated, and validated. 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Preparations 
 

Clean Mozilla Certificate Store 

 2 
 
 

Get new trust 
list 

Download “Trust List” file From Web Site 

 3 
 
 

Import Into 
Internet Explorer 

Extract all certificates into folder (see test 1.2 step 4) 
Import manually every certificate into Mozilla  

 4 
 
 

Validate 
Certificate Store 

Check list of Root Certificate in Mozilla. 
Check certificate Fingerprints 
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2.1 - Enrollment Test 
 
GOAL: Test technical infrastructure of participating CA for compliance with European IDA 
Bridge and Gateway CA 
 
This test will validate that the Participant CA is able on technical level to recognize the 
EBGCA as a Certification Authority, and the certificate trust list published by it. 
 
 
 
The first test constitutes of a series of tests to verify whether the participant is able to enrol to 
the Bridge and Gateway CA and accept “Trust Lists” files. This test plan involves 4 
distinguished phases. 
 
Enrollment Test Prerequisites 
The Candidate Participant should have signed up for participation in the Bridge and Gateway 
CA Pilot before enrolling into this test phase. Formal requirements are specified in the MOU 
and in the “Recommendation for an operational Bridge and Gateway CA”. 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Install Bridge 
and Gateway 
CA Root 
Certificate 

This test will validate that the Participant CA is able on 
technical level to recognize the Bridge and Gateway CA as 
a Certification Authority, and the certificate trust list 
published by it. 
 
Steps: 

·  Download the Bridge and Gateway CA Root 
Certificate from 

http://www.ebgca.certipost.be/download/do
wnload.html 

·  Check the certificate Fingerprint 
·  Import the root certificate into your windows 

platform (double click on .crt file) 
·  You can check the certificate in internet explorer by 

choosing Tools-> Internet Options, tab “Content”, 
click button “Certificates”, select tab “Trust Root 
Certification Authorities”. Now check that the 
Bridge and Gateway CA Root Certificate appears 
in the list: 

EBGCA Pilot Root CA 
·  Do the same for the Primary Certificate that can be 

downloaded from the Same Page. 
·  Do the same for the CRL that can be downloaded 

from the Same Page. In order to install the CRL 
you should “right click”, then select “Install CRL”. 

·   
 

 2 
 
 

Enroll in Bridge 
and Gateway 
CA 

 
·  Make sure MOU is prepared 

 
Optional (If you want a dedicated section on the Bridge and 
Gateway CA Web Site) 

·  Supply SSL Server Certificates 
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Send an email with 
·  The CA ROOT certificate; 
·  All CA Primary, Operational, or other Sub-CA 

Certificates; 
to 
 

ida.support@staff.certipost.be 
 
 

 3 
 
 

Participant 
subscribes to 
mailing list. 

 
Send an email with 

·  E-Mail Address; 
·  Organisation Name; 
·  Contact details (Name, Address, Phone, Fax); 

 
to 

ida.support@certipost.be 
 
 

 4  
 
 

CA Issues 
Updated “Trust 
List” 

 
Trust List will be published here 
 http://www.ebgca.certipost.be 
 
Bridge and Gateway CA sends an announcement that a 
new participant has joined. This announcement is send via 
email via the Bridge and Gateway CA Mailing List and 
distributed to all participants. 
 
Detailed Steps to be performed by Bridge CA Operator: 
See Administration Manual. 
 

 5 Check 
publication 

Participant checks that the new CA is now published as 
being trusted. 
 
Participant checks that: 

·  EBGCA Portal should include the participant on the 
participants page 
(https://www.ebgca.certipost.be/participants/particip
ants.html). 

·  The Participant CA’s should be mentioned on this 
page, including root certificate, fingerprint, and 
administrative details. 

·  Participant should receive a message in his mailbox 
with notification to all Bridge and Gateway CA mail 
list members announcing that a new CA has joined 
the Bridge and Gateway CA. 

 
 

 6 Check CA 
appears on list 
of trusted CAs 

When the participant receives notification, he checks that its 
own CA appears on the Web Site Trust List 
 
Actions: 

·  Go to URL: 
http://www.ebgca.certipost.be/tsl/tsl.html 

·  Click on “Services” 
·  Check that CA is mentioned as “Approved” 
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 7 Participant 
Downloads 
updated Bridge 
and Gateway 
CA Certificate 
Trust List 
 

Validate the communication and the procedures 
established between the Bridge and Gateway CA and the 
participant CA. 
 
Actions: 
 
·  Download TSL Viewer Application 

o Go to http://www.ebgca.certipost.be/ 
o click on “Download Section” 
o click on “TSL Viewer 1.0” 
o Save in proposed location 

 
·  Install TSL Viewer Application 

o Open the downloaded file. 
o Extract contents to C:\ 
o This will install the TSL viewer application into 

C:\certipost-ebgca-viewer-1.0-RC 
o Create a short cut on the desktop that points 

to: C:\certipost-ebgca-viewer-1.0-
RC\viewer.bat 

o Download also Root and Primary Certificate, 
and CRL of Bridge CA. ( Via “Download 
Section” : 
http://www.ebgca.certipost.be/download/downl
oad.html) 

o Save these in C:\certipost-ebgca-viewer-1.0-
RC. 

The TSL Viewer is now installed. You can start it by 
clicking on this short cut. 
 

·  Download the TSL file 
·  Go to URL: 

http://www.ebgca.certipost.be/tsl/tsl.html 
·  Download the TSL. 
·  Open the TSL file with the TSL viewer. 

 
 
 

 8 Participant 
installs updated 
Bridge and 
Gateway CA 
Certificate Trust 
List 
 

Second Validation of the compliance of the technical 
infrastructure of the participant CA, proving the ability to 
continuously download and update the Certificate Trust 
Lists during the operational phase of the Bridge and 
Gateway CA. 
 
·  Download TSL 

o Start your web browser 
o Go to page: 
o http://www.ebgca.certipost.be/ 
o Click on “TSL Section” 
o The last displayed TSL should be shown now. 
o Click on “Download”. Save this file 

 
·  Open and Check TSL file. 

o Start TSL viewer using desktop shortcut 
o Select TrustStore – Show Trust Store 
o Load EBGCA Root Certificate 
o Load EBGCA Primary Certificate 
o Save Trust store, leave “tslviewer.jks” 
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o Load the TSL file you have saved in previous 
step. 

 
·  Inspect the TSL File manually 

o Check whether the file is the correct one. 
o Check the date. 
o Check the contents: 
o The TSP, The Services etc. 
o Check the Certificates. 
o All these should correspond to the information 

on-line. 
 
·  Install all TSL Root Certificates in Certificate Store 

o Extract every certificate on the Trust List 
individually 

o Start TSL Viewer 
o Open TSL 
o Right Click on “Trust Status List” and choose 

“Export TSL Valid Digital Identities” 
o Save as “Certificates.zip” in TSL viewer folder. 
o Extract thall certificates from zip file. 
o Double click every one to install it. 
o Check your certificate store and compare with 

the published list of certificates. 
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2.2 - Email Test 
 
GOAL: Test for recognising certificates by participants of the Bridge and Gateway CA Pilot 
in email communication. 
 
 
The second test plan constitutes of a test for evaluating secured email communications 
under the Bridge and Gateway CA participating CA’s. This test plan contains a series of tests 
that will validate step by step the ability for S/MIME secured Email communications. 
 
Email Test Prerequisites 
The Participant should successfully completed the “Enrollment Test”. 
The Participant should have successfully completed the “MS Outlook” / “Mozilla” import test. 
The Participant should have installed the Bridge and Gateway CA Root Certificate 
 
 
Test Step 
Nr 

Test Step Actions 

 0 
 
 

Verify Verify that the Certificates from the Trust List are still 
available in the Certificate Store from previous test (2.1 
Import in MS Outlook). 
If this is not the case, re-install these certificates in MS 
Outlook. 
 

 1 
 
 

Issue Email 
Certificate 

Participant issues a new certificate to be used for S/MIME, 
under it’s own CA, which is recognised under the Bridge 
and Gateway CA. 
 
Note1: Alternately, an existing certificate may be used. 
Note2: The mail address in the certificate should match the 
e-mail address the tests are performed on. 
 

2 Install Certificate Participant installs the new certificate into his MS Outlook 
email client. 
 

 3 
 
 

Send Signed 
Email 

Participant sends a signed (S/MIME) email message to the 
Bridge and Gateway CA Test Email Address. 
 test1@ebgca.certipost.be 
To sign the email, he uses the certificate issued and 
installed in step 1 and 2. 
 
 

4 Check Bridge and Gateway CA checks the receipt of the email, 
and checks whether the signature is validated correctly. 
i.e. 

·  The signature should be valid. 
·  As all CA’s on Bridge and Gateway CA trust list 

should be imported in MS Outlook, the certificate 
should be reported as being valid (Signed by 
participant CA). 

·  The Certificate should be valid (i.e. not suspended 
or revoked). This requires a certificate & CA 
dependent validation: 

o The Certificate is checked for validation 
information (CRL, OCSP) 

o The Certificate Policy is checked for 
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validation information 
o The CRL is downloaded, or an on-line 

evaluation is requested of the certificate. 
 
 

5 Reply with 
correctly signed 
email 
 

Bridge and Gateway CA sends a reply email to the 
participant (originating Email Address). 
 
This mail is signed with an Email Certificate issued by the 
Bridge and Gateway CA. 
 
This email is signed with an Email Certificate issued by the 
“Virtual DG” (IDA PKI CA). 
 
 

6 Check Participant checks the receipt of the email, and checks 
whether the signature is validated correctly. 
i.e. 

·  The signature should be valid. 
·  As all CA’s on Bridge and Gateway CA trust list 

should be imported in MS Outlook, the certificate 
should be reported as being valid (Signed by IDA 
PKI). 

·  The Certificate should be valid (i.e. not suspended 
or revoked). This requires a certificate & CA 
dependent validation: 

o The Certificate is checked for validation 
information (CRL, OCSP) 

o The Certificate Policy is checked for 
validation information 

o The CRL is downloaded, or an on-line 
evaluation is requested of the certificate. 

 
7 Reply signed 

email with 
unknown CA 
certificate 
 

Bridge and Gateway CA sends a reply email to the 
participant (originating Email Address from step 5). 
 
This email is signed with an Email Certificate issued by an 
unknown (fictitious) CA. 
 
 

8 Check Participant checks the receipt of the email, and checks 
whether the signature is invalid because a CA that is not 
trusted issued the certificate. 
 
i.e. 

·  The signature should be valid. 
·  As only CAs on Bridge and Gateway CA trust list 

should be imported in MS Outlook, the certificate 
should be reported as being invalid (Signed by a 
CA that is not trusted). 

·  A Certificate Status check should not be performed 
in this case. 

 
 

Optional 
Steps 

 Optional: Test of certificate not under bridge CA. 

 9 Issue Certificate Participant issues a new certificate to be used for S/MIME, 
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Under unknown 
CA 

under it’s a CA not recognised as under the Bridge and 
Gateway CA 
(this may be a fictitious CA). 
 
 

10 Install Certificate Participant installs the new certificate into his MS Outlook 
email client. 
 

11 
 
 

Send Signed 
Email 

Participant sends a signed (S/MIME) email message to the 
Bridge and Gateway CA Test Email Address. 
 test1@ebgca.certipost.be 
 
 
 

12 Check Bridge and Gateway CA checks the receipt of the email, 
and checks whether the signature is invalid because a CA 
that is not trusted issued the certificate. 
 
i.e. 

·  The signature should be valid. 
·  As only CAs on Bridge and Gateway CA trust list 

should be imported in MS Outlook, the certificate 
should be reported as being invalid (Signed by a 
CA that is not trusted). 

·  A Certificate Status check should not be performed 
in this case. 

 
 

Further 
Optional 
Steps 
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2.3 - Authentication Test 
 
GOAL: Test for recognition of certificates by participants of the Bridge and Gateway CA Pilot 
in SSL Client Authentication. 
 
 
The third test validates the use of Bridge and Gateway CA issued certificates for 
authentication purposes, more specific a user authenticating him self to a web server 
application (also known as SSL Client Authentication). 
 
Note: During the pilot it may also be considered to test “SSL Server Authentication” as this is 
always used in combination with “SSL Client Authentication”. 
 
Authentication Test Prerequisites 
The Candidate Participant should have successfully completed the “ Enrollment Test” . 
The Participant should have installed the Bridge and Gateway CA Root Certificate 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Check CA 
appears on list 
of trusted CA’s 

Participant checks its own CA appears on the Web Site 
Trust List 
 
URL: http://www.ebgca.certipost.be 
 
Check that CA is mentioned on trusted list 
 

 2 
 
 

Issue Web 
Certificate 

Participant issues a new certificate to be used for SSL 
Client Authentication; under it’s own CA, which is 
recognised under the Bridge and Gateway CA. 
 
Note1: Alternately, an existing certificate may be used. 
Note2: The certificate from test 2.2 may be used provided 
that it can be used both for SSL Client Authentication as for 
S/MIME communication. 
 

 3 
 
 

Log in on web 
site 
 

Participant logs in on SSL Protected Web Site using this 
certificate. 
 
URL: https://ssl.ebgca.certipost.be/ 
 

 4 
 
 

Server 
validation of 
certificate 
 

SSL Web Server validates “client certificate” upon log in of 
the client. 
 
Bridge and Gateway CA operator should check web server 
log files to validate success. 
 
A Certificate Status check is not foreseen for the 
authentication test, as this would lead to an overly complex 
set up and configuration of the applications. It could be 
foreseen to include a manual validation of the CRL or the 
OCSP. 
 

 5 
 
 

Validate log on 
 

Participant Checks whether he is allowed to access the 
protected web page 
 
URL: https://ssl.ebgca.certipost.be/ 
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after logon, user should see a page containing information 
on the certificate he used to log on. 
 
 

Optional 
Steps 
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2.4 – Trust List Sign Test 
 
GOAL: Test for re-signing of the Trust List by a participant, and publishing of this re-signed 
trust list. 
 
 
The third test validates the use of Bridge and Gateway CA issued certificates for 
authentication purposes, more specific a user authenticating him self to a web server 
application (also known as SSL Client Authentication). 
 
Trust List Sign Test Prerequisites 
The Candidate Participant should have successfully completed the “ Enrollment Test” . 
The Participant should have installed the Bridge and Gateway CA Root Certificate 
 
 
Test Step 
Nr 

Test Step Actions 

 1 
 
 

Preparation Participant indicates to Bridge and Gateway CA which 
Certificates are to appear in re-signed trust list. 
 
Steps : 
·  Send an email to ida.support@staff.certipost.be 

This email should contain 
o Name of member state (will serve as “entity 

name” on Bridge CA”. 
o List of services to appear in the trust list. 
o Signing certificate with which to sign and issue 

the trust list. 
 
 

 2 
 
 

Re-Sign Trust 
List 

Bridge and Gateway CA will publish an updated re-signed 
trust list (signed on behalf of the participant) 

 3 
 
 

Validate Trust 
List 

Participant downloads and validates the new Trust List 
 
URL: https://www.ebgca.certipost.be/ebgca/ 
·  Click on entity with name “ participant” . 
·  Click on “Schemes” 
·  Click on TSL. 
 
Check that the new trust list contains all requested 
certificates. 
 
 

  
 

  

Optional 
Steps 
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ANNEX II - Reporting Template 
 
 
Administrative Information 
Participant 
 

 

Test Plan Reference 
 

 

Date of performing tests 
 

 

Name of person performing 
the tests 
 

 

Overall Test Result 
 

OK / NOT OK 

 
 
Test Step 
Nr 

Test Step 
Description 

Test Result 
(OK / NOK) 

Comments 

 1 
 
 

   

 2 
 
 

   

 3 
 
 

   

 4 
 
 

   

 5 
 
 

   

 6 
 
 

   

 7 
 
 

   

 8 
 
 

   

 9 
 
 

   

10 
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ANNEX III – Sample Completed Report 
 
Test user should download the Test Report template from the EBGCA portal and write 
down the test results aside each test step found in below test scripts. This completed report 
is then to be returned to the ida.support@staff.certipost.be general mailbox. 
 
Administrative Information 
Participant 
 

IDA PKI 

Test Plan Reference 
 

Authentication Test – 2.3 

Date of performing tests 
 

12/03/2004 

Name of person performing 
the tests 
 

Mr. Janssen 

Overall Test Result 
 

OK 

 
Test Results 
Test Step 
Nr 

Test Step 
Description 

Test Result 
(OK / NOK) 

Comments 

1 Check CA is trusted 
 

OK  
 
 

2 Issue Certificate 
 

OK Re-used existing 
certificate CN=Jan 
Janssen, S/N=01002423 
 

3 Log in on web site 
 

OK Received pop-up about 
trusting the server 
certificate. 
This is ok as the trust list 
was not installed in the 
internet explorer yet. 
 

4 Server validates 
certificate 
 

OK Confirmation from mr. Piet 
Pieters. 

5 Client validates log on 
 

OK Client certificate is 
recognised correctly 
 

 
 
 

   

 
 
 

   

 


