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Disclaimer

The views expressed in this document are purely those of the writer and may not, in any
circumstances, be interpreted as stating an official position of the European Commission. The
European Commission does not guarantee the accuracy of the information included in this study, nor
does it accept any responsibility for any use thereof. Reference herein to any specific products,
specifications, process, or service by trade name, trademark, manufacturer, or otherwise, does not
necessarily constitute or imply its endorsement, recommendation, or favouring by the European
Commission. All care has been taken by the author to ensure that he has obtained, where necessary,
permission to use any parts of manuscripts including illustrations, maps, and graphs, on which
intellectual property rights already exist from the titular holder(s) of such rights or from his or their legal
representative.
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Abbreviations

BCA : Bridge Certification Authority

CA : Certification Authority

ZTL : Zipped Trust List

PKI : Public Key Infrastructure

TSL : Trust Service Provider List (as defined by [2], ETSI TR 102 030 V1.1.1 (2002-03))
TSP : Trust Service Provider

ZTL : Zipped Trust List
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Management summary

Purpose of this study is to define recommendations on the usage of Trust Lists within the European
IDA Bridge/Gateway CA Pilot project. These recommendations take into account the feedback from
the different member states that were given as part of the delivery process of this document.

Detailed Trust List Usage Recommendations are made for the pilot phase, based on use cases that
represents the most common cases that are to be expected to happen during the operation of the
European IDA Bridge/Gateway CA. These use cases are used as basis for a technical architecture for
the European IDA Bridge/Gateway CA Pilot, as described in [6]. The original recommendations for a
pilot implementation include the usage of a signed zip file to distribute the Trust between the different
pilot participant members of the European IDA Bridge/Gateway CA Pilot project. For the operational
production environment however, the TSL standard was proposed. Being presented to the MS, a
strong endorsement to use the TSL standards already in the Pilot phase resulted. After further
discussions with the ETSI authors it became clear that the drawbacks to use the TSL standards in a
pilot phase could be minimised.

Finally, some known limitations of the European IDA Bridge/Gateway CA pilot are given with a
recommendation of how this should/could be handled with in an operational production European IDA
Bridge/Gateway CA environment.

This actual document is an intermediate result that shall be finalized under WP2. The final
recommendations, procedural and legal documents related to the operational European IDA
Bridge/Gateway CA will be consolidated during a next work package (WP2). The aim of this WP2 is to
produce and/or refine a set of documents such as participation documents, practices and
recommendations for the organizational and procedural aspects of such Bridge/Gateway CA and
recommendations for the end-user in validating signatures within a EBGCA context.
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1. Introduction

This document has as purpose to give a recommendation on the usage of Trust Lists within the
scope of building a bridge/gateway CA Pilot to integrate multiple PKIls in the different European
Commission member states and sectors.

The document « A bridge CA for Europe’s public administrations Feasibility study» [1], had as
purpose to identify the main issues, linked the usage of a bridge CA solution to enable interoperability
of the national administrations of Europe’s’ Public Administrations. The solution that took into account
the main points that were discussed within this study was the so-called « modified BCA PKI model ».

This « modified BCA PKI model » makes use of the concept of CTLs to distribute lists of trusted CAs
among the different member states. As the term CTL refers further in this document to the Certificate
Trust List, such as defined by Microsoft, the more generic term Trust List is used in combination of
the modified BCA PKI model, rather then CTL, to refer to a general format of trust information that is to
be distributed towards the different Europe’s’ Public Administrations.

In parallel with this initial study, an ETSI technical report [2]: ETSI TR 102 030 V1.1.1 (2002-03)
Provision of harmonized Trust Service Provider status information) was written and published. This
technical report had as purpose to define minimum requirements for the provision of harmonized
status information on Certification Service Providers and other Trust Service Providers and for the
means to provide such information. The proposed method within [2] for the provisioning of this
harmonised status information is via the so-called Trust Service Provider List (TSL). Following
recommendations for next steps that were done in [2], an ETSI technical standard is being drafted to
define a standard for this TSL. The latest status of this technical standard at the moment of this writing
is available in [4] : ETSI TS STF 102 231 V1.1.1 (2003-10) Requirements for Trust Service Provider status
information. Discussions about the implementation of TSL as Trust List for Europe’s’ Public
Administrations are therefore based on this document.

Within the current document, the concepts, the practical implementation and limitations of Trust Lists
within Europe’s’ Public Administration are discussed. Therefore the «modified BCA PKI model » ,
such as proposed in [1] is further elaborated. The possible applicability of TSLs to be used as Trust
Lists and of other standards is examined.
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2. Scope

The scope of this document is to give arecommendation whether and how Trust Lists can be used
within the « bridge/gateway CA Pilot » project. A review of standards that are actually implemented or
under study is therefore taken into account, together with a look at the existing software support for
Trust Lists.

Remark that the discussion of legal issues falls beyond the scope of this document. These issues are
addressed in [3] : IDA-BridgeCA-WP1-Annex-<1,2,3,4,5>.doc.

In chapter 3, the above mentioned « modified BCA PKI model », and more specifically the proposed
usage of Trust Lists within this model is further elaborated.

Chapter 4 describes and compares the existing Trust List standards for use within Europe’s Public
Administration.

In chapter 5, the current application support for the existing Trust List standards is examined.

As conclusion, in chapter 6, a recommendation is made for the usage of Trust Lists within the
« bridge/gateway CA » pilot project.
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3. Trust Lists within the « modified BCA PKI model »

3.1 The modified BCA PKI model

Within [1], the so-called « modified BCA PKI model » was identified as the preferred PKI model for a
Bridge/gateway CA Pilot that took into account most of the requirements and expectations of the EU
Member States. In the framework of the current study, these requirements are considered as still
being valid.

The set-up of this « modified BCA PKI » has as purpose to allow to the different Member States’
administrations to establish mutual trust, while retaining their own trust structures.

The « modified BCA PKI model » consists of a mixture of the so-called Web/Internet Trust model and
the Bridge Model (cfr. figure 1), as described in [1] and is the consequence of the fact that many
Member States wishes to keep a certain level of control on the certificates they are trusting.

The actors within this model are :
1 European Bridge/gateway CA
several PKIl infrastructures at member and/or sector level
In this model, the European Bridge/Gateway CA fulfils two roles:
it cross-certifies with different member state CAs

it issues Trust Lists for different member states and/or different sectors.

The several PKI infrastructures at Member - and/or sector level with the European public
administrations have then the possibility to download the Trust Lists issued by the European
Bridge/Gateway CA or to download cross certificates for enabling trust relationships with the other PKI
infrastructures at member and/or sector level.

The remainder of this document is focussed on the usage of the Trust Lists, rather then on the usage
of cross-certificates.

Member states had the following remarks on this “modified BCA PKI model” from study [1]:

One member state considers that a combination of both Trust Lists and Cross Certification would
lead to a too complex model. Furthermore, because of openness and neutrality limitation, he
proposes to limit the model to Trust Lists.

Based on this feedback and in coordination with the goals of the IDA initiative of DG Enterprise
(European Commission), we recommend effectively restricting the “modified BCA PKI Model” to the
mechanism of Trust Lists. The only provisioning that will be foreseen in an operational production
European IDA Bridge/Gateway CA is a storage and publication of cross certificates in case some
member states would choose to issue cross-certificates. Cross certificates are however excluded from
the scope of the European IDA Bridge/Gateway CA Pilot.
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Figure 1: The modified BCA PKI model

3.2. Usage of the Trust List within the modified BCA PKI model

3.2.1. Possible models for integration of Trust Lists

The intended usage of the Trusted List within the BCA PKI model is to distribute CA Trust Lists within
the different European Member States and sectors.

Additionally to this intended usage, one must take into account however the actual client or server
applications that will make use of this Trust List to (in)validate electronic transactions. A seamless
integration within applications that are actually responsible for the validation of these electronic
transactions is therefore required. The term « Trust List Interface » is used in the remainder of this
section to describe the interface between the Trust List, such as distributed by the Trust List issuing
CA (« Distribution Trust List») and the «Local Storage Trust List», such as used by the
validation service of the electronic transaction application (either this is done by the electronic
transaction application itself, either this is accomplished by a central validation server).

Two models could be distinguished to accomplish the integration of Trust Lists within validation
applications:
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1. The Trust List is used solely for distribution reasons of Trust Information. The structure of
the local storage of this Trust List is different from the Trust List that is distributed by the Trust
List issuing CA (e.g. the Local Storage Trust List could be a local key store that keeps also
information about personal and/or relying party certificates). This «Local Storage Trust
List » is proper to the electronic transaction application or validation server. The distribution
can happen manually or automatically. In both cases a re-structuring of all the data that is in
the Trust List is necessary. A « Trust List Interface » would take care to define the transport
mechanism of the Trust List, as well as of the transforming from the « Distribution Trust List »
to the « Local Storage Trust List ».

2. Rather then just using the Trust List as a way for transporting Trust Information, the Trust List
could also be used as a standard of local storage within the electronic transaction application
or within the Validation Server that is used by the electronic transaction application to validate
its’ electronic transactions. The Trust List Interface would only need to take care of the
definition mechanism of the Trust List. All client applications would use in this case the same
Trust List standard.

“Distribution
Trust List”

Trust List
issuing CA

Trust List Interface

Distribution of Trust List
Distribution of [Trust List

Remote validation request
of eletronic transaction

YValidation
server

“Local Storage
Trust List”

“Local Storage
Trust List”

Remote validation of
Local validation of eletronic eletronic transaction

transaction

Figure 2 : Usage of Trust Lists within the modified BCA PKI model

The main drawbacks of the first model (where one must transform the « Distribution Trust List » into a

« Local Storage Trust List » to comply with actual standards that applications uses for the storage of
trusted Certificates information) are:
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The possibility that, if the « local storage Trust List» standards are not bound to some minimal
requirements, not all information that is present in the « Distribution Trust List», could be
stored in the « Local Storage Trust List », reducing the security functionalities in the validation
process of an electronic transaction.

In the case a manual processis used (e.g. download from a website and integrate in a local
key store, there is an enhanced risk on errors if one has to re-encode the same information
into another format.

The « Trust List Interface » between the « Distribution Trust List » standard and the different
« Local Storage Trust List» standards must be defined and maintained .

Formal accreditation of transaction validation software would be less straightforward, because
of the different “ Local Storage Trust List ” standards that need to be addressed.

The above reasons indicates that, rather then restricting the usage of a Trust List as a way to transport
Trust information, it is preferably also defined as a means of local storage of Trust Information to
minimise the risk on interoperability issues. This introduces of course the need to a standard for a
Trust List, which is widely accepted and implemented by all concerned parties (PKI Industry,
governmental bodies, transaction applications industry...).

3.2.2. Usage of Trust Lists - remarks

In above paragraph , 2 ways of using a Trust List were proposed, either to use the Trust List, solely as
a way for distributing Trust, either to use the Trust List as a way to distribute and perform storage of
this information. In both cases, a “Trust List Interface” is needed that will define how the Trust List will
be integrated from the Trust List Repository into users’ applications.

Member states had the following remarks on this proposition:
One member state is in favour of the model, where the Trust List is used solely as a way for

distributing Trust. Integrating the Trust List into existing key stores is considered as having a too
heavy impact on (existing) key stores implementations.

Based on this feed-back and in coordination with the view of IDA (EC) on this, we recommend for the
pilot phase for a model where the Trust List is used solely as a way for distributing Trust. In the
operational European IDA Bridge/gateway CA environment, a detailed study will determine the need
for changing existing key store implementations for integrating the Trust List model in this key store.

One member state proposes to define an additional “Trust List Exchange Protocol” to define the
exchange of Trust Lists between trusted sources and applications.

The “Trust List Exchange Protocol” is considered and will be implemented as part of the “Trust List
Interface” in the operational European IDA Bridge/gateway CA production environment.

3.3. Trust models within the modified BCA PKI model

Before a recommendation can be made on the CTL standard to use, it is very important to describe
the exact trust model that is required behind the trust distribution. Within this section a number of
suggestions for this trust model are made, based on the outcome of [1].

More specifically, in the modified BCA PKI model was suggested that Member States and/or sectors
within Europe’s’ Public Administration would have 2 possibilities, either to accept the Trust List, such
as issued from the European bridge/gateway CA, either to change this Trust List and sign itself the
newly created Trust List. Elaborating on the latter model, the 3 following trust models are identified:
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