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1. elD in Estonia

1.1 Case Summary

Estonia has implemented the ID card as the primary document for identifying its citizens and alien
residents living within the country. Before introduction of this card, no national personal
identification document - neither physically nor electronically - did exist in Estonia. The card,
besides being a physical identification document, has advanced electronic functions that facilitate
secure authentication and legally binding digital signature, in connection with nationwide online
services.

There is only one version of the national ID card — no optional features or variations exist. All
cards are equipped with a chip containing electronic data and a pair of unique digital certificates
relating to each individual. In emergency cases (e.g. loss of the card) the certificates can be
suspended if required — disabling the ability to use the card for electronic authentication and
transactions.

The Estonian ID card scheme is the overall responsibility of the Estonian Government's Citizen and
Migration Board (CMB) and is regulated by the government's National Identity Act. The process
itself is managed through a tight public and private partnership with two key private organizations,
the AS Sertifitseerimiskeskus which is a joint venture between banks and telecommunications
organizations in Finland — acting as Certification Centre - and TRUB Baltic AS which is the
company that personalizes the card itself — both physically and electronically.

The overall aim of the CMB was the introduction of a reliable and trustworthy identification
infrastructure in Estonia, receiving high acceptance by citizens and businesses and hence
becoming a success in terms of effectiveness and efficiency of its use in everyday life. As an (e-)ID
infrastructure is a very sensible area in public administration of a country, which need to be highly
reliable and requires full-time technical support in case of problems, a solution had to found that is
based on already proven technology and that is provided by inner country software and vendors.
Besides, this infrastructure had to be scalable, flexible and standards-based for expansion to other
services as well as forward-looking to enable also cross-border use.

Considering these overall goals, specific objectives and the organisation of service delivery, the
interoperability requirement is that of different public services which have to use the same
auxiliary services, i.e. digital signature, authentication, document encryption. Beside the use for
application of public services or signing of documents, the approach is universal and is also
applicable to private use and services. The interoperability requirement is met by employment of
standardised workflows in form of a common document format applicable to each service
independent of its provider (DigiDoc) and a central common public, service-rendering resource,
connecting national databases (X-Road). In addition, a centralised infrastructure of a national,
unique identification number for each Estonian resident has been employed serving their
authentication (not only) in electronic processes. Each workflow where digitally signed data or
documents are integrated in the legacy systems, IOP in the front-office to back-processes has
been achieved, in the other cases front-office to front-office flows are concerned. Almost 70 per
cent of Estonian residents own an ID card out of which 2.5 per cent use the electronic features of
the card. Several applications are already working with elD, like e.g. e-voting pioneered at the
local government elections in 2005 and with the e-ticketing of public transport tickets as one of
the most massively used application.
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1.2 Problem addressed

1.2.1 Specific Problem

Prior to introduction of the present ID card there was no personal
identification document which could be applied both physically as
well as electronically. The same applied to residence permits.

In terms of interoperability in the Estonian elDentity Management
project, interoperability had to be employed where auxiliary services
(digital signature, authentication, document encryption) are to
support different primary services.

Service 1
 Service 2
 Service 3

]

Auxiliary services
[

]

As the main objectives of the Estonian elD card is to digitally sign,
documents, encrypt documents and to authenticate users, the
natural focus of service delivery is on the front-office to front-office
processes and where documents are directly integrated in the
respective legacy system, front-office to back-office processes are
also concerned.

To meet the interoperability requirement, a central database of
unique identification numbers, allocated to each Estonian resident
has been established providing authentication of the card holder (i.e.
the applicant or signing person). To enable identification and
authentication for different services via a corporate infrastructure, a
common public, service rendering resource — X-Road - has been
developed. Based on Internet, X-Road connects public databases
and information systems, tools centrally developed by the state (i.e.
the State Portal Centre) and the X-Road Center (management and
control of the gateway) with the Certification Centre for the (e-)ID
cards. The elD card of citizens is just a secure token for different
purposes where access to these purposes, i.e. public services is
provided by a single point of entry - the E-Citizen Portal. To digitally
sign documents, a communication model using standardised
workflows in form of a common document format (DigiDoc) has been
employed. DigiDoc format is based on the XML Advanced Electronic
Signatures standard (XAdES) and is a profile of that standard.
XAdES defines a format that enables structurally storing signed data,
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sighature and security attributes associated with digital signature
and hence caters for a common understanding.

1.2.2 General Background

Issued by the Estonian Government’s Citizen and Migration Board
(CMB), national ID cards represent the primary source of personal
identification for people living within Estonia and are mandatory for
all citizens and resident aliens above the age of fifteen.

The Estonian identification card carries two discreet functions:

— Physical Identity — can be used as a regular ID in conventional
real-world situations — anywhere one would typically need to
prove identity, age and so on.

— Electronic ldentity — enables citizens to use the same card to
electronically authenticate to Web sites and networks, and/or
digitally sign communications and transactions as required.

There was no national ID card scheme in place in Estonia before the
launch of the new ID card project. Conventional ID card schemes
(e.g., corporate cards) have been in operation for some time within
Estonia; however the dual-purpose physical/electronic ID cards were
not so familiar. To fulfil the scheme's requirements, the Estonian
Government’s Citizen and Migration Board required a single, holistic
system which could process and provision users with a dual-purpose
smart identification card. The process had to be straightforward for
citizens (to register and receive), easy to administer (for technology
controllers) and above all, be secure and reliable. In conjunction
with the ID Card initiative, the CMB were also eager to drive the
adoption of electronic signatures within the region, thus streamlining
key public service and commercial processes for residents and
businesses.

The Estonian ID card scheme is the overall responsibility of the
Estonian Government’s Citizen and Migration Board. It is responsible
for the issuance of identity documents to citizens and alien residents
as required by the government's National Identity Act. The CMB is
the institution that physically receives card application forms from
residents. However, the process itself is managed through a tight
public and private partnership. Two key private organizations work
with the government to support the ID card project:

— AS Sertifitseerimiskeskus (hereinafter 'SK'") — a joint venture
formed in 2001 between two of Estonia’s largest banks
(Hansapank, Eesti Uhispank) and telecommunications
organizations (Eesti Telefon and EMT). SK functions as the
certificate authority for the Estonian ID card project and
manages a complete range of associated electronic services —

GP - Case: elD in Estonia 10-2006, vs 1.0

Service:

Electronic Identity —
enables citizens to use
the same card to
electronically
authenticate to Web
sites and networks,
and/or digitally sign
communications and
transactions as required

Types and level of

agencies involved:

e Estonian
Government’s Citizen
and Migration Board

e AS
Sertifitseerimiskeskus
as Certification
Authority which is a
joint venture between
two of Estonia’s
largest banks and
telecommunications
organizations

e TRUB Baltic AS — a
subsidiary of the TRUB
financial services
organization

o Certification Service
Providers (CSPs)

e Time-stamping Service
Providers (TSPs)

e As Supervising
Authority the Ministry
of Economy and
Communications, in
particular the National
Registry of
Certification Service
Providers



Interoperability at Local 'TIFDP
and Reglonal Level i

including the LDAP (Lightweight Directory Access Protocol)
directory service, OCSP (Online Certificate Status Protocol)
validation service, and other certificate-related services. SK also
manages the end-user distribution channel (through its parents'
retail bank outlets).

- TRUB Baltic AS — a subsidiary of the TRUB financial services
organization — headquartered in Switzerland. TRUB is the
company that personalizes the card itself — both physically and
electronically. TRUB receives the card application from CMB and
manufactures the card, printing and engraving the personal data
on the card, generating keys on the chip and embedding the
certificates on the card.

Besides, for the processing and controlling of digital signatures,
following authorities and agencies are relevant:

According to the Estonian Digital Signature Act (DSA), Certification
Service Providers (CSPs) certify real persons identifiable by name
and ID code and must be legal entities fulfilling specific legal
requirements.

DSA also regulates the work of Time-stamping Service Providers
(TSPs). The requirements to such service providers are generally the
same as those to CSPs. According to DSA, a time stamp is simply a
data unit that proves that certain data existed at a certain moment.

The National Registry of Certification Service Providers contains data
about all Estonian CSP-s and TSP-s. Although it confirms the public
keys of CSP-s, it is technically not a root CA in Estonia. Instead, it
functions as a supervisory authority, confirming the results of service
providers’ annual audits among other things. The Ministry of
Economy and Communications, in whose administration area the
registry works, has the right to verify audit results and inspect the
service providers' premises and relevant information.
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1.2.3 Policy context and strategy

The Republic of Estonia is a small, independent Baltic state with a
population of just below 1.4 million people. Estonia is structured into
15 sovereign counties. While Estonia is a relatively small country (in
terms of other European population sizes, land area, GDP levels,
etc.), the nation is an innovator when it comes to introducing and
adopting new technology products and services. According to spring
2006 data (TNS Emor Gallup e-Ratings study), 58 per cent of the
population regularly use the Web — the figure shows that Estonia
has one of the highest Internet-usage rate in Eastern Europe.
Internet connectivity is also very high and well accessible at homes,
offices and schools.

The legal framework associated with the issuance and government of
ID cards was established through the Identity Documents Act, which
was passed in 1999 and took effect on January 1, 2000. The specific
legislation associated with digital signatures - the national Digital
Signature Act (DSA) - was passed separately by the Estonian
parliament (Riigikogu) on March 8, 2000 and came into force on
December 15, 2000. This law regulates the framework and rules
required to effectively govern a national PKI and digital signature
infrastructure.

The primary aim of the DSA was to give electronic signatures the
same level of trust and assurance as handwritten ones. As a rule,
digital and handwritten signatures should be equivalent in both the
public and private sector. The DSA also states that public service
departments must accept digitally signed documents. The DSA
requires that each digital signature can:

— Uniquely identify the signatory.
— Bind the individual to the signed data.

— Ensure that signed data cannot be tampered with retrospectively
— without invalidating the signature itself.

While there is no direct sanction for not holding an ID card, it is
expected that as the first Estonian passports were issued in 1992
(following independence from the Soviet Union) with a 10-year
validity period, most people will apply for a card when renewing their
passport — if not already done so independently. By 2007, the
government expects over one million cards to be issued (almost the
entire registered and qualified population).

In terms of EU status, all certificates issued in association with the
ID card scheme are qualified certificates as per the European digital
signature directive 1999/93/EC. The Estonian DSA only regulates
advanced electronic signatures with regard to the EU directive.
Naturally, other types of electronic signatures can also be regulated,
but the DSA does not give them legal power or status.

One of the core components of the DSA was the establishment of
rules and regulations with regard to Certificate Service Providers
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(CSPs) — who issue digital certificates to users and manage related
security services. The Estonian DSA mandated a number of stringent
requirements (financial and procedural) to ensure that CSPs are set
up and managed properly — to perform their function to the highest
possible standard.

The DSA also regulates time stamping services which are provided
by dedicated Time Stamp Providers (TSP). These TSP service
providers have to adhere to similar laws and regulations as CSPs.
The time stamp is simply a piece of data which attests to the
occurrence of an event at a specific time. The DSA does not define
time stamps in great detail, but ensures that time stamped data
cannot be tampered with or amended without invalidating the time
stamp itself.

A national registry of service providers contains all the relevant
information associated with registered CSPs and TSPs.

A broad Personal Data Protection Act regulates the use of personal
data and databases containing personal data by public authorities
and private entities.
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1.3 Solution

1.3.1 Specific Objectives

In order to drive the adoption of digital signatures within the region,
software and technology had to be available for parties looking to
incorporate compatible applications.

When technical experts looked for a generic application or
implementation that would fulfil this requirement, no ideal solution
was found. It was also not optimal to rely on a foreign software or
technology vendor to provide and guarantee support for a critical
piece of national infrastructure. This reliance could have detrimental
impact on the country’s day-today functioning going forward.
Because of these considerations, a bespoke software model was
developed specifically to cater for Estonia and its digital signature
constituents.

In order to issue and manage the PKl-based digital credentials, the
following objectives were set by SK:

— Selection of a PKI product which is already value proven in a
range of successful deployments in similar environments;

— Scalability and Flexibility of the product;

— To have a technology structure that is based on standards since
the PKI has to interoperate with a broad range of
complementary technologies;

— Consideration of internationalization aspects since the Estonian
language is rich in non-ASCIl characters that need to be
correctly processed and embedded in the certificates;

— Auditable security and the possibility to construct reliable
processes. Technology is just one aspect of security, equally
important are the organizational and physical security measures.
Estonian legislation requires annual external info system audits
from the PKI providers.

1.3.2 Principles of elD card

The front side of the card contains the card holder's signature and
photo, and also the following data:

— name of card holder

— personal code (national ID code) of card holder
— card holder day of birth

— card holder sex

— card holder citizenship

— card number

— card validity end
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Electronic data on card

Each ID card contains all the above data except photo and
handwritten signature in electronic form, in a special publicly
readable data file. In addition, the card contains two certificates and
their associated private keys protected with PIN codes. The
certificate contains only the holder's name and personal code
(national ID code). In addition, the authentication certificate
contains the holder's unique e-mail address.
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- Certificates

Each issued ID card contains two discreet PKl-based digital
certificates — one for authentication and one for digital signing. As
said, the certificates contain only the holder's name and personal
code (national ID code). These certificates are standard X509 v3
certificates and have two associated private keys on the card — each
protected by a unique user PIN code. The certificates contain no
restrictions of use: they are by nature universal and meant to be
used in any form of communications, whether between private
persons, organizations or the card holder and government. They
contain no roles or authorizations: those where required must be
managed using some out-of-band method (see below, "Roles,
authorizations and organizations' validations™).

The certificates contain the card holder's name and national ID code.
It is agreed in Estonia that this data is public by nature. The
certificates identify the card holder uniquely because even though
there may be name overlaps, the national ID code is unique. In
addition, the authentication certificate contains the card holder's e-
mail address.

In terms of the European Council and Parliament digital signature
directive 1999/93/EC, all the certificates on Estonian ID card are
qualified certificates.

- E-mail address

The authentication certificate on each ID card contains the card
holder's government-assigned e-mail address in the format
firstname.lastname@eesti.ee. Random numbers can be used in
addition to provide unique e-mail addresses even to persons with the
same name. The address does not change with subsequent
certificate or card issuing — it is guaranteed to be a person's
"lifetime" address.

There is no real e-mail service associated with the address. It is
merely a relay address which forwards e-mails to users' "real"
addresses (e-mail accounts). Each user must configure the
forwarding addresses using an online service made available for this
purpose, and may reconfigure the addresses as often as he or she
pleases. Up to five forwarding addresses can be specified.

The address is supposed to be used in communications from
government to the person, but it can also be used in
communications between persons and companies and private
persons themselves. The addresses are available online to anyone
through CSP's certificate directory.

The address can be used as a simple e-mail address, but using the
address and the authentication certificate on the card, users can also
digitally sign and encrypt their e-mail. The digital e-mail signature is
not legally binding and not covered by DSA, but it provides receivers
additional confirmation of sender authenticity. E-mail encryption and
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signing using certificates on smart card is a standard function of
various e-mail applications.

Anti-spam measures are implemented in the forwarding server. In
addition, spamming is illegal in Estonia and spammers will be
prosecuted accordingly.

Roles, authorizations and organizations' validations

In connection with implementing PKI and digital signatures, the
question of roles and authorizations has arisen in various projects. It
is assumed that certificates for digital signing may be issued for
specific purposes only, and that a person's roles can be embedded in
role certificates that are then used for authenticating the certificate
holder into different systems and giving digital signatures in different
roles. Thus, a person needs additional role and signature certificates
for each different role (s)he has, and the number of certificates
grows, creating substantial interoperability and scalability issues.

The Estonian approach states (as also said in the Estonian DSA) that
a digital signature given using a digital signing certificate is no
different than a handwritten one. A person's handwritten signature
does not contain his or her role — the role and authorization are
established using some out-of-band method (out-of-band in the
context of certificates). The same approach also goes for
authorization while authenticating — a person's certificate should not
contain his or her authorization credentials. Instead, everyone has a
similar universal key (authentication certificate), and the person's
role and authorization can be determined using some other method
(e.g. an online database) based on that key.

A practical example illustrating the above concept is signing
documents in organization using power of attorney. In traditional PKI
environments, this has been done using some form of attribute
certificates where issues described above arise. In Estonian and PKI
context, we could ask how power of attorney given in real life is, and
use the same principles in electronic document management.
Traditionally, power of attorney is granted in the form of a document
signed by the person giving the authorization. The document is then
given to the person who receives the authorization and who can then
present the document to relevant parties if necessary. The same can
be done electronically: the person giving the power of attorney can
sign the document using his/her own universal personal certificate,
and forward the document to the person who is given authorization.
The person can then enclose the digital power of attorney with any
further documents (s)he signs. The person receiving the document
can then verify both the original signed document and the enclosed
power of attorney that confirms that the person indeed had the right
to sign such a document.

Attribute certificates can of course be used in connection with the
universal certificates and documents outlined above, but the
Estonian concept is geared more towards universal certificates.

GP - Case: elD in Estonia 10-2006, vs 1.0
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An exception to the above is organization's validation. Digital
documents sometimes need to be validated by organizations, so that
other organizations can be sure of the identity of the organization
where the document originated. This is useful for e.g. signing pieces
of databases (e.g. bank statements) online, to be presented to other
organizations. For this, SK issues certificates to organizations that
can be used to sign documents digitally. Technically, they are
equivalent to personal signing certificates on everyone's ID card, but
legally, they are not viewed as signhatures and need not be covered
by law, because according to the Estonian law, only real persons can
give signatures. The "organizations' signatures” must therefore be
viewed simply as additional tools for proving information authenticity
(that it really originated from a specific organization) which may or
may not be accompanied by a digital signature of a real person
working in that organization. Still, the PKI complexity stops here,
and besides personal and organizational signature certificates, there
is no need for personal role certificates or anything else more
complex.

GP - Case: elD in Estonia 10-2006, vs 1.0
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1.3.3 Implementation

In order to bring digital signatures into everyday life, common
understanding and signature handling practices are required. In
addition, software and technology must be available for anyone
interested, in order to create compatible applications. After all, the
key to unleashing potential digital signature benefits lies in
communication between organizations, not within one organization.
Therefore, it is vital that all organizations in a given community
interpret and understand digital signatures the same way. In case of
Estonia, the community is the whole country.

SK, together with its partners, delivered a comprehensive digital
signature architecture called DigiDoc. DigiDoc is a universal system
for giving, processing and verifying digital signatures created by AS
Sertifitseerimiskeskus. It can be connected to any new or existing
piece of software, but its components are a stand-alone client
program and a Web portal.

The core components of DigiDoc are:

— Client Program — DigiDoc Client is available to anybody to
download for free. Anyone can use it to verify digital signatures
or, if you have an Estonian ID card and smartcard reader,
generate digital signatures.

— Web Portal — The portal is located at http://digidoc.sk.ee and is
available to all ID cardholders free of charge. Its functions are
similar to the client program — you can use it to generate and
verify digital signatures. In addition, you can use it to have a
document signed by a number of people. With a few clicks of the
mouse, you designate the people whose signatures you need on
the document, and they can all sign it in the same portal. Every
user has a directory of his or her documents which no one else
sees but where anyone can send documents to be signed by
you.

— File Format — DigiDoc specifies the file format for storing a digital
signature and other technical data in a container file, together
with the original file that was signed. All DigiDoc-enabled
programs must support this format, and it must be possible to
export files from all the programs into stand-alone files, to be
verified with the stand-alone DigiDoc Client.

— Software Library — The DigiDoc library is available to all
developers as a program library in C and as a Windows COM
component. It can be connected to any existing or new software.
For example, you could add DigiDoc support to accounting
software, document management system, Web and intranet
applications, and so on.

On the server side, DigiDoc provides an RFC2560-compliant OCSP
server, operating directly off the CA master certificate database and
providing validity confirmations to certificates and signatures. On the
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client side, it provides a number of components — the most
important being the digital document format, which is key to
common digital signature implementation and practice.

SK based the DigiDoc document format on XML-DSIG standard. In
February 2002, ETSI published its extensions to XML-DSIG as ETSI
TS 101 903, also known as XAdES (see also
http://www.openxades.org). DigiDoc document format is a profile of
XAdES, containing a subset of its proposed extensions.

Based on the document format, a library was developed in C
language that binds together the following:

— DigiDoc document format
— SK's OCSP validation service

— Interfacing with the user's ID card using Windows' native CSP
interface or cross platform PKCS#11.

Workflow description

The elD card is used for identification at the E-Citizen Portal. This
portal serves as a gateway to the services of approximately 20
different databases. Here, a person can check his or her data in
these various national databases and fill out application forms, sign
and send documents, and receive information about planned
electrical supply interruptions in the specific area. The DigiDoc
system described above is needed by citizens to start giving and
receiving digital signatures.

After identification at the E-Citizen Portal, services mainly of the
central public authorities like Benefits and Social Assistance,
Citizenship, Health Care or many others may be applied for (see
www.eesti.ee). The validity of the citizens' certificates will be
confirmed (OCSP) and a time-stamp given to the applications. Via a
common public, service rendering resource which connects the
national databases - the Internet X-Road - the application messages
are securely exchanged. More than 350 organisations already joined
this Internet-gateway.

GP - Case: elD in Estonia 10-2006, vs 1.0
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Architecture of service delivery via elD in Finland
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In 2004, The Parental Benefit Service was awarded for the best
government agencies cooperation solution.

Five information systems interact the data (real time).
— Citizens' Portal

— Register of Social Insurance Board

— Population Register

— Information system of Health Insurance Fund

— Information system of Tax and Customs Office

National = =
Pension
ATHUMIO Citizens
Register 1< of the Portal %%
Health — U A
Insurance
Fond Citizen
Population ,ﬂ, LI
Rengister -
1S of tl:ie
S —— Official
Board

Security and Privacy

The data protection question is not seen to be very relevant in the
context of Estonian ID card because there is very little private data
involved in the card issuing and further utilization process. There is a
broad Personal Data Protection Act in effect in Estonia which
regulates the use of personal data and databases containing
personal data by public authorities and private entities, and Estonian
Data Protection Inspection is the government body overseeing that
the requirements of the act are met and enforcing compliance if
necessary.

The certificates on the card are available publicly in a directory
service and contain only the card holder's name and personal ID
code, which are considered public data by law in Estonia. In addition,
e-mail addresses in authentication certificates are also available in
the directory. The directory contains only valid (active) certificates:
if a person suspends or revokes his/her certificate, it is also removed
from the directory and the data are no longer available.

GP - Case: elD in Estonia 10-2006, vs 1.0

Warranty of security

and privacy:

e Only little data is
saved on the ID card

e Estonian Data
Protection Inspection
controls that
requirements of the
Personal Data
Protection Act are met

e Personal ID code is
held publicly together
with card holder's
name and are
considered public data
by law in Estonia
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The public data file is not published anywhere online. The personal
data on the card in visual and electronic format are accessible only
to those persons to whom the card holder physically presents the
card.

The general stance to ID card and data protection in Estonia is that
the card should contain as little private data as possible. Instead, the
data should be kept in databases at relevant authorities, and a
person can use the card as key (authorization method) to access his
or her data in the database.

Requests by third parties (e.g. representatives of authorities) for
private data are logged and logs are available online for the
individual upon request (via the citizen's portal). Thus such approach
presumes justified interest on behalf of authorities. An individual can
submit additional queries regarding the requests.

Awareness and Marketing

Till now, the electronic usage of elD cards has been mostly the
realm of professionals and enthusiasts. This mainly due to:

- the time required to change the mindset;

- lack of inevitable applications (e.g. compared to free Internet
telephony);

- initial technical glitches which discouraged some first-movers
and resulted in lack of hype for the ID card;

- relative expensiveness of ID card readers (currently readers are
offered at more than three times cheaper price than some years
ago).

However, currently the card is used very actively as the token for

verification of a valid e-ticket in city public transport. One of the key

drivers behind a rapid and successful adoption of e-tickets is the
price difference between e-tickets and paper tickets.

The elD function of the bank card is currently much more often used
as that of the ID card. However, in order to strengthen the use of
the elD card instead of the bank card citizens as well as banks shall
be convinced by economic logic: As Internet use is affected by
viruses and other similar things updated security features and other
applications are permanently required in order to provide secure
services. This costs lots of money for the banks for services which
are not directly related to their own business. Also citizens need to
update their systems for these purposes which would not be the
case if they use the elD functionalities.

Currently, the Computer Security 2009 initiative has been launched
with the aim to ensure a more secure use of internet by application
of PKI products and services. E.g. internet banking transaction limits
which presume usage of higher security means (e.g. PKI tokens)
shall be decreased significantly. Also, new PKI products and services
are in production.
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Warranty of security
and privacy:
e Card holder can

suspend or revoke
their electronic
certificate form the
card (for only "offline"
use of the card)

e Public data file is not

published anywhere
online

e Card is used as key to

access his/her data in
databases in public

authorities instead of
containing these data

Awareness and

Marketing:

e Currently, the use of

the e-function for
identification is mostly
the realm of
enthusiasts

e However, card is

widely used as token
for verification of valid
e-tickets in public
transport

e e-tickets are cheaper

than paper ones and
force their use

¢ Increase of Internet

security envisaged by
development and use
of PKI products and
services

e As the use of the elD

card saves costs for
banks and also for
citizens in terms of
Internet security,
economic logic will
support the change
from using banking
cards to elD cards for
public service
applications
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1.4 Features making it a candidate for good practice exchange

1.4.1 Impact

The Estonian elD roll-out is known to be one of the most successful
in Europe. It has been organised in a valuable public-private
partnership and there are already many applications working with it.
E.g. Estonian citizens can use it to buy e-tickets for public transport
and it allows drivers permit verification. Citizens can browse through
their information in the population register; they can digitally sign
documents or check their telephone bill. The card is also be used for
health insurance and banking purposes.

The first Estonian ID cards were issued in January 2002. In the first
year, more than 130,000 cards were issued, and the total figure up
to now (mid 2006) is more than 950,000; i.e. almost everybody has
one, considering that citizens under the age of 15 do not need one.
2.5% are users of the e-function of the ID-card in terms auf
identification and authorisation in public services.

Estonia has a PKI penetration of more than 67%. The reason for its
major success is that Estonia is a relative small country with almost
1.4 million residents.

The card is meant to be universal and its functions are to be used in
any form of business, governmental or private communications. It is
already helping people to make everyday communications more
convenient.

Although the ID card project is a success it took five years instead of
the originally expected 14 months to implement the infrastructure
and raise awareness and high uptake due to legislative and political
issues. Another challenge was to promote the use of the card and to
make people getting used to it.

Like in many cases the take-up of eGovernment service applications
based on the elD card was very slow due to the reasons mentioned
in the Awareness and Marketing chapter above.

With the DigiDoc library easy-to-use interfaces to the signature
relevant features are provided and there is no need for application
developers to know OCSP protocol specifics or DigiDoc (XAdES, XML-
DSIG) format internals. It can be embedded in any application or on
top of it. A COM interface has been implemented, making it easy to
add DigiDoc support to any Windows based application supporting
COM technology. A Java implementation is also provided.

Despite these strengths, providing the libraries and formats was not
enough — because these do not add value to end users without real
applications. Although it is expected that DigiDoc support will
eventually be present in most Estonian document management
systems and Web sites dealing with documents, a number of sample
or reference applications were also provided. The parental benefit
service, the health care services or taxation services are good
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Outreach:

e > 950,000 residents
own an ID card, i.e.
almost full national
roll-out

e e-functions are active
by default and 2.5%
are using it

Performance:

¢ DigiDoc support will
eventually be present
in most Estonian
document
management systems
and Web sites

e Easy to use function
as DigiDoc client is a
Windows application

e No need to install
stand-alone software
on user side as
functions are provided
via a web portal

e Libraries,
specifications, and
applications are
provided free of
charge to Estonian
public
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examples in this regard. DigiDoc Client is a Windows® application
that lets users simply sign and verify documents, and DigiDoc portal
is an application that lets users do the same online — without the
need to install any stand-alone software. Both are based on the
same DigiDoc library and thus fully compatible e-signatures given in
Client can be verified in portal and vice versa. The libraries,
specifications and applications are provided to the Estonian public
free of charge, and it is expected that digital signature usage in
common life and everyday business and government practices will
grow significantly through 2003-2008. The first official digital
signatures in Estonia were given using DigiDoc Client on October 7,
2002.

1.4.2 Relevance of the case for other administrations that could learn from the experience

With the national elD card the Estonian government follows a
pragmatic and simplicity approach avoiding some of the contentious
aspects of ID cards in general:

— ID cards do not contain any digital biometrics;

ID cards do not contain any roles or authorizations. Where such
is required these must be managed using some out-of-band
method;

— The certificates are simple and only contain the holder's name
and personal code (national ID code);

— There is not central aggregation of loads of user data as the card
is only the 'key' to user data stored in public authorities;

— The certificates contain no restrictions of use: they are by nature
universal and meant to be used in any form of communications;

— The use of the elD card is easy to understand for users as it only
contains two functions to be used with two different PIN codes,
one for digital signing and one for authentication;

— Users may disable the electronic functions of the card in case
they have lost it or they have doubts or fears about using these
functions;

— Users do only need card and card reader for using the system.

However, the use of a unique national ID code for identification still
bears some risks for abuse and privacy concerns are present. The
success of such applications is highly dependent on the trust users
have in the system including the legal regulations encompassing also
the control of its use. In addition, as an objective and a possible
killer application of the card is its multifunctional use, in particular in
the private sector, one has to consider whether it is appropriate that
these private sector organisations know the identity of their clients.

GP - Case: elD in Estonia 10-2006, vs 1.0

Innovativeness:

e Simplicity of the card
(no digital biometrics)

e Simplicity of the
certificates (only
contain name and ID
code)

o Simplicity of its use
(only two functions:
digital signature and
authentication)

e No restrictions in use
since certificates are
universal

e No central aggregation
of loads of user data

e Possibility to disable
the electronic
functions of the card
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1.4.3 Transferability

Foreign Certificates

DSA regulates the recognition of foreign certificates, stating that in
order for them to be recognized equivalent to those issued by
Estonian CSP-s, they must be either confirmed by a registered CSP,
be explicitly compliant with DSA requirements or covered by an
international agreement.

DigiDoc and OpenXAdES

Estonia launced the OpenXAdES initiative which is, as the name
indicates, an open initiative where anyone is welcome to join.
OpenXAdES is a free software development project aiming at
profiling XAdES (XML Advanced Electronic Signatures), technical
standard (TS 101 903) published by ETSI (European
Telecommunication Standards Institute). With digital signatures,
common understanding of the document format is critical as digital
signatures can't be converted. Open XAdES' mission is to
concentrate efforts on developing a common document format and
share implementations supporting this. With DigiDoc, a uniform
platform based on XAdES has been developed which has the
following important features:

— Can be verified offline without any additional information;

— Signature can be given to several original documents at the
same time;

— Protection against format attacks — type of signed document is
also signed;

— Original document can be in the container or stored separately;

— Original document can be XML or any binary file (Word, Excel,
PDF, RTF etc);

— Zero, one or more signatures per container;
— One validity confirmation per signature.

In June 2003, AS Sertifitseerimiskeskus and Finnish
Vaestorekisterikeskus (Population Register Centre, PRC) signed an
agreement for improving digital signature interoperability between
the countries, with the goal of making digital documents a reality
within and between Finland and Estonia. Estonia and Finland invite
other parties from other communities to join the project and thus
expand the network of "digital countries".
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Transferability:

e Foreign certificates
can be dealt with
when they are
confirmed by a CSP or
are compliant with
DSA requirements
covered by
international
agreement

e Launch of the Open
XAdES Initiative
aiming at commonly
(with other countries)
profiling XAdES which
is a standard
published by ETSI

e Agreement on IOP
between Estonia and
Finland
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1.5 Results

The Government's objective is to reach one million ID cards issued
by 2007. Besides the use of the national ID card, Estonian residents
can also use their Internet banking identification data to access
online public services (more than 70% of Estonian residents use
Internet banking, the highest proportion in Europe).

The most important application for public services, - the e-Citizen
portal — can be used by both cards for authentication purposes. As
internet banking already started in 1995, citizens are more used to it
and tend to login to their bank and then go to the portal. E.g. many
people (65%) declared their tax online with bank codes but not
through the elD card. Hence authentication is currently not the Killer
application for elDs in Estonia though the main purpose of the elD
card is to authenticate its owner.

Beside authentication, the card can also be used for secure e-mail.
The idea was to give a lifetime e-mail address to the citizens so the
authentication certificate contains an e-mail address. The e-mail
address provided by the government looks like the perfect
communication channel. Since it works voluntarily, and the citizen
has to login to the citizen portal and register the address, not
everyone does this.

The card can be also used for encryption of documents so that only
the person intended to view the document can decrypt it. This is a
very efficient means for secure transfer of documents using public
networks.

One of the most successful applications is the electronic ID-ticket
which can be used for travel in the public transport of Tallinn, Tartu
and Viimsi as well as in the county of Harjumaa. During year 2005,
passengers using this e-ticket service purchased a total of 975,263
electronic ID-tickets. Today, more than 110,000 persons use the ID
ticket system every day.

Another application is Internet voting piloted in 2005. As the
infrastructure was in place, it was desired to use it via the elD card.
I-voting was based on an envelope scheme. The citizen makes a
choice and the choice is then encrypted with the public key of the
whole system. Many international observers were present at its first
run. However, there were and still are some privacy concerns about
the I-voting and the buying of public transport ticket with the elD
card mentioned above. E.g. even if the personalisation of tickets
actually eliminates the risk of forgery (which is an issue with non-
personalised paper tickets) the transport company knows the
identity of the person who bought the ticket. The success of these
applications is highly dependant on the trust users have in the
system. Of course one can always travel anonymously by buying a
paper ticket.
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Benefits:

¢ Unique identification
throughout public and
private services

e Provision of secure e-
mail account and
unique e-mail address

e Possible encryption of
documents

e e-tickets for public
transportation is a big
success as it is used
110,000 times per day
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In May 2006, the largest banks and telecoms (SEB Eesti Uhispank,
Hansapank, Elion, EMT) as well as the Ministry of Economic Affairs
and Communications of Estonia signed a co-operation agreement to
launch a nationwide "Computer Protection 2009" initiative, pledging
to invest up to EEK 60 million to increase end-user PC protection and
awareness in Estonia.

The initiative aims at making Estonia a country with the most secure
information society in the world by year 2009. To this end, a number
of sub-projects have been launched, one of the priority fields being
the promotion of ID card-based authentication in the use of e-
services. Thus PKI should become the main method of authentication
as well as transaction verification within the three years with a total
of ca 600,000 active users. Parallel to the existing ID card, mobile 1D
will be launched by the beginning of 2007 enabling secure
authentication and digital signing using a mobile phone.
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Future developments:

e Launch of the
nationwide "Computer
Protection 2009"
initiative in order to
making Estonia leader
in secure information
management
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1.6 Learning points and conclusions

Many lessons were learned while organising, developing,
implementing, and running elDs in Estonia and are presented below.
As Estonia is a main driver in the OpenXAdES initiative and elD
adheres to this standard, many lessons can also be stated on a
rather general level which stem from the OpenXAdES group.

Digital signature is universal

Think of your handwritten signature. Whether you sign a paper as a
citizen, the CEO of your company, the head of some non-profit
hobby association or as a bank customer - the scribbling that you
draw on paper and that is called a signature always looks the same,
regardless of your role. Whether you were indeed authorized to sign
the document or did agree to its content or other such questions are
totally different matters, just as in the traditional world. Aim merely
at providing users a way of working with legally binding digital
signatures.

Document must be self-contained

No additional validation services should be needed for verification
after the signature has been created and saved. Documents should
contain the digital signature, original signed data and all other data
necessary for document verification. Using the data in the document
file, it is possible to firmly establish whether the digital signatures
are valid (whether the certificates were valid at the time of signing
etc).

Legislation is important

Since we are talking about legally binding signature, legal framework
for digital signatures is critical. Different countries have different
digital signature regulations and you should provide solutions which
are as flexible and universal as possible. OpenXAdES is such a
solution which fully complies with the Estonian digital signature
regulation, as well as the EU directive 1999/93/EC, regulating the
general use of digital signatures within the EU. There is also a
chance that OpenXAdES is already compliant also with the regulation
in your country.

Additionally, when talking about legislation, we cannot only
concentrate on strictly digital signature and PKl-related acts:
whether you can use digital signatures or not depends also on the
legislation of other generic areas of life, e.g. administrative
procedure, civil relations, court proceedings etc. A number of
European countries are at a disadvantage in this respect: although
digital signature law is in place, other laws foresee that documents
can only be used on paper. Estonia is in a good position because
many of the country's laws have recently been passed or updated to
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Critical success
factors for 10P:

e Aim merely at

providing users a way
of working with legally
binding digital
signatures

Document must be
self-contained - no
additional validation
services should be
needed after the
signature has been
created

The use of legally
binding signatures
requires a valuable
legal framework

As different countries
have different legal
frameworks, provide
flexible and universal
solutions to be
connective with these
countries
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reflect the vision described above: digital documents and paper
documents should be used interchangeably in everyday life in private
and business relations and should be considered equivalent in all
respects.

PKI hype is over, business value is important

It is no more the year 2000 where technology opened all the doors
(and buzzwords guaranteed immediate funding). Set the focus on
added business value to organizations and end users. This may
sound painful to some PKI enthusiasts: many PKI projects carried
out so far do not justify the costs made and do not add significant
value to anybody. Avoid this pitfall by trying to be as simple as bare-
bones as possible, while adding considerable value to any business
process which uses legal documents. This ensures hat the business
requirements would take precedence and that the most appropriate
technology would be used to implement them.

Open standards and trust are critical for user confidence and
interoperability

Digital signatures and the whole PKI is based on trust and confidence
- implementers and end users need to be aware of what actions
cause what outcomes in the system, and that the system is really
doing what it claims to be doing. Open source and free software,
based on public standards enable that anyone can examine the
project and document internals if necessary. E.g. do not use any
heavyweight and cutting-edge time-stamping protocol for signature
timing and validation - instead, use lightweight and proven
standards such as OCSP.

Our main competitor is pen and paper

Remember that we are talking about giving signatures to
documents. This has been done the same way for many hundreds
and thousands of years. Telling people that it can also be done
differently is a very complex task and you are facing fierce
competition from traditional signing tools, pen and paper. If you
cannot explain the benefits of the new method to people and
organizations and do not credibly demonstrate that it is more cost
effective to them, you will fail and people will continue using paper
documents.

PKIl business model must be based on certificates and
corporate services, not end-user services and transactions

This is a direct consequence of the above point: Understanding and
accepting the new system is already hard enough for people. If you
want to charge them lots for using the digital signature, they won't
ever use it. A place where persons can be charged is issuing a
certificate for them, but after that, it should be free, both the
services and the software.
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Critical success
factors for 10P:

e Business requirements
should be the driver
not the most
sophisticated PKI
solution

e Base your project on
open standards to
enable trust in the
system

e Use open standards to
be prepared for
interoperability

¢ Demonstrate the
additional benefit by
using the new solution
in contrast to the
traditional way

e Base your business
model on certificates
and corporate services
in stead of end-user
services and
transactions
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Capitalize on already existing IT investment

Much of the infrastructure that is necessary for using digital
signatures is most often already in place. Most people and
businesses have access to PC-s and the Internet. Countries and
communities are starting to distribute universal national or regional
ID cards. Having an ID card and access to smartcard-reader
equipped PC should be the only thing a person needs for using the
digital signature.

The costs to businesses and end users should be limited

We do not need to construct complex expensive PKls for each
different service: single PKIs, perhaps even on a national scale such
as in Estonia, are suitable for all purposes.

People should be able to understand digital signatures
Complexity has been the key inhibitor in successfully providing PKI
services to end users, and much of that complexity is due to the fact
that current services and products have been specific to one service
or organization only. People have to learn new approaches and new
interfaces for each communication pattern, and it is very frustrating.
Having a single certificate and PIN code for all digital signature
purposes is all that a person needs, and people can also understand
this, exactly as they can understand using ATM cards and mobile
phones.

Single tokens are more secure

When people have only a single token to look after, they know they
have to be very careful with it. If a single card carries the
authentication and digital signature functions such as in Estonia,
security-critical functions can be easily established and maintained,
such as a round-the-clock helpdesk for suspending card and
certificate validity in case of loss or theft. Problems associated with
outdated or insecure passwords are eliminated, as smartcard- and
certificate-based authentication gains momentum.
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Critical success
factors for 10P:

e Capitalize on already
existing IT
investments in to
protect investments
also on user side

e One unique PKI
system for all public
services would be
more beneficial than
having one for each
service

e Provide easy to
understand services in
order to drive their
dissemination

e Provide single tokens
as they are more
secure than having
different solutions
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1.7 References and links

All URL's worked out on the last visit on 04.09.2006:

The Estonian ID card project information, including the newest version of their Whitepaper, is
available online at http://www.id.ee. Contact at info@id.ee.

Important papers which also build the basis of this case study are:
Cybertrust 2005: Managing Digital ldentities and Signatures through Public/Private Partnership
(http://www.cybertrust.com/media/case_studies/cybertrust_cs_easton.pdf)

The Estonian ID Card and Digital Signature Concept. Principles and Solutions. Whitepaper.
Version: June 5, 2003 (http://www.id.ee/file.php?id=122)

Acts:
Digital Signature Act: http://www.esis.ee/ist2004/101.html or PDF:

(http://www.esis.ee/ledgislation/digital_signatures_act.pdf#search=%22digital%20signature%20ac
t%20estonia%22)

Personal Data Protection Act: http://www.esis.ee/ist2004/103.html

Further useful references and websites:
—  AS Sertifitseerimiskeskus: http://www.sk.ee

— DigiDoc Format Specification. Version 1.3.0, 12.05.2004
(http://www.id.ee/file.php?id=342#search=%22digiDoc%20format%20specification%22)

— Modinis IDM 2006: National profile for eGovernment IDM initiatives in Estonia. In: D 3.5: IDM
Initiatives  Report. (Estonian  example: https://www.cosic.esat.kuleuven.be/modinis-
idm/twiki/bin/view.cqgi/Main/EstonianProfile)

— OpenXAdES group: http://www.openxades.org

— Web Portal to generate and verify digital signatures: http://digidoc.sk.ee

— E-Citizen Portal: http://www.eesti.ee
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Annex 1: Assessment Questionnaire for the MODINIS Case
Descriptions

In order to ensure the case descriptions meet the information needs of stakeholders in
interoperability at the local and regional level, we ask you to complete this short assessment
questionnaire. Your feedback will be used to improve the next version of the present case and will
also be taken into consideration when writing up more cases to be described in the course of the
project.

CaSE DBING FEVIBWE . ...t e e b et et e e et e e et be 1 es ste e e s e e e ettb e e et be s et bt e e s

1.) Information content

a) Completeness of description

1 5
. |- ee |- |- |
only few all
relevant relevant
aspects aspects

b) Detail of description

1 3 5 3 1
|--mmmeee |---mme e |- |- |

too right too many
general level details

1 3 5 3 1
|- |-=mmmees |- |- |
too right too
short length long

3.) Structure / headings

unclear clear
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4.) Margins

1 3 5

|- |- - |

misleading not necessary good
orientation

5.) Learning potential

1 5

. |- ee |- |- |

none at all many new insights

6.) Usefulness for your own work

1 5

|- |- |- |- |

not at all very much

7.) Transferability of case to your country

|- R |- |- |
not at all very high

8.) Will you get into contact with the contact person?

1 5
|--mmmeee |---mm e |- |--mmm oo |
certainly for sure
not

Comments

Your affiliation

L] L] L]
local/regional national IT
government government business
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