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TARGET AUDIENCE OF THIS FINAL REPORT

The primary audience for this report are decisiakens, such as Chief Information Officers (CIOs),
strategy experts and project officers of the Euanp&nion Member States or the European Union
Institutions who are involved in the establishmehEuropean Public Services. This document is also
more generally targeted at all stakeholders invliveEuropean Public Services: managers, suppliers,
and policy analysts.

GUIDE FOR THE READER

This document is the final report of the Europeaterdoperability Strategy elaboration, phase Il. The
report should be of interest to a variety of staiteérs.

The executive summary provides the context anatiteomes of the study, and is thus adequate as an
overview of the main elements for those readerk liitited time.

For those interested in having more details orsthdy results, chapter 3 will be of interest.

Full results of the study can be found in chapBfand subsequently in chapter 4). For those istede
in the methodology, we recommend reading chapiem2ore detail.

Finally, the Annexes (added subsequently) providditnal details supporting the conclusions and
outcomes of the study.

A Glossary will help those for whom this is a neeld.

USEFUL DEFINITIONS

European Public Services

In this document, European Public Services meanortas-border public sector service supplied by
public administration’s either to one another, or to European busineasdscitizens by means of
cooperation between those administratiods."

Interoperability

The definition of interoperability endorsed in th@ocument takes into account the fact that
interoperability is much more than the exchangelath between ICT systems and also includes the
ability of disparate organisationswmrk together Interoperability is defined as follows:

"Interoperability within the context of Europeantig Services is the ability of disparate and dsesr
organisations to interact towards mutually benefi@and agreed common goals, involving the sharing
of information and knowledge between the orgarisati via the business processes they support, by
means of the exchange of data between their rdagpeicformation and communication technology
(ICT) systems®

1 Refers to either national public administratiors @ny level), or bodies acting on their behalfd/an EU public
administrations
2 A definition taken from th®raft European Interoperability Framework v.2W@ork in progress).
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Scenario

A scenario is a focused set of concrete actionsepted in a chronological order which aims at
achieving a given objective. All scenarios can §seased in the light of risk and value criteria.

Scenario evaluation criteria: risk and value critelia

Risk criteria

Organisational Complexity: Evaluates the organisational complexity of thioas in terms of
planning, execution and control. This relates te W#arious governance processes (internal
structures and processes, scope, time, cost, yuaiource, skills and communication).

Technical Complexity. Evaluates the technical complexity of realisihg factions. It covers
aspects such as technical issues of linking commystems and services, interconnection
services, data integration, middleware, exchangeessibility, security and novelty.

DependenciesEvaluates the risk associated with the interddpeaies and inter-relationships
with other actions and/or external parties (e.jeotlepartments, other organisations...etc). For
example, an action under study may see its sudeggndant on the success of another action.

Lack of Stakeholders’ Buy-in Evaluates any perceived risks associated withmisalignment
of stakeholders, of objectives, of working stylelspolitical opinions, etc

Value criteria

Efficiency: Evaluates the ability of a scenario to carry otioas quickly and to produce results
with little wasted efforts. This criterion is ustmlevaluate the time to market in comparison to
the required efforts.

Effectiveness:The effectiveness evaluates the potential of teeago to make an impact on its
objectives, its potential to create powerful reswdhd high added value for the users of the
solution, regardless of the time and efforts resplir

Necessity This criterion is used to evaluate the value stanario in the light of the estimated
cost of status quo.

Visibility & Reusability: This criterion is used to evaluate how well thense® is positioned
to be visible and reused at European Union level.

Strategic Driver

Drivers are major forces or trends that could peedif or negatively shape or influence the futufexo
focus area. Drivers have a complex relationshifn wéch other; some drivers are an outcome of other
drivers. Some are reasonably predictable, othersare uncertain.

Different types of strategic drivers were identifiecHere are some of these: political drivers sugh a
processes, policies, local decision making (i.ectedns, the EU agenda, declaration X, ...), economic
drivers such as economic downturn, procurementtigeaand housing; societal drivers such as ethical
and cultural diversity, trust in charities, glo@pulation movements; technological drivers such as
online communities, interactive websites, attitudesdata use; and environmental drivers such as
climate change, corporate responsibility and gtaration.

The drivers are typically on the background whitEng the strategy elaboration. They impact the
definition of the strategy and related actions.
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EXECUTIVE SUMMARY

1. This report provides an overview of the work Daperformed for the Commission’s IDABC
unit at the Directorate General for Informatics hwit the European Interoperability Strategy
(EIS) elaboration project. The EIS has the aim tovide direction and to prioritise the
undertaking of actions to achieve improved inteoact exchange and cooperation among
European Public Service administrations acrossdvsrdnd sectors. The IDABC programme
and the ISA programme (the Interoperability Solutidor European Public Administrations)
which was jointly adopted by the European Parlianaerd the Council on 16 September 2009,
are driving towards increased cross border Puldiwi€es interoperability. This report presents
an action plan towards this goal and contributessti@ngthening the vision of future
eGovernment services beyond 2010.

The goal of this report is to:

¢ Provide EIS recommendations to the Commission tandresent courses of action
supported by the Member States;

e Support the development of the ISA programme ahdraielated EU initiatives;

* Present the methodologies used by Deloitte to capfiember State priorities;

e Advise the Commission in the development of projeesed and horizontal activities
and initiatives to improve cross border interopéitsb

2. Interoperability between public administrationgiacial in achieving European integration and
pertains to core aims of the European Union. Thpomance of interoperability is hard to
overstate and the interests of the Member statg®ad users are high to overcome barriers to
the easy delivery of services across borders acibrse End users are the final recipients of
these services; however, the prime partners imapeability for the EIS are the Member States
and public administrations. Increased cooperatiwh @mmitment of these actors is therefore
essential in the development of the EIS.

3. During phase I, a vision for the future of Europ@arblic Services was established. This vision
has been approved by the Member State CIOs. Thandtatement reads as follows:

In 2015, interoperability has significantly fostériéuropean Public Services delivery through:

« Appropriate governance organisation and processené with European Union
policies and objectives;

* Trusted information exchange enabled by commonteed) cohesive and coordinated
interoperability initiatives, including completiaof the legal environment, elaboration
of interoperability frameworks and agreements aeroperability standards and rules.

It is important to emphasise that the Member Std@s agreed not to pursue a horizontal legal
basis for interoperability for the time being. As enmediate result, to achieve the goals set
forth in the vision, it is necessary to work withet Member States towards goals which
emphasise common concerns and address recurringgsiss provide added value for Member
States administrations.

4. This vision for European Public Service was refimedh set of objectives, divided into four
clusters and nine focus areas. Based on the imrabitity vision and objectives outlined,
multiple approaches are possible based on techioditical, budgetary and time constraints.
This report sought to identify the main strategi@ctions supported by the Member States in
overcoming interoperability barriers in each of fbar interoperability clusters and nine focus
areas.
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5. In addition, this report will argue for a major enagsis on increased cooperation between public
services administrative personnel to support imterability. Interoperability is more often than
not significantly hampered by barriers which go dr&y merely technical constraints. Core
issues in making public services talk seamlesslyrie another often depend on aligning
business processes within administrations. Thignalent of processes is often contingent on
such factors as narrow interpretations of mandatesponsibilities and budgets. Business
process managers within these public services mightinstance, perceive any alignment of
process components with other services as a fundairess of control in the way they provide
service to local constituents. Close cooperatiomlined with increased awareness and
political commitment may provide incentives to emcge interoperability initiatives at the
Member State public administration level.

6. While every policymaker recognises the need foeropierability, a compelling vision of the
benefits of interoperability is a hard sell in thlesence of tangible returns. During workshops
Member States’ representatives repeatedly empldagiseneed for sector-specific initiatives as
a way to achieve demonstrable benefits. Givingrjpyido a project-based approach to tackle a
well-defined problem set is essential to achiewbegefits within a particular domain or sector,
with the aim at reusing the approaches and solsiiioother sectors where possible.

7. The future of European Public Services is heavigpahdent on the rapid evolution of
information technology. The necessary infrastrugtuwhether it is supporting semantic
interoperability, trusted information exchange ocreased cooperation through collaboration
platforms, is being built to enable this future, onder to allow the seamless delivery of
European Public Services. The promise of theseliagatechnologies lies in overcoming the
barriers to cross border interoperability.

8. This report presents for each objective an actlan prganised in a set of scenarios, or concrete
activities. The main principles and approachestzi the stated objectives are summarised as
follows.

Cluster: Trusted Information Exchange

Focus area: Semantic Interoperability
« Agreement on interoperability standards and rules
« Content, format and means of info exchange areesiy
* Work together with standardisation organisations;
« EC leadership.

Focus area: Information availability and usage
« Agreeing and gaining a political mandate for doévities;
* Respecting subsidiarity, finding the correctanale;
» Respecting the principle of availability;
« By reaching achievements step-by-step;
« Developing the SLAs by collecting best practices
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Focus area: Trust and privacy
« By respecting privacy: reliable and trustworthy;

* Via related focus areas: semantic interopergbilitformation availability and
usage and catalogue of services.

Focus area: Catalogue of services
+ Centralised structure, decentralised feed;
« Complete and high quality information.

Cluster: Interoperability architecture

Focus area: Interoperability architecture
* Project based,

* Centralised structure, federated implementation.

Focus area: Expertise support and methodologies
« Building expertise groups;
« Making assessing standards available.

Cluster: ICT implications on the new legislations

Focus area: National and cross-border sector-$pégfislations sustainability
« Implementation of an increased cooperation medtogyy.

Cluster: Accompanying measures

Focus area: Interoperability awareness
» Starting with direct marketing campaigns toweabdsision makers;
¢ Indirect messaging via demonstrating benefits;
» Targeting different audiences with specific naggs;
« Involving other stakeholders such as industry;
« Creating the sense of necessity and urgency.

Focus area: Sharing best practises (using collibarplatforms)
« By understanding the business, capability andnelogy issues of users;

e Through user outreach, standards organisation amitreand building
communities centred around the sharing of spedfintent (best practices,
lessons learnt);

e By using collaborative platforms.
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INTRODUCTION

The EIS elaboration project was divided into twagds. This final report covers the second phase of
the study.

The final report of the first phase, issued in N28P9 and presented at the CIO meeting on 26 June,
summarised the conclusions reached at the endiofitht phase: a common vision, the problem
statements, focus areas, priorities and objecfimemteroperability, and a possible methodology fo
developing scenarios in anticipation of the seqoimaise of the project.

The second phase dealt with the EIS itself and @iatageaching an agreement on possible scenarios
for achieving the agreed priorities, reaching ameagent on suitable EIS and ISA governance
models, endorsing and implementing the EIS.

The overall objective of the European Interopergb®trategy (EIS) study is to develop and propmse
common strategy — the European Interoperabilitat8gy (EIS) — which will contribute to achieving
cross-border and cross-sector interoperabilityoter and more efficient delivery of electronibpa
services all around Europe, the so-called Europedntic Services.

After having agreed on the scenarios and a coneettef actions, the governance model of the EIS
(roles, processes and responsibilities for plannimgplantation, monitoring, adaptation and control)
have been agreed upon and put in place in ordstety the EIS and all associated actions. The EIS
governance model also makes it possible to adaptEil$ and associated actions when deemed
necessary.

A first draft of this final report was presented @ctober 2009 to the IDABC, the Pan-European
eGovernment Services Committee (PEGSCO) and thepean Commission’s Internal Technology
Committee (CTI) meetings. At the end of Octoberirat fversion was submitted to the CIOs in
preparation of the ™t Member State CIO meeting and in preparation ofNzémo eGovernement
ministerial Conference.

At the end of November, the consolidated conclusibrthe two phases of the project was then
released for public consultation. This provided tpportunity for external stakeholders to provide
their comments and input to the EIS. In January020# final version of this report was submitted fo
acceptance by the Commission. This final reporppses the framework for the implementation of
the EIS with the associated action plan, the gamra model and all the instruments required to
ensure its monitoring and sustainability.

The structure of this report reflects the successteps undertaken during the second phase ofi$he E
elaboration project; it contains four different ptexs:

» This introductory chapter to this final report et the background and context of the EIS
project, with special emphasis on the second pbasee project. This chapter also presents a
brief introduction to the first phase of the EI9ject;

» The first chapter establishes the institutional arghnisational context of the EIS project;

» The second chapter describes how the DeloitteegitaEramework was adapted to the specific
requirements and challenges of the EIS assignniéms. chapter also describes how, at the
governance and operational levels, the Portfolim&gement Methodology was split into three
successive phases: the Portfolio Design Phase,Ptrdolio Management phase and the
Portfolio Execution and Monitoring phase. The ajppio used for the three workshops
conducted during the second EIS phase is alsoibedcr
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» The third chapter describes the results of theegirareflections at the level of the EIS and also
at the level of the clusters and the focus aréahduld be noted that the text sets out to present
the strategic considerations for each level, withepeating the same items at several levels,
and thus the reader should be able to arrive ail gicture by combining the reflections at
various levels. These reflections are structurenuraadt the Deloitte Strategy Framework,
addressing four strategic concerns at each stcaigg!:

* Where? What is the landscape, what is the scope, whetbab® activities take place?
* Why? What is the reason for these activities, why doneed to act, what are the drivers?
* What? What are the expected results, end products?

 How? How can we reach the expected results, what arendens to get to the desired
target, what are the processes, organisation, gamee? The strategy, leading to an action
plan.

* The conclusion summarises the key findings and estgmns for the European Interoperability
Strategy and the ISA Programme. The projected s&es for the European Interoperability
Strategy and the ISA Programme are also preseeted h
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THE EIS ELABORATION PROJECT

1. BACKGROUND AND CONTEXT
1.1 Organisation Profile

IDABC stands for the Interoperable Delivery of Epean eGovernment Services to Public
Administrations, Businesses and Citizens.

The IDABC programme aims to encourage and suppartdelivery of cross-border public-sector
services to citizens and enterprises in Europejmprove efficiency and collaboration between
European public administrations and to contribotenbking Europe an attractive place to live, work
and invest.

To achieve its objectives, IDABC issues recommendat develops solutions and provides services
that enable Member States and European admingsisatio communicate electronically while offering
modern public services to businesses and citizeasirope.

1.2 Interoperability and the European Interoperability Strategy

As the European Commission has pointed out, todatyoag drive is needed to mobilise commitment
to transforming and modernising public servicekimope. This transformation should be achieved by
avoiding creating barriers to the Internal Markeair this challenging transformation to be succéssfu
the interoperability of cross-border European RuBlervices needs to be addressed at the European
level?

Interoperability can be defined as the ability idpérate and diverse organisations to interachen t
pursuit of mutually beneficial and agreed commonlgoinvolving the sharing of information and
knowledge between the organisations via the busimpescesses they support, by means of the
exchange of data between their respective infoomaind communication technology (ICT) systems

Support for the interoperability of European PulSiervices is a core task of the IDABC programme
and is explicitly requested in the Decision to iexpent the programrhe

In June 2008, during the second annual meetindi@fMember State Chief Information Officers
(ClOs) and the European Commission representativegs agreed that, within the framework of the
IDABC programme, &uropean Interoperability Strategy (EIS) would be developed in order to address
the drive needed for improving the interoperabitiffeuropean Public Services.

The European Commission requested Deloitte to ocetepthe following project: “Supporting the
European Interoperability Strategy Elaboration”yotigh the specific Framework Contract on
Enterprise Architecture services No. DI/06211.

The main interoperability activities of the IDABGqggramme include the design of the European
Interoperability Framework (EIF), the European fofpeerability Architecture Guidelines (EIAG) and
the European Interoperability Infrastructure Seesi¢EIIS).

4 http://ec.europa.eu/idabc/en/document/7#¢2his and the following paragraphs.

5 European Interoperability Framework v.2.0 (draftdiscussion).

6 Decision 2004/387/EC “Decision of the Europeari&@aent and of the Council on Interoperable Deljvef pan-
European Services to Public Administrations, Busses and Citizens (IDABC)”;
http://eur-lex.europa.eu/LexUriServ/site/en/oj/200%81/|_18120040518en00250035.pdf
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The figure below illustrates the InteroperabilityoW@rnance Pyramid. This figure shows the
relationship between various interoperability editres which support the establishment of European
Public Service activities:

Figure 1: Interoperability Governance Pyramid

ARTEFACTS & INITIATIVES EUROPEAN PUBLIC
SERVICES ACTIVITIES
[ —- Governance
EIS
EIF > Conception
Guidelines TE—_ Implementation
Services & Tools NE=—> Operation

Source: Draft European Interoperability Framewatk @ — Beta 01, p. 3.

The European Interoperability Strategy (EIS) widhtplement the EIF, EIAG and EIIS and steer the
subsequent work on cross-border interoperabilibe EIS is at the top of the governance pyramid and
is directly steered by the ClOs of the Member State

The implementation of the EIS can be defined as aation plan to address cross-border
interoperability in order to facilitate the implemation of EU policies and initiatives. The goaltbé
EIS is to define, in cooperation and in agreemeith the Member States, a vision, a problem
statement and a set of focus areas comprising e@nactions with a view to improving the delivery
of European Public Services through cross-borderaperability.

In order to establish a systematic approach tagthvernance of Interoperability at the EU level, the
EIS will define the organisational, financial angeoational framework for supporting cross-border
and cross-sectoral interoperability as well asdkehange of information between European public
administrations, taking into account existing anoljesed EU programmes.

In addition, in terms of interoperability, the Eifll contribute to the future eGovernment vision
beyond 2010.

The EIS, once adopted, will become a key input itite EU's new programme — ‘ISA’, the
Interoperability Solutions for European Public Adistrationg — which has been proposed by the
Commission. The ISA Programme will focus on thosejqrts derived from the EIS that will
contribute most to the interoperability of Europ@&arblic Services.

7 Decision No 922/2009/EC of the European Parliarmedtof the Council of 16 September 2009 on interaipility
solutions for European public administrations (ISA)
http://eur-lex.europa.eu/JOHtmI.do?uri=0J:L:2009:ZOM:EN:HTML
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2. PHASE II - APPROACH - METHODOLOGY - PROCESS

2.1 Introduction

The unique scale and complexity of the EIS proged the lack of precedents to draw on meant that
Deloitte effectively started this assignment witmethodological challenge to take up.

Deloitte decided to adapt several complementanhatstiogical approaches to the elaboration of the
European Interoperability Strategy.

In this chapter, the successive methodologicakdigfowed are presented phase per phase.

2.2 Phase | Approach

For the first phase of the project, both a top-dewd a bottom-up approach were followed.

The top-down approach helped define the visiondesired state, for European Public Services’
interoperability. This vision was the first con&eaiutcome of the EIS project. Once the vision was
defined, a bottom-up approach, supported by thenilgw and workshop proces8efacilitated the
elaboration of a common view of the main interopéits-related problems between the Member
States.

The Figure below illustrates the five successivepstof the first phase, as well as their related
outcomes. These five steps are represented byafioavs. Firstly, the project defined a vision for
interoperability. Secondly and thirdly, problemtstaents were defined based on interoperability
problems collected during the Member State intevsieFourthly, focus areas and objectives were
identified and clustered. Lastly, a methodology $oenarios development, or how to transform the
identified objectives into actions was developed.

Figure 2: EIS Phase | - five steps for bridging thegap between the ‘AS-IS’ and the ‘TO-BE’

“TO BE” VISION “AS IS” SITUATION
Steps

1. Definea 2. Collect 3. Define |, 4. Define focus 5. Transform
Vision problems problem areasand objectives
statement / into actions

QOutcomes

Jmnrmbiliw

8 This common view was derived from the interviewsdicted with the experts of 30 countries (of wi2éhEU Member
States, as well as Iceland, Liechtenstein, NorwalyBurkey) and from the Problem Statement Workdteld in Brussels on
March 4, 2009, with the Member States’ and coustréxperts present on that day. Experts from thieviing countries
participated to the Problem Statement Workshop bald/arch 4, 2009 in Brussels: Austria, Estoniadnd, Hungary,
Lithuania, Norway, Slovakia, Spain, Poland, andulite
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Source: Deloitte
During the first phase of the EIS project, over idterviews were conducted, involving both the
Member States as well as several services of thepgan Commission.

By the end of the first phase, 26 EU Member Staims been interviewed together with Iceland,
Liechtenstein, Norway and Turkey. In addition, matews took place with several members of the EIS
Project Management Board and with representativebeofollowing Directorates-General: DIGIT,
EMPL, INFSO and TAXUD. The interviews with EC repeatatives were tailored to the specific
needs of these sector-specific stakeholders. Wrigedback received from DGs COMP, EAC, and
TRADE was also taken into consideration.

The Member States’ and EC’s current statuses (aefments, future ideas, ambition...) were used to
fine-tune the vision and define what the Europederbperability Strategy should focus on.

Figure 3: EIS Interview Process

EIS mission statement

/ Current Status Vision

\ EIS vision
] s Challenges =z EUNEIENTE
- |&.ﬁ'§ I\n IS problem statement
e | = T o Focus Areas and
\ Opportunities == e
e @ b Objectives

Sinich oy

'

EIS focus areas and
ohjectives

In addition to the interviews, three workshops lgftutogether Member State representatives, and
provided necessary information and feedback onnthik in progress. The three Workshops were a
“vision” workshop, a “problem statement” workshopdaan “objectives” workshop. They provided
important insights related to the associated phakt® EIS Strategy Framework.

During phase |, Deloitte tailored its Target OpiegtModel (or TOM), which helps communicating
how strategic priorities and principles translatevd to lower, more operational levels. As shown on
the left side of the Figure above, this generic ehdths been tailored to the four layers that most
influence ‘interoperability’. The ‘Politics and Lalj layer can be found at the top of the TOM. This
layer describes which political priorities and leggsues enable and support interoperability. The
second layer is called the ‘Information Exchanggelr and focuses on the data exchanged and related
semantic requirements. How interoperability is oigad and concretely implemented through
collaboration between several stakeholders isubgst of the third layer, ‘Process and Organisgtio
The concrete services delivered for cross-bordeeraperability and the related supporting
technologies are analysed in the ‘Service Offerlagér.

The reason for adjusting these categories of ipaability to the EIS project was, firstly, the dee
apprehend the provision of European Public Seniitesdynamic way. In this sense, this model made
it possible to address the relationships, depeneenand underlying processes between layers.
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Secondly, the TOM was used to support the consuftabf the Member States experts with
interviews. Thirdly, it was used to structure tipp@ach, methodology and outcomes of the study.

2.3 Link between Phase 1 and Phase II: the clustetefocus areas, and their
objectives

At the end of phase I, Member States had the oppitytto comment on the EIS study Phase 1 Final
Report (v.4) which presented the preliminary resaftthe study.

On the basis of these comments, the IDABC unit gsed a reorganised set of priorities which was
presented to the Member States at the third CIGtingekeld in Brussels on June 26, 2009. In this
proposal, the 11 focus areas, as defined in thr@rt,epere classified into three clusters:

e 1st Priority cluster - Trusted information exchange

This cluster covers topics such as semantic ineradplity (project-based semantic
interoperability, dictionaries, core components géxbnomies), information availability and
usage, trust and privacy and catalogue of services.

e 2nd Priority cluster - Interoperability architectur e

This cluster includes interoperability architecturmailding blocks and related expertise and
support as well as methodologies and guidelines.

» 3rd Priority cluster - ICT implications of the impl ementation of new legislations

This cluster covers support and verification ati#g, assessment of ICT implications of cross-
border initiatives and related legislation, andmarp to European public administrations in
relation to the implementation of EU legislation.

In addition to the three clusters, the Commissimppsed two accompanying measures. These were:
» 1st accompanying measure: Raising interoperabilitawareness

* 2nd accompanying measure: Sharing of best practicesing collaboration platforms

2.4 Phase Il Approach

Building on the outcomes of phase |, Deloitte opiedeverage on two specific methodologies: the
Deloitte Strategy Framework and the Deloitte PdidfManagement Methodology.

As for the first phase of the project, the choi€é¢hese two methodologies reflects the need to tadop
both a top-down and a bottom-up approach for ektbay the EIS.

The top-down approach, supported by the Deloittat&gy Framework, helped identify the high level
strategic drivers and define high level strategiesa Methodologically speaking, the EIS Strategy
Framework applied an incremental, staged and iverapproach, taking into account the following
strategic perspectives: the Growth and Innovatiersgective, the Strategic Resource Management
perspective, and the Managing Uncertainty and Chgngnvironment perspective. Alongside these
three strategic perspectives, four key areas afeglic concern also provided a common lexicon to
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apprehend interoperability-related issues, cha#lengnd opportunities. These four key areas of
strategic concern are summarised by the followingstjons: “when”, “why”, “what”, and “how”.

As for the bottom-up approach to the EIS elabomatibe Portfolio Management Methodology was
split into three successive phases: the Portfoéisifh phase, the Portfolio Management phase and the
Portfolio Execution and Monitoring phase. This agmh was leveraged at the operations and
governance levels when elaborating alternative axoes) or logical suites of actions, in the view of
reaching the objectives agreed upon at a previtages Similarly to a portfolio of projects, the
scenarios and their related actions were structmradogical and interconnected way.

The Figure below illustrates the top-down (stratedjivers and axes at cluster and focus area levels
and the bottom-up approaches (scenarios and actiaigective level).

Figure 4. Top-down / bottom-up approach

VISION S —

ICT Implications Accompanying e Strategic
of new legislatio Measures Drivers

is Strategic
Semantic | _I."_fo. - Trust & |[Catalogue E.xpertlse ion 1op . teg
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acy . . & Method y o **| Sharing H
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The Figure below provides an overview of the ddfdrsuccessive steps of the Portfolio Management
methodology (see next section for further detai)jch helped refining the portfolio of scenarios
through the funnelling of the various possible apypaities.

Figure 5: Selection of scenarios using the Portf@iManagement methodology

Identification of Scenarios Scenarios ElS draft Agreement on EIS
Strategic Axes | Evaluation Selection Final Report v0.2 ElS Final Report v1.0
Elaboration of L 4 +  Generic scenarios

SCEnarios 4 . resented to ClOs

Action Strategic axes Scenarios . EIS draft EIS Start of the
W3 W5 Ws Final Report v0.1 Final Report ISA Programme

The selection of these scenarios has been condostéte basis of the risks and values perceived for
each scenario. Potential risks include organisatiand technical complexity, dependencies and lack
of stakeholder buy-in, whereas value opportunitieslude efficiency, effectiveness, necessity,
visibility and reuse.

Once the portfolio of scenario was refined aftevesal iterative evaluations, the Portfolio
Management Methodology addressed management ofpadleat the level of the EIS by focusing on
governance, prioritisation and portfolio managenugréstions.

The following two sections explain these two apphms and their related methodologies in more
details.

2.4.1 Deloitte Strategy Framework

Through a period of research, review and consahatiorresponding to the first phase of the EIS
project, Deloitte developed a deep understandingtefoperability-related problems, requirements
and objectives by bringing together Member StatesEuropean Commission Expert Groups.

The second phase focused on elaborating the Eurdpéaroperability Strategy together with key
stakeholders. This strategy constitutes an impbrguide to the further development of the
interoperability of cross-border European Publicv®es in the European Union.

For elaborating the EIS during this second phdse Deloitte Strategy Framework served as one of
the foundations for our methodological approach.
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The Deloitte Strategy Framework was therefore amthpb the EIS project in order to address
interoperability-related challenges in a comprehensand systematic manner. This strategy
framework provided a set of analytical perspectiard approaches that leverage Deloitte intellectual
property (IP) and seminal research.

The EIS strategy framework applies an incremergbhsed and iterative approach to developing
interoperability capabilities, taking into accotimé following strategic perspectives:

- Growth and innovation perspective allows scope for change as new opportunities and
innovations arise, as interoperability awarenesgunty and intellectual capital evolve, and
as lessons are learned and technology is devefapbeér;

- Strategic resource management perspectivenanages financial as well as human resource
capacities constraints.

- Managing uncertainty and changing environment perspctive manages underlying
political, economic and legal uncertainties andataoms across Member States and sectors;

The Deloitte Strategy Framework also provided aroom lexicon for adopting a comprehensive way
of understanding interoperability-related issuelsallenges and opportunities. This mindset was
structured around four key areas of strategic concehich were summarised in the following
questions:

- When? What is the landscape, what is the scope, whilrthes activities take place?

- Why? What is the reason for these activities, why émeed to act, what are the drivers?

« What? What are the expected results, end producteeéthctivities?

« How? How can we reach the expected results, whaharméeans to get to the desired target,
what are the processes, organisation, governane@?iy the strategy and related actions.

Methodologically, for the EIS to be comprehensind dalanced, these four strategic concerns had to
be clearly answered. The figure below illustrates fiour areas of strategic concerns at the ceAftre.

its periphery, the three arrows reflect the thitegtegic perspectives adopted during the elaboratfo

the EIS.

Figure 6: The Deloitte Strategy Framework
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The EIS strategy framework also seeks to providicgnt flexibility for individual Member States,
local authorities, and specific sectors, to deteentiow they go about interoperability implementatio
within a common framework and set of strategic dlpjes in order to maximise benefits and
efficiencies.

2.4.2 Deloitte Portfolio Management Methodology

For the EIS, it is the top layer of the managempgyrtamid (see Figure below), the Portfolio
Management methodology, which helped translatiegviiion and focus areas’ objectives into a fully
fledged Strategy for Interoperability in Europe.idtalso the Portfolio Management methodology
which helped establishing the governance model thar EIS. It is this Portfolio Management
methodology which will be most useful for the implentation of the EIS.

The intermediate level of the management pyramidgiam Management and its methodology, help
to manage the execution of large organisational taals-European programmes such as the ISA
Programme. This includes the vision, policy, goesice structure, integrated work planning, scope,
and quality of such programmes. It also assesseplans for risks, identifies and resolves issaas,
monitors and communicates on progress achievedPTdgram Management methodology could be a
useful tool for the future governance of the ISAdgtamme, as well as other programmes.

At the bottom level of the management pyramid; &bjManagement helps to plan, execute, and
monitor individual projects (potentially in the dewt of programs) within set time and budgetary
constraints. It measures performance and escatsess, risks, etc, where and when necessary. The
Project Management methodology is also a potensaful tool for the management of projects
related to the future implementation of the EIS.

It is the top-level Portfolio Management Methodaolotgilored to the EIS project that is further
developed in the section below.

Figure 7: The EIS / ISA Management Pyramid
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The strengths of Deloitte Strategic Portfolio Mamagnt Methodology is its flexibility, as it allows
through an iterative process the continuous aligiinoé projects and initiatives with the scenarios
chosen for reaching the strategic objectives seinaine EIS.
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From this generic framework, the EIS study partidylelaborated on three successive steps which are
consistently reflected in the three phases of thfglio cycle applied to the second phase of the
project:

» The Portfolio Design Phaseduring which various scenarios for achieving dibgectives were
elaborated. This first phase was supported by tkaasio methodology developed during the
first phase of the project;

» The Portfolio Management Phase during which scenarios were evaluated in thetligh
previously agreed risk and value criteria and whiefined the portfolio of scenarios by
funnelling possible scenarios. This phase also #asv elaboration of the EIS and ISA
governance models for managing these scenariotheatevel of the EIS itself, portfolio
management came into play, whereas at the levéheflISA Programme, both programme
management and project management came into play.

» The Portfolio Execution and Monitoring Phase during which the basis for monitoring the
realisation of the chosen scenarios was establistasl supported by the Balanced ScoreCards
methodology. During this phase, key performancécaidrs (KPIs) were identified. These will
be used later to reflect on the tactical executibthe scenarios in tangible actions and results
evaluated in terms of the agreed EIS.

This Portfolio Management methodology was appliedhe second phase of the EIS project. The
added value of this methodology is the progresedimement of the scenario portfolio through the
funnelling of the different opportunities, or scena.

To that extent, the three successive workshopsumed during the second phase of the project were
centred on the elaboration of scenarios for thedBi®their selection based on value and risk citer

Deloitte applied a combination of both a top-dow & bottom-up approach for the elaboration of
scenarios. The top-down approach to the elaboraifoscenarios focused on the identification of
strategic drivers and strategic axes at clusterfaquls area levels. From a bottom-up perspecthee, t
elaboration of scenarios was conducted by meassesfarios (or logical suites of and actions aimed
to achieve a specific objective).

The elaboration of scenarios for achieving resoiftghe priorities identified during phase | incldde
the following:

- Identifying strategic drivers for each focus arad eelated objectives by identifying the major
factors and trends which could shape or influehegfuiture of a focus area and its objectives;

- ldentifying strategic areas along the strategicsaa drivers;

- Elaborating scenarios, or focused sets of conatens aimed at reaching given objectives,
combining both top-down and bottom-up approaches;
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3. OUTCOMES PHASE II: STRATEGIC DIRECTIONS

3.1 Introduction

This chapter describes the strategic directiongHerEuropean interoperability efforts, based an th
strategic objective of reaching the vision for mfeerability.

In 20135, interoperabilify has significantly fostered European Public Services delivery through:

- Appropriate governance organisation and processes in line with European
Union policies and objectives;

- Trusted information exchange enabled by commonly agreed, cohesive and
coordinated interoperability imitiatives, including completion of the legal
environment, elaboration of interoperability frameworks and agreemenis on
interoperabilify standards and rules.

The strategy for interoperability in Europe hagéflect the actions needed to reach the desired end
state, the vision set out above. In order to entlugealignment between the vision and the various
levels of the strategy, a strategy framework waiugll the reflections on the highest level, th& E
level, are designed with this vision in mind.

As described in the previous chapter (Chapter Zoréach — Methodology - Process) the scope of
interoperability is large. In order to manage wispe, Deloitte worked at various levels: at EM&le
at cluster level and at focus area level.

The following chapter describes the results ofdinategic exercises at these three levels. It shioal
noted that the texts aims to present the stratamisiderations for each level, without repeating th
same items at several levels, the reader shoukdiiable to get an understanding of the full péctu
by combining the considerations made at variousléevihese considerations are structured around
the Deloitte Strategy Framework, which addresdesaeh level, four questions:

* Where?What is the landscape, what is the scope, whethat® activities take place?
*  Why? What is the reason for these activities, why doeed to act, what are the drivers?
* What? What are the expected results, actions, end prsduct

* How? How can we reach the expected results, what arendans to get to the desired target,
what are the processes, organisation, governance?

In addition to these elements, some external dsieee reflected at the level of the EIS, such as
growth and innovation, strategic resource managementand managing uncertainty and the
changing environment
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3.2 Strategic directions at the EIS level

3.2.1 Introduction

With the help of the EIS, a plan of action is betfggigned in order to improve interoperability wWith
the European Union (and other participating coestrsuch as candidate countries and EFTA
countries). Interoperability is defined as the igpibf diverse systems and organisations to work
together (inter-operate). This strategy will onlycdis on interoperability in cross-border services
delivered between public administrations.

3.2.2 Today’s interoperability drivers

On the political level, interoperability is neededfoster the enhancement of the common market via
the four freedoms and, in particular, mobility iurBpe. Interoperability supports the economic
integration of the countries and well as the cddatibn of the internal market. Other European
legislative frameworks also require interoperapilibetween administrations at all levels.
Interoperability thus indirectly impacts the reatisn of several European policies and initiatives.

Today, the challenge facing public services in B is to answer the needs of mobile citizens and
businesses in a seamless manner and across b@derges need to be fast, reliable and accurate,
and at the same time reachable via various disitoibichannels. Interoperability will support the
provision of European Public Services to citizenshusiness, and between administrations, with the
aim of having more efficient, increased and seasrgesvice provision.

Today, several organisations are under pressureo&ircutting and increased efficiency. This has pu
interoperability under the spotlight. There neealbé concrete coordination between the EC and the
Member States on interoperability activities inertb deliver greater impact and focus. At theeam
time, administrations should be able to concentifag& efforts and not avoid spending resources on
the same developments many times over. This approasults in a cohesive and consolidated
approach, in the respect of green values.

3.2.3 Tomorrow's challenges

Today we are in the driving seat of defining atsigg for interoperability based on the informatioa
have collected. As the world around us is rapidigirging, we also need to consider external factors
impacting the future of this strategy. The strateggs valuable as we make it and above all ibtsan
static paper. It needs to be reviewed and update@ oegular basis taking the environment and
external challenges into account.

Here are three EIS external challenges to be ceresid

Growth and innovatiannew opportunities and possibilities are offergddieveloping technology and
innovation. There is a need to stay compatible widw technologies and emerging concepts.
Interoperability activities could even facilitateniovation by anticipating the future needs of thblic
sector. In addition, the level of maturity, awareheand intellectual capital outside and inside the
organisation is growing, offering opportunities fioprovement.

Strategic resource managemetttday, as organisations struggle with reducedwess, resource
management and prioritising are crucial. Changegriorities require resource reallocation. In
addition, periodic changes sometimes require e®saurces. This might also have an impact on the
resources available for the EIS implementation.

Managing uncertainty and the changing environmientimes of economic crisis, uncertainty adds a
bitter flavour to all activities. Moreover, issulidee climate change and environmental concernsedriv

us to search for new ways of working. Political idEms and legal requirements affect and change
priorities in organisations. No doubt this will &kve an impact on the implementation of the EIS.
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3.2.4 Outcome of the EIS

The expected outcome of the EIS is to achieve isiervand the related objectives as defined at the
CIO meeting of June 26, 2009 and to implement & d€etion plan. The objectives will be achieved
through the clusters and their focus areas andfuatiter, via a set of activities (scenarios).

The ultimate outcome is greater interoperabilityakding the improved provision of European Public
Services and thus supporting the political andegia goals of the European Union.

3.2.5 EIS principles

EIS activities will follow a defined set of prindgs: green, transparent activities based on opsnnes
and innovation, continuous improvement, communitgltared interest and trust. (See details in the
table below).

Principle Explanation

Green The EIS activities will be reusable, based wrstainable
approaches.

Transparent The EIS activities are transparent eifier the possibility of
traceability.

Openness andEIS activities are open, conforming to standartlewéng further
innovation developments and improvements and are vendor-indepé.

EIS activities follow the latest developments anctloome

innovation.
Continuous EIS activities are based on continuous assessmermnt| a
improvement improvement.

Community of| EIS activities serve a community of shared interésts can be on
shared interest | various levels: interoperability expert’'s communitizuropean
Public Services community or even the larger Euaope

community.

Trust EIS activities are based on mutual trust.liPuldministrationg
should be assured that all transactions are seceliable and
trustworthy.

Table 2: EIS Principles

3.2.6 Clear Commitment is necessary

Most probably even more important than the setates and principles, a joint commitment from
both the European Commission and the Member Statecessary. This means defining the roles and
the responsibilities of all parties for all the posed activities.

An appropriate governance model with supportingesses will support the carrying out of the EIS.
This includes regular revision and updates to th®, Eh order to respond to changing external
challenges.
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3.2.7 Moving from EIS to Clusters

This strategy will be set out in greater detaithie following sections of this chapter, which prase
each cluster and their focus areas. Four clusters identified - Interoperability is all about:

The trusted information exchange clusterwhich defines how information needs to be treatebe
able to achieve interoperability;

The interoperability architecture cluster, which defines how the infrastructure needs to be
organised to obtain interoperability;

The ICT implications of the new legislation clustey which defines what the legal framework is in
which interoperability can operate;

The accompanying measures clustewhich defines the cross-cluster and cross-focaa-measures
needed to achieve the objectives of the EIS.

3.3 Strategic directions at the Cluster and focusraa levels

This chapter presents the four clusters mentionediqusly and their related focus areas in the
context of the strategic framework.

First the strategic considerations at the clustsrell are presented. After the cluster specific
considerations, each trusted information exchae{gead focus area is presented, with the helpef th
strategic framework. In addition, following the sarstrategic approach and the four questions,
mapping per question links the clusters and foceasa

3.3.1 Cluster: Trusted Information Exchange

3.3.1.1 INTRODUCTION

Trusted information exchange deals with informatioet is exchangedross-border. These activities
typically take place isector specificprojects and will be conducted in collaboratiorthvthe outside
world.

This cluster deals more specifically with topicslsias semantics, information availability and usage
trust and privacy and the catalogue of services.

3.3.1.2 BACKGROUND

Seamless data exchange is becoming ever more mnpdantEurope. It is necessary to overcome some
very concrete problems that are preventing trusigdrmation exchange. It is understood that
countries have different administrative, technimadl linguistic backgrounds. Therefore, solutions fo
the technical, semantic and organisational dime&ssod interoperability are needed.

By achieving thetrusted information exchange environment we can ensurernmdtion exchange
between the stakeholders involved. There is a rieecigreements and guidance on information
exchange related topics — both at the EC and iivigraber States.
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3.3.1.3 GOALS / KEY DELIVERABLES

In this cluster, the key deliverables and resulils relate to agreements and alignments on specific
topics.

The EC will have a strong mandate for guidance fandeadership, whereas the management of the

information remains with the Member States. In orileachieve this, clear agreements have been
reached on the roles of the EC and the MembersStabeth having an important role to play.

3.3.1.4 STRATEGY

The goals in this cluster will be achieved by apmya progressive approachvia commonly agreed
and cohesive interoperability initiatives. ThisMié supported by agreeing on rules and guidelines.

The activities will be following aproject-based approach, respecting privacy and thus making
possible reliable and trustworthy information exuofea

The detailed strategy for this cluster will be gred under the focus areas below. Each focus area
covers a specific topic:

* Semantic interoperability: covers how the meanimg ayntax of information should be
addressed;

» Information availability and usage: addresses thestion of where and which information is
available and what can be done with this informmtio

* Trust and privacy: defines how information can beegsed in a secure and trustworthy way;

» Catalogue of services: points to the servicesat@afvailable to access information.

3.3.1.5 LINKING THE CLUSTER ‘TRUSTED INFORMATION
EXCHANGE' TO THE FOCUS AREAS

In this chapter we have taken the strategic framkwoestions - where, why, what and how - and
linked them to the cluster and its focus areasd@wng this it is possible to see the complete pecat
the cluster level, from a more generic to a motaitél level.

Where do we operate in the trusted information excange cluster and its focus areas?

Cluster: Trusted Information Exchange

¢ In the interoperability landscape, these activitieeus on cross-border information
exchange;

» These activities typically take place in sectorc#jieprojects;
» Trusted information exchange activities will be doated in collaboration with the outsige

world.
Focus area: Focus area: Focus area: Focus area:
Semantic Information availability Trust and privacy Catalogue of
Interoperability and usage services
e Semantics o » Most activities at MS | ¢ Across EU * Business services
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information; level, some at EC borders, but also gt  which provide
. Multilingual level; local and Member access t_o
environment. e |n coordination and State levels; information.
collaboration withthe | «  In EPS, human
outside world. and business
transactions.

Why do we operate in the trusted information exchage cluster and its focus areas?

Cluster: Trusted Information Exchange

*  We need to overcome concrete problems that areeptieg trusted information exchange,
such as legislative, technological or semanticeissu

e By achieving a trusted information exchange envitent we can ensure information
exchange between the stakeholders involved,;

e There is a need famgreements and guidancen information exchange-related topics —
both at the EC and in the Member States.

Focus area: Focus area: Focus area: Focus area:
Semantic Information availability Trust and privacy Catalogue of
interoperability and usage services
e To overcome * To overcome » Lack of trust * To find and build
divergent data challenges — neither your own service

* Need for legal
harmonisation of
personal data
protection, rules |« To share best

interpretations; subsidiarity nor
legislation should
prevent us from

using existing

* To overcome Services;

divergent data

formats and _e>;chang.|ng. and security practices;
models; Information; levels; «  Toshare

» To overcome ’ ﬁ(ﬁgﬁﬁ;ﬁgﬁ}gh&ﬁﬁﬂy * Need for data sustainable
problems of for service provision: security and solutions;
meaning within a P ' protection for «  Toshare
multilingual * Harmonised service crossborder interonerabilit
environments. levels make possible information b y

development of exchange; knowledge.

reliable European

Public Services. * Overcome the

cultural divide.

What are the expected results in the trusted inforration exchange cluster and its focus areas’

Cluster: Trusted Information Exchange

» Agreements and alignmentson specific topics will have been achieved faafiitg
information exchange;

« The EC will have a strong mandatdor guidance and leadership, whereas the managemen
of the information still remains with the Membegfs;

+ Clear agreementshave been reached on the roles of the EC and émebdr States — both
having an importantle to play.

Focus area: Focus area: Focus area: Focus area:
Semantic Information availability Trust and privacy Catalogue of
interoperability and usage services
e Concrete * Meaningful » Astrategy fortrstand | = A Catalogue
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semantic assets;
» Expectations

management i

with
standardisation
organisations.

information is
available;

Various elements hay
been developed: gooq
practice observatory,
EU framework, a pilot
for federated
information
management; .

=

Information access is
facilitated by .
metadata;

Service level
agreements have been
established to supporf «
the above.

privacy is elaborated;

The levels of trust and
privacy are significantly
enhanced;

Authentication solutions

are provided alongside
the Stork project;

Authentication/ Security
levels are mapped;

A common security
classification
methodology is in
place;

Existing regulatory
instruments are
customised for reuse
(i.e. IMI).

of services: in
the form of a
database or
structured
document;

e Search enging

for MS
catalogues;

¢ Information

on the service

How will we reach the expected results in the trustd information exchange cluster and its

focus areas?

Cluster: Trusted Information Exchange

» The results will be reached by applyingragressive approach via commonly agreed arn
cohesive interoperability initiatives. This will bgupported by agreeing on rules §

guidelines;

» The activities will follow gproject-based approach respecting privacy and thus leading
reliable and trustworthy information exchange.

Focus area: Focus area: Focus area: Focus area:
Semantic Information availability Trust and privacy Catalogue of
interoperability and usage services
e Agreement on Agreeing and gaining a ¢« By respecting e Through a
interoperability political mandate for the  privacy: reliable catalogue of
standards and activities; and trustworthy services
rules; Respecting * Viarelated focus| « Centralised
+ Content, format subsidiarity, finding the areas: semantic structure,

and means of infq
exchange are
agreed;

* Working together
with
standardisation
organisations;

e EC leadership.

correct balance;

Respecting the
principle of availability;

By reaching
achievements step-by-
step;

Developing the SLAs
by colleting best
practices.

IOP, Information
availability and
usage and
catalogue of
services

decentralised
feed

Complete and
high quality
information
Win-win
approach

Table 3: Trusted information exchange
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3.3.1.6 FOCUS AREAS
3.3.1.6.1 Focus area: Semantic interoperability

The objectives for this focus area, as defineti@Q1O meeting, are:

» Agree on data formats for both sector-specific @pss-sector information (including
multilingualism as support when relevant);

» Agree on dictionaries, core components and taxoesrfincluding multilingualism as support
when relevant).

In order to achieve the objectives set out abdwefour strategic questions have also been addresse
on the focus area level and further elaborated.

Where is the semantic interoperability domain?

According to thdnstitute of Electrical and Electronics Engineers(IEEE Standard Computer
Dictionary: A Compilation of IEEE Standard Compu@lossariesNew York, NY, 1990.),
interoperability is defined as: 'The ability of tvwo more systems or components to exchange
information and to use the information that hasnb®echanged.'

According tolSO/IEC 2382-01,Information Technology Vocabulary, Fundamental Terms,
interoperability is defined as follows: 'The capipito communicate, execute programs, or transfer
data among various functional units in a mannerrguires the user to have little or no knowledge
of the unique characteristics of those unfts'.’

Semantic interoperability then mearhke ability of any communicating entities to share
unambiguous meaning. The sender must be ableitiekransmit all necessary information; the
receiving entity must be able to correctly intetpite interlocutor; and both must be aware of, and
agree upon, each other’s behaviour for given intéiens0. Within semantic interoperability, the
goal is to agree on data formats, dictionariese @@mponents and taxonomies. Agreement or) the
data format means that the structure of the da¢aséo be decided upon. A data dictionary is a
centralised repository of information about dataecing for example, meaning, relationships| to

other data, origin, usage and for#dafThe core components are the syntax-neutral atuhodogy-
independent building blocks that can be used foa daodelling2. Taxonomy means the practice
and science of classificatida.

A level of multilingual support needs to be addedsemantic interoperability. Multilingualism
needs to be added from the beginning of the siat#igmust no be overlooked in an BU
environment and it would be more difficult to adistrequirement later than to take it into account
from the beginning.

9 Source: Semic.eu

10 source: Wikipedia

11 source: Wikipedia

12 source: Wikipedia

13 source: Wikipedia
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Why do we need a semantic interoperability?

Semantic interoperability is together with the mferability architecture the technical cornerst
of interoperability. A strategy on semantic intezogbility is thus necessary to make sure that
interpretations can converge on the same intetpyeteData format and models need to be alig

interoperability between Member States would besibbs. That is why a common approach
needed.

bne
data
ned

and the meaning needs to be clear within a mudtiliéh environment. Without this strategy, only a
strategy on Member State level would be pursuets Member State strategy would not imply that

S

What are the expected results in semantic interopebility?

(interoperability) assets aresources that support the exchange of data irridiged information
systems. SEMIC.EU provides syntactic and semamticaperability assets to its users. Synta

deliver a central terminology to ensure that datangents are interpreted in the same way
communicating parties. Semantic interoperabilitysets, e.g. taxonomies or code lists,
particularly relevant in the multilingual context the European Unidi. These assets don’t have

the EU agrees to implement those external assets.

Concrete semantic (interoperability) assets are theput of this focus area. Semantic

ctic

assets define common data structures, e.g. XMLBmrethSemantic assets, on the other hand,

by
are
to

be created by the EC/MS but can be adopted froenriational standardisation organisations where

How are we going to reach the expected result?

Within the EC there is already the SEMIC initiatihich supports meaningful data exchange

exchange within the European Commu#ityAs this initiative has proven its worth, it shdube

process and have a stronger mandate to spread comthodologies, frameworks and tools
should also monitor the adoption of semantic asssdsfacilitate continuous improvement.

semantic interoperability need to be deployed ttaborate with standardisation organizations
semantic asset creation. The result of this cofktimn should be international assets where

cross-border needs identified in concrete projects.

convergence within the EU on the same assets. Taredate of the EC QA process should
reinforced.

The EC should reach out to existing standardisatigianizations to stimulate the developmen
multilanguage solutions. The solution to multiliadjgm should not be an EC specific solution.

14 source: Semic.eu
15 source: Semic.eu
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eGovernment projects. Its core feature is a repogithat provides reusable interoperability asse
e.g. XML Schema or taxonomies, for pan-Europearvefdment projects. It aims to facilitate data

for
S,

—t

continued with certain adjustments to its goalshibuld drive the harmonisation and converggnce

It

The Semic initiative has already matured in its o®dperandi. New resources in the domain of

for
the

European Commission should pursue a stronger matalative the adoption of international assets
within EU public administrations, including the gdslity of mandating their use when appropridte.
This scenario will take time. Within the correcbpe there is a basis of support from the Member
States for this approach when it has perceivedradgas. The focus on asset creation should he on

Along with asset creation the quality assuranceheke assets need to grow. There should be

be

While creating new semantic assets, the notion wfilimngualism should already be incorporated.

[ of
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All of this of course, requires adequate suppod emaching. Common methodologies need tg be
created. Through enhanced integration into exisstagdardisation organisations, this support|can
also come from outside. Knowledge and expertisalshioe fostered inside the EU.

Later on, the EC will stimulate various member esdato collaborate in asset creation and in
extending the market share of Member State iniati The EC will provide guidelines, platforms
and repositories to facilitate the collaborationgass.

Table 4: Semantic interoperability

3.3.1.6.2 Focus Area: Information availability andusage

The objectives for this focus area, as defineti@ Q1O meeting, are:
» Achieve significant improvement on the respedh@fgingle entry of data’ principle;
» Achieve data consistency and high quality;
* Agree on metadata to support the access to data;
» Ease the use and exchange of data and agree orcavhaccess data when and how;

» Use SLAs in the provision of basic services fobéng European Public Services delivery.

In order to achieve the objectives set out abdwefour strategic questions have also been addresse
on the focus area level and further elaborated.

Where is the information availability and usage dorain?

Information availability and usage covers the awicelated to the access of information leaving to
one side specific notion of trust or privacy, whishdiscussed under the next focus area. It focuses
only on the availability of information for crossioler exchange. Following the Subsidianity
principle, the information resides and is managetiwthe Member States.

Why do we need information availability and usage?

Semantics tackles the problem of the meaning o& deithin the interoperability story. The
architecture structures the building blocks (antises) which are the technology to access data.
But these two focus areas alone do not solve tbblgm of finding the data and providing| a
framework to access the information itself. Thisistér focuses thus on the availability |of
information, and is accordingly, an essential eleirig the construction of the European Public
Services.

What are the expected results in terms of informabn availability and usage?

As this focus area is all about the availabilityimformation, the logical result is that meaningful
information is available. As the information is oeghand managed at the Member State (or lower)
level, the solution has been implemented in the bmEmStates themselves. Concrete projects
driving information availability have been creatwwtth the support of a strong political mandate.
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This mandate is the most important driver of tllisuk area. The services themselves, which make
this technically possible, are part of the interapée architecture focus area.

Meta data guides the access to data. In additimen&al library of metadata is available to the
Member States.

How are we going to reach the expected result?

Achieving a strong political mandate to act in thisa is important and should thus be considered a
priority.

In addition to this political mandate it is impartahat Member States agree which service leyvels
can be agreed upon. Here the EC should steer a eorapproach on the SLAs, which would |be
acceptable to all Member States. It would be diffito manage the services if every Member State
had different service levels in one sector. Thesegice levels can differ from sector to sector| or
have specificities.

As the notion of Subsidiarity is important in tiécus area, the role of the EC is only to coordinat

efforts. The EC should guide the Member States esmtdblish a repository of best practices. The
Member States remain the data owners and in cludngenaging the service and information. This
calls for a federated approach.

The EC should take the lead in creating a ceritvedry of metadata. This should be a joint exercise
with the Member States collecting all available an@ata and structuring it into a library. This meta
data library can tin turn be reused in the futwredther data sources.

Table 5: Information availability and usage

3.3.1.6.3 Focus area: Trust and privacy

The objectives for this focus area, as definett@Q1O meeting, are:
* Agree on data protection, confidentiality and sétyuevels;
» Trust and rely in data collection and exchange;

* Improve transparency and traceability of the use BU citizens businesses and
administrations’ information.

In order to achieve the objectives set out abdwefour strategic questions have also been addresse
at the focus area level and further elaborated.

Where is the Trust and Privacy domain?

Trust is an essential pre-requisite for connectinglic administrations with people and businegses
in effective human and business transactions. mnsouaiety it builds on the rule of law and stable

democratic institutions, as well as on elements Bkcurity, privacy, transparency, accountability
and reputation.

Trust is a broad and subjective concept. Furthegmarthe electronic realm, trust is a discretignar
decision, with one party voluntarily extendingatanother.

Service providers and end-users interacting elewadly face the challenge of measuring the
trustworthiness of parties and systems at the @herof an information exchange. People currently
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have few means of assessing and evaluating pdtémiggactions and are often unable to make
informed decisions about the relative risk of enggg

Today the main sources of trust are past experieapatation, knowledge of the technology used in
delivering a service and possibly the involvemdrd trusted agent. Though useful, these sourcgs do
not yet adequately equip people to distinguishiredaisk levels in different contexts.

Why do we need Trust and Privacy?

The time is now ripe to transpose social experise related assets so as to bring accountahility,
transparency, security and the rule of law generaito the electronic realm. Governments,
technology companies, citizens and other stakeh®ldmn work togetherto develop these
trustworthy ICT-related services.

However, with ICT increasingly pervading all humactivity we also see worrying developments
with respect to crime and the erosion of privagyislessential to safeguard the European social
‘acquis’ in a future world where many human andifess activities are served by complex
eServices and technology infrastructures.

The privacy and security of European citizens dmrttrust in the stability of European society
stem from laws and institutions that have been tcoc®d to guarantee justice, liberty and
democracy. These fundamentals are supported vaémecratically acceptable mix of mechanisms
for accountability, transparency, security and énéorcement of the rule of law. Citizens follaw
democratically crafted rules, and violators carprimciple, be identified and held accountable.

The identified reasons for such actions are theviaohg:

» The lack of trust often prevents cross-border mfation exchanges;

» There is a need for legal harmonisation of persdatd protection rules and security leve
» There is a need for data security and protectomross-border information exchange;

e There is a need to overcome the cultural dividdéntrust and privacy field.

What are the expected results in terms of Trust anérivacy?

The expected results of trust and privacy for ctassler information exchange are the following:
« A strategy for trust and privacy is elaborated;
» The levels of trust and privacy are significanthhanced;
» Authentication solutions are provided alongsideStark project;
» Authentication/Security levels are mapped acrosd<Ei;
* A common security classification methodology iplace;
» Existing regulatory instruments are customiseddaise (i.e. IMI);
e As trust and privacy rely totally on transparenog d&raceability, a study should be carried
out to trace where data comes from and where dajaing to.

()

How are we going to reach the expected result?

Rather than focusing on trust per se, the EIS shfmdus on trustworthiness — working to prompte
trustworthy ICT-related services and products tat amplify creativity, growth and investment
based on satisfactory levels of trust and privacy.
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The European Interoperability Strategy could ainpidducing innovative services and solutig
which bring new attractive ways of living, workiragnd travelling for the citizens of the EU. Th
will be achieved by stressing the importance o$ttand privacy in the exchange of information

businesses must be perceived as trustworthy; thusy emsure a trustworthy experience of sense
simplicity for businesses and citizens.

data. They should place particular emphasis onrggss) transparency and traceability.

and other core democratic freedoms in contributinggustworthiness.

Privacy.

The means of reaching these objectives are thenwig:

levels);

» The mapping of authentication levels onto eachroithe distributed manner and using
Proxi and/or a Middleware approach;

e The customisation, update and reuse of legal imgnis, such as thiMl and the Datg
Protection Directive.

Table 6: Trust and privacy

3.3.1.6.4 Focus Area: Catalogue of services

The objectives for this focus area, as defineti@GlO meeting, are:
» Establish en EU catalogue of services at EU and bertates levels;

» Ensure public administrations’ knowledge of avaliéabervices and business processes.

ns
S

order for these services and solutions to be aedepy citizens, Member States, the EU and

and

The EU and the Member States should be liable andumtable for the use of citizens’ persopal

Central to this vision shall be recognition of ihgortance of the rule of law, security and privacy

The EIS should translate this vision into a trustl @rivacy agenda for research and innovatjon,
develop concrete use cases and coordinate with ivitiatives for a broader dialogue on Trust gand

» The provision of support to existing initiativese(i Stork and the mapping of authenticatjon

In order to reach the objectives set out abovefdhestrategic questions have also been addressed

the focus area level and further elaborated.

Where are the actions related to the catalogue oérvices located?

A catalogue of service is a list of services thmbeganization provides to its users.

The objective to be achieved in the ‘catalogueenfises’ focus area is to implement a catalogu
services at EU and Member State levels and to enthat public administrations’ know abg
available services and business processes.

Services need to be stored in this catalogue. &t tservice’ refergo a discretely defined set
contiguous and autonomous business or technicatifumality!® making it important to distinguis
business services from infrastructure services.

e of
ut

of

=

16 source: Wikipedia
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A business service is a 'business functionality' idlex by a system to support one or more business
processes and which is tangible for end-users.ifrastructure service is a generic ‘technical
functionality' of a system that supports the deijvaf one or multiple business services and which i
not directly accessible to end-users.

A service, whether of business or infrastructuedline, has one or more service features. A fe&ure
a distinctive characteristic of a service.

The terms introduced above and their relationsaipsllustrated in the figure below:

is of type
R ——-
provides
System — f supports
is of type
———
consists of has

System

components

The catalogue of services will only include busmesrvices.

Why do we need actions under this focus area?

The reason for creating such a catalogue is tlemétis a problem with organisation and processes.
During the course of the project, the problems ttogrewith their root causes were identified. It was

observed that there is a lack of sharing of beattfres; a lack of reuse of sustainable solutians;
lack of skills and resources; a lack of integravegdiness processes; etc. In order to overcomg this
problem and its root causes, a platform to comnaiei@and share best practices, sustainable
solutions and resources, needs to be developedtafogue of services would be this platform. The

catalogue would collect all information on businessvices in order to share the best practices,
sharing reusable services, sharing knowledge (heakdés) and provide transparency on fll
available service so that business processes caligbed and integrated.

The catalogue of service would be the central nesowf all service information. Through the
catalogue, everybody in the organisation would hidnee services in view which are supplied|to

users, be aware how they are delivered, how therséces have to be used, for what purpose|and
which quality level may be expected by the ciénOnly active and approved services would| be
included in this catalogue. It would contain pdai guidelines and responsibilities, as well as
prices, service level arrangements and deliveryditioms. When this catalogue is operational,

incidents and request for change can also be litkedservice.

What are the expected results of the catalogue oérwices focus area?

A catalogue of services provides information onchirservices are available, how to use them, what
their current status is and where they are locptadically. Each entry in the service catalogu

17 Foundations of IT Service Management Based on W3L
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described by:

* aunique service name;

* aservice description;

* service attributes such as inputs, outputs andeugaiglelines;

» service location(s) that provides the technicalraslsl of centralised and decentralis
services;

* a service versioning that makes it possible to Kaneously operate different versions
services. It means that systems do not necess$earily to update their configuration eg
time a new version of a service becomes available;

* aservice ‘Request for change (RFC)’ which allowsra to request changes to the provi
services. It makes sure that new requirements edaken into account.

How are we going to reach the expected result?

Creating a catalogue of services should be stdgrede EC, but the content should come from
Member States. A progressive approach should bigedppith the catalogue starting small; throu
good guidance and prioritisation, it can grow todrae a catalogue of all services.

First a template needs to be created that is usalll Member States. This template has all necegs
information that needs to be put into the catalogh® this template is the basis for the d
collection in the Member States, awareness oftémgplate needs to be created. Member States
use this template in their local initiatives focatalogue of service. This template should have
necessary information, because we want the MembsesSto use this template. If too my
information has to be provided, the chance of p&iny-in is real.

After the template has been installed, a priotitisaof its deployment in Member States and sed

on an EC level, starting small with a concrete gebjThis initial implementation should also ens
that the other Member States can see the use ot#tdlogue and will want to cooperate in
further implementation.

As these catalogues of services are implementdteatber State level, a search engine that is
to search through all the Member State cataloguk$awe to be created. This search engine
ensure that not only local services can be seardrebut all available services in the EC.

As information changes regularly in the field,stgossible that changes might not be reflectetier
catalogue. The success of the catalogue is howeleged to its accuracy and thus, on a reg
basis, studies will have to be carried out to chieclaccuracy. These studies should identify wh
information is lacking (the template could have gdhrough some versioning and old informat
might not be available in the new template, leavingimportant information on these services.

While the success of the catalogue grows, impleatiemt should continue in other countries ang
other sectors, making it a total catalogue of sei Over time the concept of a search engine @
change to more new technologies which are also isédet 2.0 and cloud computing wherg
service-oriented architecture is used.
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Table 7: Catalogue of services
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3.3.2 Cluster: Interoperability Architecture

3.3.2.1 INTRODUCTION

At the cluster level, interoperability architectudeals with the activities aiming at creating some
structure in the cross-border and cross-sectoasiructures that are already available. Theseitiesiv
range from creating the architecture itself to swppg this architecture. The strategic considersi

at cluster level are presented below. Followingteulevel considerations, the two focus areasegla
to interoperability architecture are presentechmlight of the Deloitte Strategic Framework.

3.3.2.2 BACKGROUND

Creating an interoperability architecture cannonelovernight. It requires good planning and
communication in order to reach its objectives.dreses that take into account the impacts involved
in transactions between systems are needed. Whieg tato consideration cross-border information
exchanges, these resources need awareness ofoiseborder impact of such transactions as well,
which involves duplicating the knowledge on bottiesi of the border. When such building blocks are
created at Member State level, they can potentlayreused in other Member States. This would
achieve synergies from common efforts and avoidiciagng work. A common approach would also
facilitate finding what is actually already avaiebwith coordinated quality control, different fias
could rely on the quality of what is shared.

As efficiency is a key driver for this cluster,istworth noting that the approach described abés@ a
caters for coherency and consistency between sildeats.

3.3.2.3 GOALS / KEY DELIVERABLES

The interoperable architecture that will have besplemented and supported will be described in
more detail in the section describing the goals lkeay deliverables of the interoperable architecture
focus area.

3.3.2.4 STRATEGY

The strategy for this cluster concentrates on igsgjuidelines and providing expertise support and
methodologies. Through sharing, results have bediewed. The architecture will be created in
collaboration with the outside world. The focusaare detailed below. Every focus area covers two
topics:

* Interoperability architecture: this focuses onahehitecture (structure) itself.

» Expertise support and methodologies: this focuseshe support required to create and
maintain this architecture.

3.3.2.5THE CLUSTER 'INTEROPERABILITY
ARCHITECTURE’ LINKED TO THE FOCUS AREAS

In this chapter, we have answered the four questiaised by the Strategic Framework (where, why
what and how), at the cluster and focus area leBgisollowing this approach, it has been posstble
apprehend the big picture at cluster level as agljreater details at focus area level.
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Where do we operate in the interoperability architeture cluster and its focus areas?

Cluster: Interoperability architecture

Cross border & cross-sector infrastructures innkeroperability landscape.

Focus area:
Interoperability architecture

Focus area:
Expertise support and methodologies

Building blocks management

Expertise and support provision

Why do we operate in the interoperability architectire cluster and its focus area

Cluster: Interoperability architecture

To increase efficiency;

Because of the waste of resources due to dupliGatio

To increase the visibility of available infrastrucgs.

Focus area:
Interoperability architecture

Focus area:
Expertise support and methodologies

To interconnect the MS infrastructures
easily;

To share a common approach.

n}

To overcome the lack of interoperability
support;

To overcome the lack of coordination
and guidance;

To maximise internal expertise.

Cluster: Interoperability architecture

What are the expected results in the interoperabity architecture cluster and its focus areas?

Supported architecture

Focus area:
Interoperability architecture

Focus area:
Expertise support and methodologies

Architectural building blocks;

Provision of Guidelines;

Better interfaces.

Automated platform providing expertise
support and methodologies;

Extended CAMSS (Common Assessm
Method for Standards and
Specifications).

ent

How will we achieve the expected results in the iatoperability architecture cluster and its

focus areas?
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Cluster: Interoperability architecture

e By sharing;

e By interfacing;

* By basing ourselves on standards;

» By collaborating with the external world when redet.

Focus area: Focus area:
Interoperability architecture Expertise support and methodologies
« Through a project based approach; « By building expertise group;
e Through a centralised structure and « By making assessing standards available.
federated implementation.

Table 8: Interoperability architecture (at cluster level)

3.3.2.6 FOCUS AREAS

3.3.2.6.1 Focus area: Interoperability architecture

The objective for this focus area, as defined afaist CIO meeting, is to:

* ldentify the most needed architectural building did® for cross-border/cross-sector
interoperability of national eService/interoperatyil architectures by collecting the best

solutions (e.g. from CIP pilots), form a consistanthitecture by adding missing buildi
blocks and providing concrete guidelines on howdmply with this architecture.

ng

In order to achieve the objectives set out abdwe four strategic questions have been addressed and

further elaborated.

Where does the interoperability architecture domainoperates?

The architecture within the EIS focuses only ontesys involved in providing cross-border servid

into various interacting system building blocks,iefthcan be seen as the parts of an entire syste
systemic building block can be of technical nat(egy. workflow engine, service register, sing
sign-on module) and/or it can also be of a funciorature (e.g. a pattern, a methodology).

Systems and their building blocks, as integral aift the interoperability infrastructure, provi
services. The term service refers to a discretefindd set of contiguous and autonomous busi
or technical functionalities, which makes it im@ort to distinguish business services fr
infrastructure services. Adusiness service is a 'business functionality' iglex by a system t
support one or more business processes and whitdngsble for end-users. Amfrastructure
service is a generic 'technical functionality' afystem that supports the delivery of one or miglt
business services and which is not directly acbkst end-users.

An interoperable architecture is fundamental toi@ghg progress in interoperability in Europe,
will define the interfaces between all systems Imgd in supplying pan-European servic
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initiatives will therefore build on the architectuand semantics. Semantics entails the representati
of data whereas the architecture for interopetgbif more involved in the interaction between
systems. It is the architecture which will answes tuestion of how multiple systems can interact
with each other on a technical level. All thesesiattions have to comply with the relevant legal
framework.

Why do we need an interoperability architecture?

With all Member States providing services withime tBuropean Union landscape it is necessaty to
align as much as possible all interaction pointgstiiermore, with all these services falling undhe |t
same legal framework, they could adopt the samienteal logic. Cooperation between Member
States is thus central here.

An architecture will provide an overview of all theecessary interfaces between all systems
involved in providing pan-European services. Fis #rchitecture, a common approach is needed as
common goals need to be achieved. The architeenigares that Member State infrastructures|can
easily be integrated and cross-border servicesaaity be provided to their end-users. To achieve
this level of interoperability, the building blockseated will be shared, progressively reducing|the
amount of resources involved in creating thesedingl blocks. Also, the support of experts for

creating these building blocks could be centralised

An interoperable architecture will help to clartipw disparate systems can interact and it will dwoi
a one-to-one spider’'s web of interfaces betweeMathber States systems. Creating an archite¢ture
will result in a greener IT infrastructure.

What are the expected results from the interoperality architecture?

An interoperable architecture creates a structoretlie already existing building blocks. This
structure can be achieved by following a top-dowbattom-up approach. The bottom-up appropch
builds on the already existing building blocks tirgga a new architecture. This exercise is being
conducted in the EIIS programme. This approachb®sen completed with a top-down approach
which provides the To-Be situation. The missing lbetween the two situations has been identified
for certain areas and some projects are alreadgrway.

A prioritisation scheme has been developed in oraeoll-out the architecture in the most needed
and highly visible areas first. By focussing oedl two domains, buy-in for interoperability within
the EU can be achieved.

How are we going to achieve the expected result?

The results of the EIIS project, which followed @ttom-up approach, should be reused. The EIIS
study focused on the identification of all poteltyiareusable building blocks. In addition, |a
feasibility study on reusing those building blogleeds to be conducted In this feasibility project;
we need to look at how these building blocks fiwith the overall architecture.

After the bottom-up approach (as followed in théSEbroject), a top-down approach needs td be
followed. In a top-down approach, the To-Be sitmtis the starting point. The To-Be situation

defines everything that is required from the inpem@ble architecture. This should not be alighed
with the EIIS project but should be much broadesdope than the EIIS project. For example, {the
EIIS project identified nine interoperable infragtiure services, a number which could |be
broadened with the top-down approach.

Once the bottom-up and top-down approaches have dgteeved, the gap between the To-Be and
As-Is situations needs to be identified. As this gapghintoo broad to bridge in a single le
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intermediate steps should be identified and a pyionodel should be created.

Table 9: Interoperability architecture (at focus area level)

3.3.2.6.2 Focus Area: Expertise support and methotbmgies

The objectives for this focus area, as definett@Q1O meeting, are to:

* Provide expertise and support to public administnaton interoperability matters;

« Make methodology for assessing standards availahiepromote its use.

In order to achieve the objectives set out abdwe four strategic questions have been addressed and
further elaborated.

Where is the expertise support and methodologies dwin?

The focus area Expertise Support and Methodolagims at finding ways to provide support gnd
methodologies to European public administratiorth&ir interoperability endeavours.

Why do we need expertise support and methodologies?

During phase | of the EIS project, it appeared th&troperability-related expertise support was
lacking, for the Member States, but also for th&edent DGs confronted with cross-border
interoperability issues.

Member States and sectors at EU level have idedtifie lack of coordination and guidance (how to
develop eServices and how to exchange informatm fan IT architecture point of view) on cross-
border interoperability as a major issue for croseder information exchanges and seryice
offerings.

The reasons for providing expertise support andhaaktlogies are the following:
» Lack of organisational interoperability at Memb¢at8 level has been identified;

e Lack of collaboration from different organisatiosiech as public administrations in different
Member States in order to achieve mutually agreedce-related goals;

» Lack of integration and alignment of business psses;
« Lack of external interfaces and synchronisatiomgsowithin and between administrations;;

« Lack of agreement between service providers onwthg and the when of exchanging
information, as well as on common rules;

e Lack of interoperability expertise support has bakmtified as a problem during the fiqst
phase of the EIS project.

What are the expected results on expertise suppoaind methodologies?

The expected results of such actions should, onotiee hand, be an automated platform where
support can be easily found and which would belabl to all MS and EU business and |IT

architects. The knowledge to be found on this ptatfshould be mapped into a knowledge datalpase
which could provide automatic support so the experan focus on other areas wh
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manual/personal support is needed. On the othat,tha CAMSS (Common Assessment Method
for Standards and Specifications) should be furttedvorated.

How are we going to achieve the expected result?

As cross-border interoperability between Europeaiblip administrations is only starting up,
personal guidance and support is necessary. Cotlesvfup of problems and issues is necessary.
That is why in the beginning there should be a $ocn building up expert groups. These expert
groups should consist of people within the EC. Khewledge should not be outsourced to people
outside the European Union.

The CAMSS initiative should in this regard be fntlelaborated because it was identified as being
of considerable assistance. The approach to wotkisndomain should be a sector-based, prgject
approach.

As the domain becomes more mature, it would bessacg to capture the knowledge in knowleglge
bases capable of supporting automatic expertigersgs

Table 10: Expertise support and methodologies

3.3.3 Cluster: ICT implications on the new legisladn

3.3.3.1 INTRODUCTION

Within the legislative process it is crucial to egg policy makers, who have a clear view on the
business processes involved, ICT experts and ingi&rs. Setting up stronger cooperation between
these groups is needed to determine the mannerichwCT implications are considered. This
stronger cooperation can take place at the lev€ooimission and at the level of the Member States.

3.3.3.2 BACKGROUND

Before the European Commission proposes new iniigt it assesses the potential economic, social
and environmental consequences that they may IAditez.the impact assessment stage, but within the
legislative process, the commission proposes dpeniéchanisms to achieve policy objectives, which
can have varying ICT implications. Depending on thehnical implications, the timeline of the
proposed legislation, budgetary constraints anerofactors, ICT implications must be considered
earlier or later in the legislative process. A @sgis needed that determines the manner in waich t
start considering ICT implications, answering ‘howvhen’ and ‘who’ to include in the process.
Additionally, it must be determined how to ensutersg participation. It is crucial to decide, for
legislative efforts that have important ICT implices at the Member State level, to involve Member
States at a suitable time in order to achieve thegadl objective of ensuring a smooth and effective
implementation of the necessary underlying ICT congmts, to achieve policy objectives.

Timeliness is of the essence and it is importaat these implications can be identified, commented
and anticipated. Early reaction and a proactive@ggh allow each stakeholder to take the apprapriat
measures to reduce possible risks that new leigislahight bring within a Member State and to

ensure alignment between Member States. Therenéed for guidance on this field, both at the EC
and the Member States levels.
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3.3.3.3 GOALS / KEY DELIVERABLES

A methodology should be developed, which seekseas®d cooperation through a consultation

structure, both at Commission and Member Statd,levasisting of policy makers, legal experts and

ICT experts. The aim of the consultation is to eagbat policy makers, ICT experts and legal exypert

have a full understanding of the business procasstsesult from proposed legislation. Cooperation

is essential to ensure mutual understanding oessund requirements. Through cooperation on the
issues and requirements, at a later stage, andbjyossitside the consultation structure, potential

impacts on interoperability could then be identifielepending on the specific implementation of

business processes, both at Commission level avieéraber State level.

The methodology to increase cooperation betweeicypolakers, ICT experts and legal experts, both
at Commission level and at Member State level cdelil to authoritative recommendations in
dealing with the ICT implication of legislation. Finstance, categories of legislation or types of
legislative subject matters could be identifiedsdshon practical experience in understanding bssine
process requirements, to warn, align and guideektkers in the successful implementation of the
ICT implications of legislation.

The goal is for a methodology for the ICT implicets assessments to be defined and in use. Clear
agreements need to been made on the roles of tlem&te Member States within this methodology.
Authoritative recommendations could lead down tliadr over the long term, to increased
interoperability awareness within legislative iaitves and towards a situation where ICT impligadio
assessments are not just an afterthought, but perative or possibly obligatory step in the lediska
process. The ICT implications assessments are ctelsystematically and assessment results are
shared.

3.3.3.4 STRATEGY

The results in this cluster will be reached by j@ing timely guidance and when stakeholders

consistently take proactive action as early asilieas the course of the legislative process. Tiis

be done by setting up a common methodology andt@msyatic approach. There will be in time a shift

from pure sector-specific ICT implications asses#isido a more generic, cross-sector approach
within consultation structures.

As a result of a consultation structure’s work amdput, it should provide guidelines and best
practices to the policy assessment and evaluatiiis of the Directorate Generals, as well as to
Member State policymakers and ICT experts. Thesdeljues and best practices on the ICT
implications of legislation should stem from expeet acquired through the workings of the
consultation structure, as members of the congutltatructure gain a more thorough understanding of
recurring issues, through increased cooperatidmusiness processes and resulting ICT requirements.

A significant challenge that must be overcome ignsure the engagement of key people within the
increased cooperation methodology. As DIGIT's mamd®es not include compelling Member States
and other Directorate Generals to cooperate, tbémagio could entail obtaining a mandate, by
decision of the Commission, to set interoperabiéity a priority for the Directorate Generals and
ensure the cooperation of the Directorate Genefatmperation from Member States should be
voluntary, based on the quality, added value amldlogitativeness of guidance and recommendations.

As there is only one focus area under this clusteplementation of the cluster is equivalent to
implementation of the focus area. Below this foeuea is considered in light of the strategic
framework.
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3.3.3.5 FOCUS AREA: NATIONAL AND CROSS-BORDER
SECTOR-SPECIFIC LEGISLATIONS
SUSTAINABILITY

The objectives of the focus area were defined ik®ie:

» Systematically conduct pre-studies on ICT implaadi of the implementation of new
legislations. Agree on methodology for these stjdie

* Provide guidance to public administrations on ioeerability-related issues when
implementing EU legislation.

In order to achieve these objectives and to responie problems and needs identified earlier & th
project the following points need to be cleared up:

Where do these activities take place?

e Cross-border legislation impacting ICT;

e Competencies: legislation and ICT expertise togret
¢ Both EC and MSs levels;

»  Sector-specific and cross-sector.

Why are the actions necessary in the focus area?

» Pro-activeness: avoid surprises and allow earlgifaek;

Allow risk mitigation and readiness for new legisbn;

Efficiency;
e MSsrequest for guidance and support.

What are the expected results in the focus area?

¢ Guidance on ICT implications assessments;

* Methodology for ICT implications assessments hanluefined;

* Systematic approach for conducting these assessinasieen defined,;
« Systematic implementation of ICT implications assesnts takes place;
« Assessment results are available.

How are the expected results reached in the focusea?

e Start by proving guidance: guidelines and best tmee to the policy assessment and
evaluation units of the Directorate General of #€ and also to Member State policy
makers and ICT experts;

* From sector-specific to cross-sector — as a secteypl, identify two or three legislative
initiatives and use them as test cases to estatigberation in legislative matters, involving
both legislative and ICT experts;
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* As early as feasible pre-studies;
¢ Following a common methodology;

* Following a systematic approach — taking place wkien changes occur in the legislation
(modifications, additions);

« Implementation of the increased cooperation metloggyao support the goals in this area.

Table 11: ICT implications on the new legislation

3.3.4 Cluster: Accompanying Measures

3.3.4.1 INTRODUCTION

The accompanying measures will take place in thieecimteroperability landscape as they support all
the other clusters and focus areas. These meadaceeach outside the public sector.

3.3.4.2 BACKGROUND

In order to support the success of the other alasid focus area actions, accompanying measures are
needed. Typically, these are horizontal measurésed at identifying reusable solutions and
communicating on them. Raising and ensuring awaeerseone of the key tasks, as well as ensuring
the recognition of interoperability as a cornerstdar building public services. The accompanying
measures need to ensure collaboration and comntiam@mongst the stakeholders.

3.3.4.3 GOALS / KEY DELIVERABLES

The goals and key deliverables are related, orhand, to the sharing of best practise and supgprtin
communities and, on the other hand, awarenessnactihe necessary tools and vehicles will be in
place as a result of these activities. Furthermthis, activity is a constant, recurring activityijthv
results that are in some cases intangible.

3.3.4.4 STRATEGY

The EC will play an important role in leading adigs in this cluster. Results in this cluster v
achieved by providing the necessary tools and \egjicampaigns and platforms and support to
communities. Content-centred communities will suppoogress.

There are two focus areas under this cluster. Betomapping of the cluster and the focus areas is
presented in the light of the strategic framework.

3.3.4.5 LINKING THE CLUSTER ‘ACCOMPANYING
MEASURES' TO THE FOCUS AREAS

In this chapter we have taken the strategic framkewoestions: where, why, what and how -, and
linked them to the cluster and its focus areas.dBing this it has been possible to identify at the
cluster level the complete picture, from the magragic to the more detailed level.
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Where do we operate in the accompanying measuresister and its focus areas?

Cluster: Accompanying measures

* Cross-border, complete IOP landscape, supportlratadr clusters and focus areas;

» Also reaching outside the public sector.

Focus area: Focus area: Sharing best practice
Interoperability awareness (using collaborative platforms)
¢ Ason the cluster level above. * In and between content-orientged

communities of practice;

» Also reaching also outside the EU and
the public sector.

Why do we operate in the accompanying measures ctes and its focus areas?

Cluster: Accompanying measures

e Supporting the success of all the other activities;

« Ensuring awareness and recognition of IOP as a&&gr in the success European Public
Services;

¢ Ensuring collaboration and communication.

Focus area: Focus area: Sharing best practice
Interoperability awareness (using collaborative platforms)

¢ Increase awareness and share knowledge; ¢ Lack of sharing of best practices and
lessons learnt;
¢ Gain commitment from EC and MSs;
» Lack of reuse of sustainable solution

UJ

e Link interoperability to decision making.
» Efficiency and effectiveness;

* Need for content-oriented communitigs
for exchanging knowledge and learning
from each other’s experiences.

What are the expected results in the accompanyingeasures cluster and its focus areas?

Cluster: Accompanying measures

* Necessary tools and actions in place to supporathigities in the other clusters and fogus
areas.

Focus area: Focus area: Sharing best practice
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Interoperability awareness (using collaborative pl&§orms)

* Interoperability Ambassadors have begen e« Effective best practice sharing by

nominated and are functioning; content-oriented communities, through
existing platforms at EU level and/or
 Marketing campaigns have begn together with global communities.
launched.

How will we reach the expected results in the accqmanying measures cluster and its focu;

areas?

Cluster: Accompanying measures

¢ Primarily EC-lead;
¢ Ensuring necessary tools and vehicles;
« Communicating, sharing knowledge and best practice

« Developing content-centered communities.

Focus area: Focus area: Sharing best practice

Interoperability awareness (using collaborative platforms)

« Starting with direct marketing campaigng ¢ By understanding the business,
targeting decision-makers; capability and technology issues of
users;
« Indirect messaging via demonstrating
benefits; » Through user outreach, standards
organisation outreach and building
e Targeting different audiences with communities centered on the sharing|of
specific messages; specific content (best practice, lessons
learnt);

* Involving other stakeholders such as
industry; » By using collaborative platforms.

* Creating a sense of necessity and
urgency.

Table 12: Accompanying measures

In the following chapters the focus area specifiategic reflections are presented.

3.3.4.6 FOCUS AREAS
3.3.4.6.1 Focus area: Interoperability awareness

The objectives of this focus area are:

* Recognise interoperability as an essential cormerstof European Public Services;
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» Cooperate and agree on an approach for linkingrioperability to policy issues that are high
on the political agenda.

In order to achieve the objectives as set out ghibvefour strategic questions have been addressed
and further elaborated.

Where is the interoperability awareness domain?

Interoperability awareness actions take place & ¢bmplete interoperability landscape and |are
typically linked to all other interoperability effis, and further to pure interoperability campaigns
themselves. Interoperability awareness actionsnapessary both at European and Member S$tate
levels. Awareness actions should moreover involstera outside the public sector — notably| in
industry.

Why do we need interoperability awareness actions?

Lack of awareness and knowledgen interoperability issues has been identifiedras of the key
issues, preventing the establishment of real Eamopgublic Services. As interoperability has hot
been recognised as important, it has not been takemccount in discussions at the higher politica
levels. Interoperability has been perceived as somg very technical, with hardly any realizatipn
of the organisational, process and legislation éspe

Now is the time to raise interoperability issueght@r up thepolitical agenda and recognise the
importance.

=

It is equally important tavin a commitment from all stakeholders on interoperability apprcesh
Without commitment, it is very difficult to achiew®ncrete results.

What are the expected results from the interoperallity awareness actions?

Two major results are expected:

« Nomination ofinteroperability ambassadorsin all Member States and the EC, and in
addition having an established forum in place t&rslinteroperability-related considerations
and solutions between the ambassadors. These peavibact as the official channels in
relation to any interoperability matters in theispective countries and organisations;

« Marketing campaigns are conducted to ensure proper communication wadeaess.
These campaigns are organised in a targeted amdicated manner.

Both of the above mentioned results are ongoiniyities, evolving over time and adapting to the
needs at any given moment.

How are we going to achieve the expected result?

We should start witllirect marketing campaignargeting the higher levels in organisations and
politicians. As already mentioned, commitment andp®rt are necessary for the success of fufther
actions.

Over time, there should be a clear shift from diraed high-level campaigns towards the miore
operational and technical level, basing the message demonstrating thebenefits of
interoperability.

Stakeholders, such as industry, should be involwdgese campaigns. Even though the camps
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might at first be primarily EC-led, there is a réde the Member States to play too.

Table 13: Interoperability awareness

3.3.4.6.2 Focus area: Sharing Best Practices usi@gllaborative
Platforms

The objectives of this focus area are:
» Alignment with EU interoperability objectives;
» Leveraging existing project initiatives;
» Sharing best practice using collaboration platforms

» Supporting all the objectives of the other focusazr.

In order to achieve the objectives set out abdwe four strategic questions have been addressed and
further elaborated.

Where are these activities taking place?

When creating collaborative communities centrecdttan sharing of interoperability best practice,
community builders should emphasis effective besictice sharing through content-oriented
communities combined with an external focus, thtowxisting platforms at EU level and/pr
together with global communities.

Sharing of best practice is thus taking place id batween the content-oriented communities of
practices. These are typically cross-border, evessesector, and support all other activities. €hes
actions thus also reach outside the European Umidrthe public sector.

Why do we need sharing of best practice?

The reasons for creating or elaboration upon conitiegrsharing best practices are as follows:

< First of all, there exists an identified lack ofsing of best practices and lessons learnt;
« Secondly, sustainable solutions are not reusedgénou
< Thirdly, sharing best practice is potentially higlefficient and effective;

« Finally, there is a need for content-oriented comities for exchanging knowledge and
learning from each other’s experiences in the figlohteroperability.

What are the expected results from the sharing ofést practices?

The expected results of effective best practicerispathrough content-oriented communitigs,
through existing platforms at EU level and/or tdgetwith global communities, is to effectively
share best practice by means of content-orientetheonities, through existing platforms at- EU
level and/or together with global communities.
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How are we going to achieve the expected results?

Within the EIS, the focus will be on building comnities of practice organised around the shafing
of best practice and a strong emphasis on the nbttde shared rather than on the technology|and

supporting tools.
The means for reaching the objectives are theviatig:

¢ By understanding the business, capability and t&olgy issues of users;

« By reaching out to users, standards organisatiddibg and through existing communities
centered on the sharing of specific interoperabddntent (best practice, lessons learnt).

Table 14: Sharing best practices using collaborate platforms
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CONCLUSIONS AND RECOMMENDATIONS

Interoperability is a cornerstone for building Epean Public Services.

The progresses achieved in the field of interopktalsupport the realisation of the European
Policy objectives, such as the four freedoms.

There should be @ear and strong mandatefor EC to take on a leading role in the coordimati
of the proposed interoperability opportunities gmdjects. The management of these activities
will depend on the focus area and type of actisitrequestion.

In order to achieve significant progress and tehdae stated objectives, a straagmmitment
from all stakeholders, with clearly defined rolesl aesponsibilities, is central.

Interoperability is not only a technical matter bequires a coordinatedvolvement of several
types of expertiselegal, organisational, content and technologyeetspwill have to collaborate
together.

A well-thought and balancedovernance modelis essential for the implementation of
interoperability efforts.

The strategy will cater for updateson a regular basis — depending on the evolutiothef
interoperability landscape.

8. When estimating the costs of specific activitied projects, the cost of inaction should equally be

9.

considered. Just like quality assurance, earlecgtin on, and implementation of interoperability
are often guarantees for a later return on invastsnelnteroperability from scratch significantly
reduces risks and efforts associated with incorbjgatiystems and interfaces

In most of the focus areas it is strongly recomneehnidstart with specific sectoral projects to
seek replicable solutions and to duplicate thewtlirer sectors.

10. We recommend conductingctivities under each focus areaas the focus areas support one

another. Trust and privacy is needed for achieemagrete results in information availability and
usage area. Interoperability awareness and thenghaf best practices are all horizontal
measures supporting the success of the activitiethier focus areas.

11. Conclusions per cluster and per focus area

a. Trusted information exchange
Within the trusted information exchange clustempragressive and project based approach
towards the objectives should be followed.
i. Semantic information exchange

Efforts in the field of semantic interoperabilithaild focus on openness and
standardisation  (convergence), together with imtiional standardisation
organisations, as semantic assets are of high f@iueteroperability.

ii. Information availability and usage

Achieving the objectives set-out for this focusaaie very ambitious. A strong
political willingness will be able to provide thesgessary means for reaching a
satisfactory level of information availability andage.
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iii. Trustand privacy

Efforts under this focus area should focus on stppmp the STORK project,

especially in the field of cross-border e-Autheatiicn for e-Id. At a higher level,
initiatives should concentrate on the customisatibexisting regulatory instruments
available at EU level.

iv. Catalogue of services

The catalogue of services should be achieved imettsteps: a short EC-driven
structuring exercise, Followed by a roll-out at Mmn States level, secured by the
consolidation or the linking of all catalogues daile in the Member States.

b. Interoperability architecture:
Interoperability architecture together with the saiic interoperability are the cornerstones of
interoperability. A sound basis is needed in thister.

i. Interoperability architecture

After finishing the bottom-up approach used in BikS project, a complementary top-
down approach leading to the elaboration of the-BEosituation” should be followed.
By doing this, the gap between the two studies imilicate the missing building
blocks, which should be obtained or created.

ii. Expertise support and methodologies
The focus should be put on building internal experwhich should support and
enhance the CAMSS initiative.
c. ICT implications on the new legislations
i. National and cross-border sector-specific legisteisustainability:

Increased collaboration between EC and Member S1&1€ and legislation experts
will help achieve a systematic and well defined i@iplications assessments process.
A methodology will be established, assessmentstaki place and the results will be
available.

d. Accompanying measures
This is a horizontal activity supporting all ottetusters and focus areas.
i. Interoperability awareness:

Interoperability awareness endeavours will takeelan two levels: at Member States
via the future interoperability ambassadors andEdt level via carefully targeted
marketing campaigns. The aim is to include interajpiity on the political agenda
and further into the technical level discussions.

ii. Sharing best practice@ising collaboration platfornjs

The sharing of best practices will be driven by teah and community focussed
activities, by relying on existing platforms at Hevel and where possible at a
broader, more global level.

12. To achieve efficient European Public Services,roferability efforts are mandatory.
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GLOSSARY

Access:in general, the right to enter or make use of. tomputer context, entry granted to a software
path that establishes the right to use a systenitamesources; to read, write, modify, or deledad
and/or to use software processes with various diépehto achieve the status of having access.

Access control:the granting or denying to a subject of certaimpssions to access a resource (e.g.,
to view a certain file, to run a certain programme)

Administration: a public authority in charge of delivering a puldarvice.

Authentication (of identity): an adjunct step to identification that confirmsaaserted identity with a
specified, or understood, level of confidence. Autiication can be used to provide high assurance
that the purported identity is, in fact, the cotrieentity associated with the entity that proviite3he
authentication mechanism can be based on somettahthe entity knows, has, or is (e.g. a password,
smart card that uses some encryption or random eurfdy a challenge-response scheme, or a
fingerprint).

Authentication (of a message)ithe process of adding one or more additional d&eents to
communications traffic (or files) to ensure theemnity of the traffic (or files). Such additional
elements are often called 'message authenticdtan@)vould be an example of an integrity lock.

Authenticity: a security service that provides a user with a meznverifying the identity of the
sender of a message, a file, a computer systewft\sase process, or even a database or individual
software component.

Authorisation: determining whether a subject (a user or systeritugted to act for a given purpose,
for example, allowed reading a particular file.

Availability: the property that a given resource will be useahléng a given time period, for
example, that an encrypted file can be decrypteeihwiecessary.

Benchmarking: a detailed analysis of an electronic reporting pogto determine whether it can be
used in whole or in part in another state or agency

Best Practicesmethodologies that provide beneficial results. Sbes practices are general in
nature and can be applied to almost every industher best practices are industry-specific.

Community: a constantly changing group of people collaboraing sharing their ideas over an
electronic network (e.g., the Internet). Commusit@ptimize their collective power by affiliation
around a common interest, by the compression oftithe between member interactions (i.e.,
communicating in real time), and by asynchronousstipgs® which potentially reach more
participants and allow for more reflection timeritraal-time interactions.

Confidentiality: the protection of information against interceptimnreceipt by unauthorised third
parties.

Database:Information maintained in a computer storage system

European Public Services According to latest version of the draft EIF,this document European
Public Servicemeans'a cross-border public sector service supplied plx administration$8 by
means of cooperation between those administratiitiser to one another, or to European businesses
and citizens.’

18 Refers to either national public administratios any level), or bodies acting on their behalfd/an EU public
administrations.
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Focus Area in order to identify various groups of similaethatic reach (i.e. problems, interest, goals
and objectives), focus areas are addressed in wagnucture the future efforts in interoperapikind
to further define a set of vision-oriented objeesiv

Information system: a discrete set of information resources organipedhie collection, processing,
maintenance, transmission, and dissemination ofrimdition in accordance with defined procedures,
whether automated or manual.

Interoperability is a property referring to the ability of diversgstems and organisations to work
together (inter-operate).

» Organisational interoperability is about being able to identify the players angbaisational
processes involved in the delivery of a specifioe&nment service and achieving agreement
among them on how to structure their interactioesdefining their ‘business interfaces’.

» Technical interoperability is about knitting together IT systems and softwaral defining and
using open interfaces, standards and protocolsderdo build reliable, effective and efficient
information systems.

» Semantic interoperability is about ensuring that the meaning of the infoioma¢xchanged is
not lost in the process that it is retained andewstdod by the people using it, and applications
and institutions involved.

» Political and legal interoperability: corresponding to the compatibility among Membete3ta
legal frameworks.

Monitoring: recording of relevant information about each operatty a subject on an object,
maintained in an audit trail for subsequent analysi

Network: a group of computers and peripherals connectedaiediles and devices.

Objective: an objective is a projected state of affairs thgierson or a system plans or intends to
achieve - a desired strategic development towaxas@n.

PKI: Public Key Infrastructure.

Portal: any well-used gateway to the Internet, especialbgé sites designed to serve as a 'front door
and thus the first page that users see when angefise Web. Portals typically provide large
catalogues of other sites, powerful search endioesocating information, and e-mail facilities or
other attractive Web services.

Problem: a problem is an obstacle, barrier, challengessue which makes it difficult to achieve a
desired goal, objective or purpose. It refers stfwation, condition, or issue that is yet unresdivin a
broad sense, a problem exists when an individuedrbes aware of a significant difference between
what actually is and what is desired.

Problem Statement:a problem statement is a clear and concise deseript the issues that needs to
be addressed and which should be defined beforeatiegnpt to solve problems. A good problem
statement should answer these questions:

* What is the problem, the probability it will occaind the risks it entails?

* Who has the problem or who is the client/custonidn® should explain who needs the solution
and who will decide the problem has been solved.

* What form can the resolution take? What are thpesemd limitations (in time, money,
resources and technologies) that can be usedve @ problem?

Reliability: the ability of a computer or an information or talenmunications system to perform
consistently and precisely according to its speaifons and design requirements and to do so with
high confidence.

Root Cause a root cause is an initiating cause of a caulsaincwhich leads to an outcome or to a
problem. Commonly, root causes are used to dest¢hbedepth in the causal chain where an
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intervention could reasonably be implemented tongkaperformance and prevent an undesirable
outcome.

Risk: the likelihood that vulnerability may be exploitext,that a threat may become harmful.

Security: the collection of safeguards that ensures the denfiality of information, protects the
system(s) or network(s) used to process it andralsnaccess to it. Hence, security safeguards impos
appropriate access rules for computer information.

TESTA | and Il : Trans-European Services for Telematics betweeaniAidtrations. The IDA TESTA
project started in 1996 and entered its secondepfiEBESTA 1) early in 2000. It responds to the
growing need for the exchange of information betw&iropean administrations. It envisages a
European inter-administrative IP network, similarthe Internet in its reach and universality, but
dedicated to inter-administrative requirements gmaviding guaranteed performance levels.
Implementation of this vision requires a broad cage, including:

* All EU Member States;
* EFTA countries; and
» EU accession candidates, once they have joined IDAB

Third party access: eavesdropping on or entry to data communicati@ephony or stored computer
data by an unauthorised party.

Trust: the concept that a system will provide its inthdfunctionality with a stated level of
confidence. The term is also used for other estiteeg. trusted software, trusted network, trusted
individual. Sometimes the confidence - also calledurance - can be measured but sometimes it is
inferred on the basis of testing and other inforomat

Trustworthiness: assurance that a system deserves to be trusted.

For other definitions, please refer to the IDABC glossary:
http://ec.europa.eu/idabc/en/document/649/5892
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