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E-Justice

Objectives: 

1. Facilitate access to justice to citizens and
companies.
2. Improve cooperation between justice actors. 
3. Improve efficiency of justice (time and costs

Means: E-justice portal as one stop shop. In two
steps (Phase I: information, phase II services)

Presentation: End of this year.



E-Justice portal

Citizens

Courts

Legal profs.

Victims and accused
Small claims
Transparency of costs
Mediation
Legal Aid

Networks
Access to documentation
Jurisprudence
Forum of justice

Companies

Commercial Registry
European Paiement Order (EPO)
Land registry
Insolvency registry

Videoconference
Translators/ Interpreters

Information (2010 ��� � )

(Mid-long term)

Comunication
& Procedures

Single (European)
Autentication of:
- Identity
- Fonction
- Rights of use
will be in place
and mutually 
trusted by 
relevant 
stakeholders

Actions

© UNISYS



Background

First European project for legal professionals (2007).
Limited available sources of funding: Criminal Justice.
The implementation of new instruments such as the European Arrest and 
Evidence Warrants and the close cooperation undertaken by Eurojust and 
Europol make it necessary for lawyers  to coordinate their efforts in providing 
cross-border defense and assessment to European citizens.

Main needs of the profession: Professional Secrecy
With the aim of improving proficient professional 
relationships between lawyers, our departure point shall 
be secure e-communications . 
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What is PenalNet

PenalNet: first European e-
network for fluent, secure and 
inviolable e-communications 
among criminal lawyers. 

Initiative granted by the EC 
program Criminal Justice 2007 , 
(DG Justice, Freedom and 
Security).
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Aligned with the European e-Justice Strategy  (European 
Interoperability Framework  for Paneuropean e-government 
services). 



European partners involved

PenalNet is being developed by a 
team formed by the Councils and 
Bars of five EU member states: 
France, Hungary, Italy, Romania 
and Spain.

Every country will contribute with 
300 lawyers acting as pilot testers 
until the end of 2010.
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In the long term, PenalNet aims to be a permanent service 
provided for every EU qualified lawyer.



Objectives

• To be the first and largest virtual international cooperation 
network in the field of criminal law.

• To improve professional relationships between lawyers 
through secure, cooperative and protective e-
communications.

• To ensure a better defence in cross-border criminal cases 
• To provide higher protection of European citizens' 

Fundamental Rights. 
• To decrease delays , allow faster interaction, strengthen 

confidence between the practitioners and amongst  citizens 
whilst protecting their right to privacy. 

• To help promote a culture of safe communications and 
closer cooperation at European level.
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How does PenalNet operate

• 1500 criminal lawyers will access 
www.penalnet.eu using a smart card that 
contains a digital certificate that accredits 
their European lawyer condition.

• Bars and/or Councils will select and certify 
that lawyers applying to a digital certificate 
currently practice the legal profession, 
and will consequently deliver it.

• Certificates are issued in accordance with 
the standards established by the Council 
of Bars and Law Societies of Europe . 
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How does PenalNet operate

The CCBE European Professional 
Identity Card allows its owner to 
identify himself physically as a 
lawyer in other European Countries 
as well as in front of the European 
Courts.

The four pillars of secure
Communications are: confidentiality, 
integrity, non repudiation at origin
and non repudiation of receipt.
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Platform features

Digital signature
Provides secure identification (as practising lawyer).
Allows encrypted communications (SSL sessions).
Guarantees the authenticity of the documents 
exchanged through the Network.

Directory 
Any registered lawyer may search reliably for fellow 
lawyers with the aim of collaborating in cross-border 
criminal issues.
Allows to access CV information of the lawyer.
Lawyers’ information validated by the National Bar.
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Platform features

Acknowledgement of receipt and reading, 
notified by SMS and/or conventional e-mail.

Online time stamping for every message.

Information stored in a database hosted 
in a secure center process data.

Posibility of sending to external non-registered users.

Possibility to have a Multilingual website.
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Project Stages

Lawyers data collection : 15/02/2009

Kits  and certificates 
First distribution to lawyers: 07/2009

Training
RA Operators: 06/2009
Teachers and Support: 06/07/2009

Support to national lawyers: 30/12/2010
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Workflow
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Dissemination

Project dissemination is needed
in order to position the European 
Legal profession as pioneer in 
safe IT communication .

In order to generate a high
awareness of PenalNet in front of
its audience.
� Authorities and Public Institutions
� Legal Profession.
� Users and prospect partners.
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General interest
information in the European 
context of PenalNet. 

Local interest information: 
Partners will prepare the
information, which should be 
firstly sent to PPO for
approval.



Dissemination

Communication Strategy
• Press releases 
• Press Conferences
• Interviews
• Opinion Articles
• Recognition in web: Eupractice; Semic.eu
Launch of PenalNet  (Madrid 2009)

Towards improving trans-border practice throughout PenalNet. 
Expert speakers 
Broadcasted, online streaming
Roundtable of partners
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Expected results: PenalNet: enhancing 
the e-Justice within EU

To become a useful and safe tool for 
Int./national practising lawyers. 

To incorporate European Bars & LS.

To set the pace for future e-communications between
the legal profession in Europe .

To become the first contribution of EU lawyers for a 
single space of E-Justice and create a benchmark 
for development of future projects .
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PenalNet: enhancing the e-Justice within 
EU

• PenalNet is the first e-Justice project funded by the Criminal Just ice 
and Civil Justice programs .

• PenalNet guarantees the improvement of the European strategy on e-
Justice , which pretends to use the Information Society tools in the field of 
the justice.

• PenalNet has solidly contributed to the establishment of a priority for e-
Justice projects in this field .

• PenalNet is based on electronic signature providing secure identification 
and authenticity of the documents, two of the priorities of the European 
Commission in e-Justice . E-signature should be considered at European 
level as a cornerstone for the interoperability between the Administration of 
Justice, the legal professionals and the citizens.

• PenalNet offers legal technological expertise to th e EU Institutions and 
European legal profession . It should therefore be linked to the e-Justice 
portal and to other public and private initiatives, projects and websites in 
the field of e-Justice.



Information about PenalNet?

Our web site : www.penalnet.eu

• Management :
management@penalnet.eu

• Press Office :
press@penalnet.eu

• General Information :
info@penalnet.eu


