MINISTRY OF THE ECONOMY 

1021

Pursuant to Article 16 paragraph 3 of the Electronic Signature Act (Official Gazette 10/02), the Minister for the Economy hereby passes the following
ORDINANCE 

ON THE RECORDS OF CERTIFICATION AUTHORITIES FOR ELECTRONIC SIGNATURES  

I GENERAL PROVISIONS 

Contents of the Ordinance 

Article 1 

       This Ordinance lays down the content and the manner of submitting an application for  the commencement of rendering certification services for legal persons and natural persons who intend to provide certification services in the Republic of Croatia, the procedure for entry into the Records of Certification Authorities in the Republic of Croatia (hereinafter: the Records), the content and manner of maintaining the Records, the procedure for reporting and entering data changes into the Records and the form to apply for entry into the Records, and the form to report on the changes to be entered. 
II APPLICATION AND ENTRY INTO THE RECORDS
Application procedure 

Article 2

The certification authority shall, prior to the commencement of rendering certification services in the Republic of Croatia, submit to the Ministry of the Economy (hereinafter: the Ministry) a form to apply for entry into the Records, which is set out in Annex 1 to this Ordinance and constitutes an integral part hereof. 

Article 3

The form to apply for entry into the Records is submitted by the certification authority or authorised representative thereof, at least eight days prior to the commencement of rendering certification services. 

Article 4

The Ministry of the Economy may also establish electronic format of the form to apply for entry in the Records.

In the case that the form to apply for entry in the Records referred to in paragraph 1 hereof is published, the certification authority who wishes and has the capability to do so shall draw up the application in electronic form. 

Article 5

The certification authority shall state the following in the application for the commencement of rendering certification services in the Republic of Croatia:

1. General data on the certification authority,

2. General data on the liable person, authorised representatives, and owner – co-owners,

3. Proof of fulfilling the conditions stipulated by the Electronic Signature Act and the subordinate legislation.

The data referred to in items 1 and 2 of paragraph 1 hereof are entered in the Application for entry into the Records (Annex 1 to this Ordinance).

With the application for entry into the Records, the certification authority shall, in order to prove the fulfilment of the conditions set out in item 3 paragraph 1 hereof, submit the following documentation to the Ministry:  
– Certificate form the Register of Companies for legal persons, i.e. certificate from the Trades and Crafts Register for natural persons–traders,
– Profit and loss account, and balance sheet for legal persons, i.e. personal income tax report for natural persons for the previous year prior to the date of submitting the application, 
– Credit worthiness data (Form BON-1) for legal persons and solvency data (Form BON-2) for legal persons and natural persons–craftsmen,
– Internal rules of business practices regarding the development and certification of electronic signatures,
– Document on internal organisation,
– Description of the technical and programming framework and the system of physical protection of devices, equipment, and data,
      – Description of security solutions for the protection against unauthorised access to the system and data, and protection of data integrity and information confidentiality,
      – A list of personnel who perform technical and expert operations of providing certification services, maintaining databases and administering the information system, indicating their qualification and working status. 


Article 6
Under Article 35 of the Electronic Signature Act (hereinafter: the Act), certification authorities with the seat abroad shall submit the form to apply for entry into the Records in accordance with the provisions set out in Articles 2 to 5 of this Ordinance.
The application form shall be in the Croatian language and the accompanying documentation shall be in the original and certified Croatian translation. 
Entry into the Records 
Article 7

The documentation attached to the form to apply for entry in the Records constitutes an integral part hereof and it remains in the Ministry. 
Article 8

Within eight days from the date of receiving a valid application, the Ministry of the Economy shall enter the certification authority into the Records.
Article 9
In the case of changes in the data stated in the application of a certification authority that is entered in the Records, or changes in the conditions for performing certification under Article 12 of the Act, the resulting amendments to the Records shall be reported to the Ministry within 24 hours from the time change emerged.  
Report on the amendments to the Records is submitted by the certification authority or an authorised representative thereof in the prescribed form, which is set out in Annex 2 to this Ordinance and constitutes an integral part hereof. 
The Ministry of the Economy may also establish an electronic format of the form to report the changes, i.e. amendments to the data in the Records. 
The certification authority or an authorised representative thereof can submit the report on the changes, i.e. amendments to the data in the Records in electronic format in the electronically prepared form referred to in paragraph (3) hereof. 
Article 10

On the basis of a submitted report on the amendments to the data entered into the Records, the Ministry shall decide whether the change to the data entered thereto is required. 
Amendments to the data entered in the Records shall be executed in such a way that the previous data are not deleted but marked as archive data, indicating the date until which they were valid. 
Should the Ministry on the basis of a submitted report on the amendments to the data, adopt a decision that the certification authority no longer fulfils the conditions from Article 12 of the Act, the Ministry shall specifically indicate it in the Records.  
III MAINTAINING THE RECORDS 
Article 11

The Records of Certification Authorities is maintained in the Book of Certification Authorities in the Republic of Croatia.

The following data for each certification authority ere entered in the Book of Certification Authorities:

– File number,
– Name of the certification authority,
– Business register number,
– Address of the certification authority,
– Name and surname of authorised persons, 
– Main business activity,
– Electronic address of the certification authority,
– Telephone number for direct communication with authorised persons,
– Fax number for direct exchange of documentation,
– Date of entry into the Records, 
– Date of amendments to the Records, 
– Date of deletion from the Records. 
Article 12

The Records is public and it is maintained in the Croatian language. 

The Records is also kept in electronic form with a technological solution providing access to the contents of the Records with the available and to the public most acceptable technology.  
The Ministry may entrust the technical and information maintenance of the electronic records by the contract to a legal person who has the technological and personnel resources to provide for free access and permanent availability of the Records in electronic form. 
Article 13

Within 30 days from the date of entry into the Records, the Ministry is obliged to publish in the Official Gazette a list of certification authorities entered into the Records, the reported amendments and deletion form the Records.
IV FINAL PROVISIONS 

Article 14

This Ordinance shall enter into force on the eighth day from its publication in the Official Gazette.
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Zagreb, 8 May 2002 

Minister for the Economy 
Hrvoje Vojković, m. p. 

 ANNEX 1

	APPLICATION FOR ENTRY 

	INTO THE RECORDS OF CERTIFICATION AUTHORITIES FOR ELECTRONIC SIGNATURES

	 

	

	GENERAL DATA ON CERTIFICATION AUTHORITY: 

	1.______________________________________________________________________________________________ 

	APPELATION/NAME AND SURNAME OF THE CERTIFICATION AUTHORITY 

	2.______________________________________________________________________________________________ 

	REGISTER NUMBER/PERSONAL IDENTIFICATION NUMBER OF THE CERTIFICATION AUTHORITY

	3.___________________________________________
	4.______________________________________________

	ADDRESS: TOWN, DISTRICT, MUNICIPALITY
	STREET AND HOUSE NUMBER

	5.___________________________________________
	6._______________________________________________

	TELEPHONE:
	FAX:

	7.___________________________________________
	

	E-MAIL:
	

	

	GENERAL DATA ON THE LIABLE PERSON, AUTHORISED REPRESENTATIVES, OWNER - CO-OWNERS:

	1._____________________________________________________________________________________________

	NAME AND SURNAME OF THE LIABLE PERSON IN THE LEGAL PERSON, NATURAL PERSON-TRADER, AUTHORISED REPRESENTATIVE, OWNER - CO-OWNERS

	2.___________________________________________
	3._______________________________________________

	PERSONAL IDENTIFICATION NUMBER 
	ID NUMBER 

	4.________________________________________________
	5._____________________________________________________

	ADDRESS
	STREET AND HOUSE NUMBER 

	6.___________________________________________
	7._______________________________________________ 

	TELEPHONE/FAX 
	E-MAIL 

	

	LIST OF ATTACHED DOCUMENTS PROVING THAT THE CONDITIONS LAID DOWN IN THE ELECTRONIC SIGNATURE ACT AND SUBORDINATE LEGISLATION ARE FULFILLED: 

	1.______________________________________________________________________________________________

	

	2.______________________________________________________________________________________________

	3.______________________________________________________________________________________________

	4.______________________________________________________________________________________________

	5.______________________________________________________________________________________________

	6.______________________________________________________________________________________________

	7.______________________________________________________________________________________________

	8.______________________________________________________________________________________________

	

	
	STAMP AND SIGNATURE OF THE LIABLE PERSON CERTIFICATION AUTHORITY 


ANNEX 2

	REPORT ON AMENDMENTS TO THE DATA 

	ENTERED IN THE RECORDS OF QUALIFIED CERTIFICATION AUTHORITIES FOR ELECTRONIC SIGNATURES 

	 

	

	GENERAL DATA ON CERTIFICATION AUTHORITY: 

	 

1.______________________________________________________________________________________________ 

	APPELLATION/NAME AND SURNAME OF THE CERTIFICATION AUTHORITY 

	2.___________________________________________
	3.________________________________________________

	FILE NUMBER OF THE CERTIFICATION
 AUTHORITY
	DATE OF ENTRY INTO THE  RECORDS OF  CERTIFICATION AUTHORITIES 

	4. __________________________________________
	5.________________________________________________

	ADDRESS: TOWN, DISTRICT, MUNICIPALITY 
	STREET AND HOUSE NUMBER 

	6.___________________________________________
	7.________________________________________________

	TELEPHONE: 
	FAX: 

	8.___________________________________________
	

	E-MAIL: 
	

	 

	CHANGES DUE TO WHICH THE AMENDMENTS TO THE RECORDS ARE PROPOSED 

	 

	 

	

	
	STAMP AND SIGNATURE OF THE LIABLE PERSON CERTIFICATION AUTHORITY 


