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1. Summary
The Government of the Republic of Croatia has initiated the One Stop Shop Program to give state administration users the possibility to satisfy all their needs in one place without having to know the competencies within an individual state administrative body or to be familiar with its organisational structure. The Program Strategy establishes a system of strategic, tactic and operational plans for implementing the Program. The document portrays the vision, mission and goals that rely on an efficient application of information and communications technologies and the state administration reform. It recognises the basic principles of information security, interoperability, openness (especially the application of open standards), flexibility and scalability, which are a basis for building modern state administration information systems. The program aims at increasing the efficiency, effectiveness, flexibility and transparency of state administration, which can only be done by a systematic transformation of business processes. A common architecture of information systems has been described in view of the basic principles and requirements which combines the existing information resources and makes it easily adaptable to future modifications of business processes. The goals and strategic principles of the One Stop Shop Program comply entirely with the programs for reforming and improving the work quality of state administration in the European Union and the developmental goals of an information society. The Program thus contributes to Croatia’s fulfilment of the tasks it took over under the Stabilisation and Association Agreement.

2. Introduction


The Government of the Republic of Croatia has decided to forcefully begin the transformation of processes and raise the quality and efficiency of state administration services through the One Stop Shop Program. The basic idea of the Program is to enable users of the state administration services to satisfy all their needs in one place, without having to know who is responsible for which document required by the process, or needing to visit several places. We can actually talk about a unique state administration contact centre through which communication with the state administration will be done easily through all the available means – from face to face contact at the counters, by telephone or electronic mail and Internet services. Such a contact centre relies on an integrated architecture of state administration information systems that provides simple and safe access to all information resources.


One of the goals of the Project e-Croatia 2007 is to establish an e-State Administration, which is also an important constituent for developing an information society in the Republic of Croatia. The purpose of e-State Administration is to ensure interoperability of state administration information systems in such a way that information can flow freely between state administrative bodies and public institutions so that enterprises, citizens and civil servants would not have to repeat the same actions and verify the same information. Such organization is necessary in order to raise the quality of state administration services and increase its efficiency and purposefulness. 

One of the basic strategic objectives of the Lisbon Agenda is to develop an information society. By adopting this Agenda, the European Union opted for a fast development of a competitive market by widespread application of technologies based on knowledge. The Republic of Croatia has also adopted such an approach by signing the Stabilisation and Association Agreement (SAA). Article 99 of the SAA refers to the 

[image: image1]
development of an information society and cooperation with the European Union on preparing the entire society for a digital age and interoperability of networks and services. The legal basis for implementing the One Stop Shop Program was established by adopting the Act on the Organisation and Scope of the Ministries and State Administrative Organisations (the Official gazette of the Republic of Croatia NN 199/03, NN 30/04), Decree on the Internal Organisation of the Central State Administrative Office for eCroatia and the Conclusion of the Government of the Republic of Croatia (class 311-01/04-02/01, protocol No. 5030105-04-12) of 15 October, 2004. The Program is a strategic reform program jointly coordinated by the Central State Administrative Office for e-Croatia and Central State Administrative Office, in cooperation with other competent institutions included in the Program (Financial Agency, Agency for the IT Systems Support (APIS), Ministry of Justice, Ministry of Economy etc.).

An analysis of the existing state administrative institutional, legal and technological resources and the available organisational and technological solutions has revealed how complex it will be to implement the One Stop Shop Program. We have thus intended the Program to be planned and managed at three levels. The Graphical presentation of planning and managing the Program is shown in Figure 1. The strategic level covers long term planning based on the analysis of available technologies and organisational knowledge. It includes formulating the vision and basic organisational and technological principles that were expressed through the Program Strategy document (this document). Tactic planning is mid-term planning that includes a status report and gap analysis, choosing shared methods of selection and prioritization, and coordinating the implementation of tasks through individual projects, as well as standard documentation and methods of running individual projects. The implementation plan of the One Stop Shop Program is an accompanying document that includes all elements of tactic planning. The implementation plan of the Program defines the management, supervisory and consulting bodies and the manner in which the Program will be monitored during its implementation.
3. Vision, mission and goals
3.1. Vision
All the services offered by the state administrative bodies to legal and natural persons at a central and local level are integrated horizontally by establishing an integral information system. This system unites all information-communications resources of all bodies through a unique computer-communications network of state administrative bodies by applying technological, semantic and process interoperability, by using advanced electronic signature for authorisation and authentication, by applying international standards of information security and personal data protection, thus enabling an “end-to-end” service by all available communication channels (personal contact, telephone, SMS, Internet etc.).
3.2. Mission
· To provide natural and legal persons the means of communication with state administration without them needing to understand the internal functional organisation and competencies of state administrative bodies.

· To use an open coordination process for establishing a system of strategies, policies, implementation plans and recommendations as well as standards and standard procedures that will enable the creation of a common architecture of state administrative IT systems. This system will be based on the principles of interoperability, exchange and shared usage of data, open standards, information security and protection of personal data.

· By utilizing IT technology to support a horizontally integrated transformation of business processes, to raise quality and efficiency as well as to reduce costs and prices of state administrative services for legal and natural persons.
· By participating in the European Union Programs (IDAbc, eTEN etc.) and cooperating in the work of the EU agencies (Enisa and others) to coordinate the harmonization of information and communications systems in the state administration of the Republic of Croatia with the standards and best practices based on the experiences of implementing eEurope 2002, eEurope 2005 programs and introducing the e-State administration into EU.

· To enable an equal market competition of alternative technologies (protected and those based on open code) as well as large and small businesses – suppliers of goods, work and services from the field of information-communications technology – through implementing the e-Croatia 2007 program.

3.3. Goals
· To establish a contact centre (within the One Stop Shop) that offers services and information about the work of state administration.
· To establish a system for managing business processes in state administration (status report, linking to legal regulations, monitoring the efficiency indicators, necessary human and other resources, administrative load and expenses, modelling and optimization).

· To institute a system for managing state administration resources in the area of applying information and communications technologies (human potential, hardware, software, telecommunication capacities).

· To establish a unique computer-communications network of state administrative bodies as an infrastructural precondition for linking state administration’s information and communication resources into an interoperational system.

· To create a Centre for Knowledge and Excellence for managing the Reference List of National and International Standards, Open Standards Repository and Document Templates Repository, organisational charts and procedures and for exchanging experiences as well as supporting IT experts in state administration.
· To systematically monitor investment from the state budget and European Union funds into information and communications technology.

· To determine standards for documentation and standard procedures for preparing, evaluating, producing and monitoring and to evaluate the quality and efficiency of projects for developing e-State administration.
· To integrate a back office by transforming business processes, establishing coordination and application of open standards as support to the work of contact centres.

· To establish a help desk that will provide assistance to civil servants and employees in applying information and communications technology.

· To implement an e-Education system in applying information and communications technologies (ECDL), common and separate applications and services.

4. Basic principles

Modern information and communications technologies (ICT) are a prerequisite for introducing quality changes in the manner services are provided to citizens and entrepreneurs by the One Stop Shop. An efficient and effective application of ICT is possible in complex systems such as state administration if common rules are determined for enabling logical unification of information sources and services, all through a common architecture of information systems. In modern and complex organizations and state administrations, such architecture is built on the basic principles of information security, interoperability, openness, flexibility and scalability.
4.4. Information security

An electronic state administration is the backbone for developing an information society, especially in the sense of gaining the trust and confidence of citizens and enterprises in such a way of operation, but also confidence in the state administration that is implementing such modernisation. The security of information resources and communications is critical for establishing a trustful relationship with users – citizens and enterprises. For this very reason the state administration must introduce measures of information security in a systematic way. The notion of information security includes people, processes (organisation) and technology and it entails a coordinated introduction of formal procedures like risk assessment, staff and equipment certification and accreditation of technical systems that are applied in certain segments of state administrative business processes. Establishing a secure information system is a dynamic process that lasts throughout the whole life cycle of a system, from its planning phase, development, implementation, usage, growth and removal. Fundamentally, it is a process of risk management that includes 
assessment, monitoring, removal, avoidance and acceptance of risk. The cost of applying additional security countermeasures throughout the process is assessed against their effectiveness thereof. The security system of the information systems must ensure confidence, integrity and accessibility of information.
4.5. Interoperability

Interoperability means the ability of information and communications technology systems and of the business processes to support the data exchange and to enable the exchange of information and knowledge. An interoperability framework can be defined as a set of standards and guidelines that describes the achieved or desired agreement of stakeholders on their mutual interconnection. An Interoperability framework is an evolving document that must pursue the changes of technologies, standards and administrative requirements.
Following are the fundamental preconditions that must be satisfied by every standard for electronic transactions between different state administrative institutions, or between the state administration on one side and the private sector or citizens on the other side:

· User identification
· Data structure standardisation

· Authentication of the sender and recipient
· Responsibility for the data sent and received

· Communication security

Interoperability must be ensured at three levels – technical, semantic and process.

4.5.1. Technical interoperability
Technical interoperability refers to the standards for interrelating computer systems and services. It includes open interfaces, network and security services, data middleware software, integration, presentation and data exchange.

4.5.2. Semantic interoperability

Semantic interoperability refers to the meaning of data. It ensures that the data that is exchanged has the same meaning at its source and end. Semantic interoperability enables linking information from different information resources in a meaningful way.

4.5.3. Process interoperability

Process interoperability refers to defining business goals, business processes modelling and establishing cooperation among various administrative units whose internal organisation and operation do not need to match. 
Process interoperability must be realised to satisfy the needs of system users and implement available and simple user services.
4.6. Openness
4.6.1. Standards

Standards represent arrangements between stakeholders within a certain technological field. The fields of arrangement can vary – from the description of a process to the physical characteristics of certain parts of equipment. As technology develops, it is clear that standards are not unchangeable, but follow and adapt according to the development of technology and the needs of the users. International and national standards are arrangements adopted and confirmed by the authorised standardisation authority (State Office for Metrology (DZNM - Državni zavod za normizaciju i mjeriteljstvo), i.e. from 1 Januray 2005 Croatian Standards Institute (HZN – Hrvatski zavod za norme), ISO – International Organisation for Standardisation, IEC – International Electrotechnical Commission, CEN – European Committee for Standardisation, CENELEC – European Committee for Electrotechnical Standardisation, ETSI – European Telecommunications Standards Institute). In addition to national standards, there are also mandatory, proprietary and open standards.  Mandatory standards are those that are determined by law because of the existence of special public interest. Such are for example standards in the area of product safety. Proprietary standards emerge when private companies market various products, one (or more) of which gain a dominant position through market competition and set a de facto standard without the confirmation of the standardisation authority. The proprietors or sponsors of such standards can set limitations on their use by requiring fees to be paid for their use and/or not allowing access to the technical documentation of the standard. Open standards are those accessible to all under equal conditions and without a fee in such a way that all details of the standard’s technical documentation are openly available and all versions of the standard are made permanently available. Every organisation may define its own internal standards for the needs of its business processes.
The application of proprietary standards leads to a restricted market competition and often ties the user to one or a restricted number of suppliers. Such restrictions need to be avoided whenever possible. On the other side, the application of open standards enables an interoperability and modularity of solutions, and simplifies the information exchange which increases the choice of solutions for operational systems and applications.
The information infrastructure that supports business processes within the One Stop Shop Program, and state administrative information systems in general, must apply widely accepted open standards confirmed in practice whenever possible. This especially refers to products for integrating information systems and supporting interoperability. The criteria for selecting standards are their widespread usage, reliability of their sponsors or proprietors, technical quality and necessity of applying the standards. 
Their widespread usage ensures that the solutions applied in state administration will be interoperational with the solutions used by the private sector or public. Sponsor or proprietor reliability refers to evaluating the risk of the sponsor or proprietor ceasing to maintain and/or develop the standard. Proprietary standards may be used only as an exception, if justified by the widespread usage of the de facto standard or by the necessity to access information sources that were created before these principles were adopted. State administrative bodies must justify and argument any application of proprietary standards. In order to make applications used in state administration technically and semantically interoperable, the state administration will also have to define its own standards for recording and exchanging information between its own units, between the private sector i.e. citizens and the state administration, as well as other purposes. The process of defining such standards must be open and include all stakeholders from the public and private sector (application and equipment suppliers, staff and employees in state administration, interest associations, academic community etc.). State administration standards must be open standards, ie. publicly available without a fee. The Central office for e-Croatia will keep a Reference List of Standards from the area of information technology and a Open Standards Repository. The Reference List of Standards must constitute part of the technical documentation for any procurement of goods, works and services in the area of applying information and communications technology.
4.6.2. Interfaces

The architecture of unified state administrative information systems is based on IT services. This means that the architecture is organised in layers with modules for implementing individual services that communicate between themselves and with existing state administrative information systems through clearly defined interfaces. As opposed to a simple access to data, the services enable data exchange in the context of business processes – which supports interoperability.

4.6.3. Specifications

Functional specifications comprise a collection of documents that describe what and how an application functions from the user’s perspective. They are closely tied to the business process supported by the application and the requirements of the users for a functional software product. Functional specifications are usually part of the tender and/or technical documentation during the procurement of software. The specifications for each required function contain information about the purpose of the function, incoming data (data format, source, user interface etc.), the way data is processed (algorithms, formulas etc.) and outgoing data (report forms and their content, expected amount of outgoing data, manner of delivery and successfulness assessment and the procedure in case of failure or exceptions). The functional specifications of applications that were developed for the needs of state administration or are used for it must be publicly available. Quality and detail functional specifications enable an objective assessment of the quality and adaptability of applications regarding business processes in state administration and a comparison with competitive products.
4.6.4. Open source code
Open source software is software whose source code is available to the user. Such software is often the result of a wider cooperation and is available free of charge, but can also be commercial. If proprietary software is used, the supplier or manufacturer are the only ones who can guarantee security and reliability of the product and the only ones who can provide patches and fixes. In the case of open source software the user can verify himself whether the supplied software satisfies the functional, security and other specifications, and does not depend on the supplier if subsequent amendments and supplements of the software are necessary. The European Commission and member states promote the application of an open source code in public sector and e-State administration by exchanging experiences under the IDA and IST Communities.

While procuring applicative solutions for state administration and for the public sector it is necessary to ensure their interoperability within and among the governmental bodies, a security of the information systems, attainment of the best value for investment, flexibility for development, additions and integration, and propriety over the source code so as to avoid dependence on a sole supplier. Taking into consideration the mentioned principles:
· During the procurement of applicative solutions, proprietary software and open source software must compete equally, and the choice must be based on the correlation of quality and price.

· Limitation to one supplier of proprietary products and services should be avoided.

· In case of procuring commercial software the licences need to be acquired including the right to the source code and the right to change the code. In this case the software supplier maintains the copyright including the right to distribution and selling of software to third parties.
4.7. Flexibility

Our current age is characterised by development and change. The architecture of the integrated state administrative information system must allow a prompt adjustment to changes in the needs, rules, business processes and organisational structures. Flexibility is a key factor to success in projects of applying information and communications technology in state administration. Flexible architecture is based on a modular design in which individual modules implement entire operational business functions based on open specifications for functionality and interfaces. Such modules may easily, promptly and inexpensively be exchanged for modules by different manufacturers and/or different functionality, without affecting the common architecture of the information system.
4.8. Scalability

Scalability is the characteristic of a system to adapt to the increase and decrease of workload. IT solutions must be functional but also effective in case the number of users, amount of data or number of transactions changes. Such a feature is provided by a modular architecture in which certain modules can be replaced by modules of higher capacity or by a larger number of modules of the same kind. The scalability feature must be assessed in relation to the needs of the business process. It would be expensive and unnecessary to require the scalability principle to be applied to business processes that are not susceptible to a change of workload. 
5. Optimisation of business and work procedures

The One Stop Shop Program is intended to increase the efficiency, effectiveness, flexibility and transparency of state administration procedures. This will be achieved by an analysis and transformation of the business and work procedures for providing services to citizens and entrepreneurs through the application of contemporary information and communications solutions in their implementation. The main goals of such transformation are to achieve:
· Efficiency

Improve the speed of access to services and information and increase their reliability, while at the same time reducing the costs by linking information resources of state administrative bodies at a central and local level.
· Effectiveness

Not to be limited to the existing administration services that will become available through various communication channels, but to build a new information-communications infrastructure that will allow the delivery of advanced services that were not available earlier.

· Flexibility

Enable all citizens and entrepreneurs access to information and services through several communication channels during and out of working hours.

· Transparency

Ease of finding and using services, thus enabling citizens and entrepreneurs to participate in political and public domain.

6. Common architecture of information systems

An efficient system of e-State administration critically depends on the application of a unique system of standards and their interoperability under a common architecture of information systems of state administrative bodies. Every complex business system, including state administration, contains numerous and various applicative solutions. The goals of the One Stop Shop cannot be implemented without 
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enabling access to all information resources, whichever state administration body they are located in, or whatever platform they are implemented on and on whatever computer. The basic infrastructure precondition of such a relationship is networking state administrative bodies into a common broadband multi-service network. The State administrative computer-communications network and accompanying infrastructure services must ensure a reliable and fast connection, security against unauthorised access, possibility of central authentication and authorisation of users and auxiliary services (like for example a central security data storage). The National Interoperability Framework provides the foundation for establishing inter-layer for data and semantic interoperability. Depending on the platform used for individual information resources are implemented, communication can be established based on separately prepared “adapter” applications or standard XML schemes. The inter-layer for modelling business processes permits describing and executing business processes that require an integration of information resources from several various sources. The presentation layer ensures that the information viewed by the user is presented integrally, regardless of the number of data sources, and in the context of the business process initiated by that user. The data presented must be adjusted to the communication channel chosen by the user – telephone conversation, SMS message, online computer access or access at the Internet kiosk, WAP and similar. The system can be used directly by the citizen or entrepreneur, or by an official at his
workplace or One Stop Shop agency counter. Figure 2 represents a graphical presentation of the common architecture of the information system of state administrative bodies that applies the basic principles of this Strategy. Such a modular system enables the optimisation of business and work procedures, by supporting a simple and fast modification of the specifications of individual business processes.
7. Integration processes

The One Stop Shop Program, as part of the e-Croatia 2007 Program, was harmonised with the action plans of eEurope 2003 and eEurope 2005 under the Lisbon Agenda according to which the European Union recognised the development of an information society as one of its strategic goals. According to Article 99 of the Stabilisation and Association Agreement, which refers to the development of an information society in the Republic of Croatia, we have taken over the responsibility to harmonise such a development with the EU guidelines and policies. This can best be achieved by cooperation on EU programs and through regional cooperation. The European Union attaches great attention to the development of an information society as the impeller of overall economic development. Such a position is also reflected by various programs through which the European Union finances development and application of technologies in all areas of activities: the 6th Framework Program, GEANT (fast and broadband network infrastructure of European research and education networks which includes the Croatian Academic and Research computer network CARnet), Grids (a program for development and testing of distributed computer systems whose strength is measured in gigabites/terabites), IDA (or IDAbc from 2005 – a program by the Community for supporting data exchange between state administrations), eContent (program for production, use and distribution of European digital content), eTEN (program for supporting the introduction of e-Services through the European Union states).
The European Interoperability Framework was developed within the IDA program – the basic document describing the principles of establishing interoperable electronic services, with members form different EU member states taking part. By gaining the candidate status, the Republic of Croatia will find it easier to harmonise its One Stop Shop Program with the standards for e-Services that are applied in the EU and with the European Interoperability Framework.
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Figure 1. Graphichal presentation of planning and managing the One Stop Shop Program
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Figure 2 Joint architecture of information systems
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