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1 Introduction

The European eID Observatory (EUReID) in cooperation with the European Commission, on September 29th, 2009 organised a workshop with title: “Public eID: Cross-Border & Cross-Sector applications.” The workshop took place at European Commission premises in Brussels. In the framework of the EUReID project, the following document is a report that consists of all the presentations made during the workshop. This report will be published in the EUReID community on ePractice under the community’s shared resources and workshop’s page. All participants will be notified accordingly.

2 Morning session

2.1 Introduction

Vassili Danilof, EUROPEAN DYNAMICS was the moderator during the workshop that introduced the speakers and the titles of their presentations. He stated that this is the first workshop of the European eID Observatory, an initiative of DG Informatics and DG Information Society and Media. He introduced the chair of the workshop, Per Olav Gramstad and wished participants to have a constructive workshop. 

Per-Olav Gramstad, DG Informatics, European Commission welcomed everyone and congratulated the effort of EUReID of having reached such a high number of participants. He mentioned that the purpose of this workshop is to share knowledge and awareness on cross-border and cross-sector related eID applications and experiences. He gave special thanks to the Head of ICT for Government and Public Services Unit of DG Information Society and Media, Mechthild Rohen, the Head of the IDABC Unit of DG Informatics, Karl De Vriendt, Aniyan Varghese, Kjell Hansteen, John Stienen, and the contractor EUROPEAN DYNAMICS S.A. Finally, he encouraged attendees to actively participate and introduced the next speaker, Ms. Mechthild Rohen.

Mechthild Rohen, Head of ICT for Government and Public Services Unit (DG Information Society and Media) stated that the purpose of this session is to bring people together to discuss ideas and good practices in the area of electronic Identity. She primarily spoke about the ePractice platform; the high number of eGovernment cases that the portal encompasses; the community building initiative, while she encouraged attendees to become members and actively contribute to the community. 

Within this context, she praised the extent of the Observatory geographical and thematic coverage. She explained that this effort is very important in supporting the long term challenge of eID regarding a large scale action on eID or ELSA and the identification of different sources of funding; procurement and deployment. She finally introduced the morning session and the large scale projects to be presented; STORK, PEPPOL, epSOS, and SPOCS.

2.2 ELSA – The Commission large scale eID action for the European digital living of tomorrow

Aniyan Varghese, ICT for Government and Public Services Unit, DG Information and Society and Media, European Commission presented the Large Scale eID Action for the European Digital living of tomorrow. His discussion aimed to pave the way on what the Commission is planning to do regarding the large scale action on eID. Primarily, he explained that the Commission has launched a communication with title: “Raising the Game: Implementation of a Strategy for ICT R&D and Innovation in Europe”. The objectives of this strategy summarise on whether eID could support in establishing Europe’s industrial and technological leadership; facilitate the emergence and growth of new markets and businesses; and increase Europe’s attractiveness to investments and skills. 

According to Mr. Varghese, there are two barriers of growth in respect to eID: Fragmentation of markets: (No single European market; fragmented public demand; weak cross portfolio interaction in the public and private sector) and second, Fragmentation of R & D and innovation investments (few world-recognised poles of excellence; lack of common visions, targets, approaches and lack of coordination across the knowledge triangle). 

Thus, the communication launched addresses the actions needed to put in place from a point of supply and demand. These actions must be shared by the different stakeholders and implemented at different levels, while the necessary policy framework and deployment of solutions should be based on research, innovation and education. It is not just about deployment-ultimately, there has to be the necessary funding from private investments, private equity funds and partnerships. Basically, in order to get the best value, a necessary requirement would be the collaboration from all the stakeholders.

He also added that considerations such as what are the perception, characteristics, access, and connectivity regarding a large scale action of eID should be taken into account. For this reason, there is a need in identifying societal needs, challenges, objectives; building the roadmap for achieving the objectives and overcoming barriers; measuring the impact; monitoring and evaluating the stakeholders, and ultimately achieving the instruments/ mechanisms of governance.

Finally, Mr. Varghese introduced the timetable of the ICT R&D and innovation strategy, beginning from the Commission adoption in March 2009; the Council conclusions on December 2009; proposals for follow up actions that will begin in 2010 and putting together the financial framework from 2013-2020.

2.3 The STORK eID infrastructure: Project status & infrastructure characteristics: the first element in a European eID infrastructure

Marc Stern, STORK Architect and Security Leader presented the STORK Project. STORK is a project under the Competitiveness and Innovation Framework Programme, funded by the EU. It aims at implementing an EU wide interoperable system for recognition of eID and authentication that will enable businesses, citizens and government employees to use their national electronic identities in any Member State. It will also pilot trans-border eGovernment identity services, learn from practice on how to roll out such services and experience the benefits and challenges that an EU-wide interoperability system for recognition of eID will bring.
According to Mr. Stern, STORK’s objective is to simplify administrative formalities by providing online access to public services across EU borders, which will be achieved through the development and testing of common specifications for secure and mutual recognition of national electronic identity (eID) between participating countries, whilst respecting their respective national infrastructures.

The STORK interoperable solution for electronic identity (eID) is based on a distributed architecture that will pave the way towards full integration of EU e-services while respecting specifications and infrastructures currently existing in EU Member States. The solution provided is intended to be robust, transparent, safe to use and scalable, and implemented in such a way that it is sustainable beyond the life of the pilot.

In brief, Mr. Stern provided an update on the progress of the project, and specifically introduced and explained the STORK Common Technical Specifications. Initially, there were 13 member states and Iceland participating, but already next year, more countries will follow and join the STORK project. However, there are legal constraints for the system to be implemented throughout the member states, since interoperability among the participating infrastructures is a challenge. For this reason, an identity federation has been created around what is already in place; basically, one central network with one gateway in every country i.e. PEPS where every country sees only one trust point, thus enabling the user to scale and manage it.
STORK comprises a number of pilot applications that will be used to test the infrastructure. By the middle of next year, these applications will run on top of the then established cross-national infrastructure. The pilots are:

1. Cross border authentication towards different national eID applications, e.g. the use of a Belgian eID card when logging in the UK Government Gateway.
2. Safer chat for kids from 8-10 years old or from 12-15 excluding the participation of older persons.

3. Student Mobility – enabling students from selected countries to pre-register at a university in another country using their home country eID before coming to the country and/or create a university account.

4. Electronic delivery – ability to send electronic documents, along with the proof of message reception, without repudiation problems.

5. Change of address – ability to an automatic change of address if a person moves and works in different countries.
Mark Stern continued his presentation by illustrating a number of real-life examples, such as the process of receiving and accessing medical data; the identification of a person being a doctor and his/her authorized access to the relevant medical data; a Belgian that wants to fill in his tax filings in the UK, by connecting to the service provider within the UK and follow the request through PEPS, which is verified by an automatic forward of the request through the UK PEPS and build an identity proof-signed by the Belgian PEPS; the need to prove that someone is more than 18 years old, by going to PEPS, which requests the person’s country of origin and automatically verifies that the person is indeed older than 18 if the person wishes to disclose this information, despite that this information was already minimally disclosed before the person leaves his country (older than 18, living in UK, AT, DE). 

Finally, Marc explained that despite the authentication process followed, there is no storage in PEPS; only information transfer from one form to another. Thus, any information provided, remains private, while different identifiers are provided to use any application to avoid any possible correlation with any databases. 

2.4 PEPPOL: making digital signatures work across national borders

Jon Ølnes presented the PEPPOL project. This project is closely linked to the IDABC EFVS (European Federated Validation Services) study, which is high on the agenda for policy planning. PEPPOL will implement their architecture, hence providing a platform requiring the use of internal market mutually recognized validation services.

The EU Directives on public procurement state that if electronic signatures are used in procurement they should be in line with the “Directive on Electronic Signatures”. This implies a business case for eSignature interoperability. The PEPPOL project (http://www.peppol.eu) shall pilot public procurement across borders and thus addresses eSignature interoperability
. Solutions to be used should be sufficiently generic for other application areas in both the public and private sectors.
The PEPPOL eSignature specifications cover a signature policy framework that specifies on how to link person names to organizations, roles and authorizations; how to apply signatures in protocols for procurement processes, and how to specify criteria for signature acceptance – in particular quality and legal status. Validation services are devised as a means to validate eIDs, eSignatures and adhere with signature policy processes. Validation services may be federated in order to cover the European scene and possibly more. Rich validation interfaces as profiles of the XKMS v2 and OASIS DSS standards are specified. The approach supports the Commission’s action plan on eID and eSignature interoperability.

2.5 EpSOS: Identity Management – what does it mean?

Gottfried Heider, ELGA presented the eHealth Identity Management process based on the epSOS project. According to Mr. Heider, the goal for the epSOS eHealth Project is to develop a practical eHealth framework and ICT infrastructure that will enable secure access to patient health information, particularly with respect to the provision of a basic patient summary and ePrescription, between European healthcare systems. Despite the successful integration of the project in most countries in the EU, there are still legal, organisational, semantic, technical interoperability and identity barriers to overcome.
In terms of the actual services, epSOS aims to provide concrete cross-border services that ensure safe, secure and efficient medical treatment for citizens when travelling across Europe; build on existing National eHealth Projects and use experiences and knowledge from all Member States. As for safety, security and efficiency of medical treatment, this entails a focus on services that are close to the patient, i.e. provide a patient summary for EU citizens on both occasional and regular visits and make ePrescription available to EU citizens, both in respect to Medication Re-dispense and Medication Occasional Dispense.

Currently, there are 12 participating Member States, in addition to 6 that will be joining soon. The project team consists of 27 beneficiaries from 12 Member States: AZ, CZ, DE, DK, EL, ES, FR, IT, NL, SK, SE, and UK. The overall project plan includes the Analysis and requirements that began in 2008 to technical and specifications, Integration & Testing, Analysis and recommendations and finally Operation to be concluded by 2011.
Mr. Heider continued by saying that Identity Management is one of the most important priorities for epSOS. The main objectives are: patient identification, healthcare provider identification, including identifications of persons (health professional) working in entities with more than one employee; rights management (definition of rights, definition of rules and procedures for health professionals); Authentication; Authorization of Health Care Provider, Patient Consent, and Audit Trail.

In terms of identification and authentication, the patient has to be verified in his home country, similarly to the process followed by STORK, while the health care provider will be identified in the country where the person is registered (stored in HCP database), similarly to HPRO. Patients could also be identified through a health eID card, social security number, passport number, or driver license or by providing demographic information such as their surname, given name, birth date and gender. In terms of authorisation, the patient has no access in epSOS 1 but will have access in epSOS 2.
Finally, epSOS works together with STORK through the HPRO card and NetC@RDS to develop common rules and specifications to assist mutual recognition of eIDs across national borders; test it in real life environments; secure easy to use eID solutions for citizens and businesses and interact with other EU initiatives to maximize the usefulness of eID services.

2.6 SPOCS: Transforming Public Services in the EU

Dinand Tinholt, Program Director for SPOCS, Cap Gemini presented the SPOCS project. SPOCS is the acronym for "Simple Procedures Online for Cross-border Services". 

SPOCS is the large scale pilot about the implementation of Services Directive launched by the European Commission, which aims to remove the administrative barriers that European businesses face before offering their services abroad. The way to accomplish this is by setting up a point of single contact to set up a business. Basically, what the Directive aims to do is to take down all the different structures, digital barriers, and requirements’ needed to recognise the identity, qualifications and criteria to make possible cross-border communication and business initiatives. 

According to Mr. Tinholt, an average of days to set up a business is 80, dated from the Global Competitiveness Report. According to the Lisbon agenda, Europe must turn into the most dynamic and knowledge based economy. 70% of GDP in Europe is taken care of Service providers. This accounts for 4, 5 million businesses. Up to 30% are new start ups. In terms of ranking the easiness to start up businesses in Europe, the position is 23 with some ranking at position 9, while others take up position 146. Thus, the Business case for Services Directive can stimulate economy and business, while it provides an efficient way to tackle budget issues on part of the government and business. 

The Services Directive has to be fully transposed by Member States into their national systems by 28 December 2009, which will significantly facilitate every-day life and increase transparency for SMEs and consumers when they want to provide or use services in the single market. An example of SPOCS is the following: An architect wants to do business in France and comes from Netherlands. It is necessary to show that he is qualified as an architect and he is. According to this example, the goal of SPOCS is that all digital barriers can be taken down, while making sure that cross-border communication is possible and all of these permits and qualifications can be found in one central place.

Overall, SPOCS is expected to further enhance the quality of electronic procedures completion and has been designed for businesses that have an interest in cross-border activities. It will allow businesses to meet all the administrative obligations through a single contact point that will be available online in all EU Member States by the end of 2009. 

The project will initially involve at least two professional categories of service providers and its results will be widely promoted to raise awareness and to encourage innovative solutions for administrative simplification. A special effort will be made in the dissemination of open specifications; the sharing of knowledge and best practices, and encourage further cooperation. A wide range of organisations is represented among the partners in order to ensure that the value chain – from decision makers to service providers and IT solutions – is well balanced, and to allow contributions from different backgrounds. 

SPOCS will have the advantage to benefit from the results achieved by its "sister projects" STORK (on electronic identity) and PEPPOL (on electronic procurement), in relation to mutual recognition for the use of electronic identity and signatures. 

The pilot project will be implemented in different phases and a special emphasis will be drawn on the development of common specifications and tools for electronic services, such as technical and semantic interoperability, the promotion of electronic documents (eDocuments) and the creation of a services directory.
2.7 First roundtable

The morning session concluded with a roundtable discussion that can be found below.

· What is the timescale of SPOCS?
3 years: May 2009-2012. End of this year specs and end of next year pilots.
· How can epSOS ensure data protection?

Gottfried Heider stated that within the project there are one-two lawyers per country working to find a solution for cross-border data protection. There is a possibility that changes in the legislation may be required to ensure that data protection is possible; however, in the project’s pilot context these issues are not considered. Lawyers have already started working from 2008 and by 2011 the issue of data protection will be resolved. 
· What is personal identifiable data? The identity federation in Denmark has been trying to reach a consensus on what personal data is, due to the various interpretations available. IP addresses can actually be personal identifiable – others say that this cannot be possible.

Aniyan Varghese stated that the European Commission’s Data Privacy Working Party issued an opinion on personal data last year to provide more guidance on how to apply data privacy rules. 
Jon Ølnes stated that in general any information about oneself as a person is considered to be personal identifiable data. At the same time, the problem is with linking data and re-use of information, which relates to transparency issues. 

· Phil d’ Angio asked whether any work has been done to evaluate what the consumer/citizen is willing or wants to do with their identity cards. 

Aniyan Varghese stated that he has come across a report from ITU on 100 cases on specific applications, while ePractice has also identified 75 business cases.

Herbert Leitold, E-Government Innovation Centre (EGIZ), Austria, said that he does not know any such initiative on an International level, but only a country by country basis. For instance, in Austria and Belgium, it is a commodity for people to use it and it is a facility made available to the citizen. At the same time, it all depends from one country to another. For instance, in the case of a health insurance card, it would take 3-5 years to replace the paper based certificate, while in the social insurance sector, this would certainly be useful, due to the immense interchange of information, but also a quite complex procedure to implement. 

Phil d’ Angio said that when an American citizen relocates to Europe, he must carry 5 different identities that are not very useful to use other than for travelling and/or driving purposes. He stated that it would be really convenient if there was an eID card to support citizens to government transactions; enabling the citizen to plug the card to his keyboard and laptop and thus getting access to services in an easy and fast manner. 

Heider Gottfried said that the successful deployment of eID in the banking sector, from a consumer perspective could also expand in other areas, which could better facilitate business across different sectors and professions. 

Jon Ølnes stated that the point is to provide a truly good use of devices. For instance, a USB eID driver could be more valuable than a plastic card. 

Dinand Tinholt said that the Card is a prerequisite for dealing with certain issues and there might be some inconvenience to get the card, but at the same time it would enable to stimulate business. 

· Jon Bullard asked how would it be possible to create solutions that go beyond a European context, since an individual or business handles business throughout the world. 

Marc Stern stated that If Asia wants to use STORK, there could be interconnection, but not to each country separately, rather to a group of counties or continents. For instance, in the Private sector, Pay pal decided to use the Belgian eID card to identify Belgian users. Private companies would be more interested in a continent than a country per se, since the investment would be worthwhile. 

Heider Gottfried said that in Austria, the ELGAR project, which is similar to the epSOS project, implemented a simulation for a person in Malaysia to be able to consult documents in Quebec, Canada. Hence, a person could view his documentation no matter where he is located. 

Jon Ølnes stated that the signature acceptance and architecture expansion in the system is doable. However, you cannot rely on the European qualifications concept; you have to map other solutions towards quality standards-rating system outside of Europe, since the trust level associated and authority concept could bring about legal challenges are greater that would necessitate a contract law situation. 

Heider Gottfried stated that already PEPPOL and SPOCS deal with businesses and citizens, while STORK and epSOS deal with citizens, thus despite the European context that these projects have been initiated for, they do aim to target a more global market.
Christine Dos Santos said that technical security and protection of the citizen should be a priority. Cyber criminality has increased and Identities are being stolen every day. The point is how someone can trust eID solutions when he feels that every time he uses it, he actually increases the potential of getting stolen.

Heider Gottfried stated that the issue of security has been acknowledged and for this reason each of the projects has their security group. Ultimately, the method to combat security issues is to join forces with security agencies.

Marc Stern stated that the individual building blocks for eID security exist. The eID card is secure; there is mathematical proof that a person’s key cannot be stolen from the card. However, this does not imply that system solutions are secure. He continued that usually, IT infrastructure applications do not comply with standards or real accreditation and certain measures need to be taken. However, if one makes a comparison with the security linked to the paper based services, security is much higher with electronic identity. 

Aniyan Varghese stated that these measures should be mainly legal, thus ensuring that repercussions follow when a person uses a different identity than his own.

Jon Ølnes said that in the case of eHealth records, it is necessary to have separate identities in order to protect the patient’s privacy. It would be better not to have a general identity for everything because if this is broken down it will be done for everything.

Jens Fromm stated that security is more than just perception. He criticized that the measures taken to ensure security from country to country are not sufficient. At the same time, there has to be some standards, demonstration, and accreditation to be understood by the citizens, so that they feel secure, while the importance of security should be clearly understood by the court. 

Dinand Tinholt said that extra security should be implemented only when it is needed, since otherwise a service might be less competitive and marketable. It is one thing to implement security when one is simply looking for information and another thing to implement security when involved in secure transactions. 

· Aniyan Varghese said that there are some specific points to go through to plan for the future-Issues of eID. He asked if eID can help the growth of new markets and businesses and/or attract investments and skills. He continued by asking if the scope of eID widens could it actually support the successful implementation of a Large Scale Action. What are the guarantees, services, policy protection, customer safeguard, all member states, only EU? And could it be achieved earlier than 2018? Should there be a guarantee, acceptability? How to assure citizens that eID is secure enough?

Phil d’ Angio said that there should be partnerships throughout many sectors and parallel services with what the consumer mainly does i.e. shopping, banking, social networking. At the same time, there should be a guarantee if the service is not delivered i.e. Get your money back. A business model should be created to make people feel safe. 

Jon Ølnes stated that there is always a combination of perceived security and real security that should also be taken into account. The services to emerge are the ones that already have implemented eID and from then on to be taken on a case by case basis and interest.

Herbert Leitold stated that eID interoperability could be possible earlier than 2018, especially for newcomers that are usually more active. However, it is important to ensure customer safeguards, which is dependent on which business you are in.

Jens Fromm stated that it is important to display guarantees for the protection of the end user’s private information; that the trust level is high and clearly define the responsible party in case of a possible data loss. 

John Bullard stated that there has to be liability on part of the service providers.

Aniyan Varghese asked the possibility of moving beyond Europe. He said that it could be considered, but in terms of practicality, the starting point should be Europe.
Jon Ølnes stated that already the eID process begins nationally and then moves to the European level. A similar process could be implemented, moving from the European level to Global. Standardization is an important aspect to consider going well beyond. 

3 Afternoon session
The Afternoon session began with the presentation from the European eID Observatory.
3.1 European eID Observatory

Vassilia Orfanou, EUROPEAN DYNAMICS, presented the European eID Observatory. She welcomed everyone for their participation. She continued that the Observatory is an interactive community and forum that informs practitioners from various fields in the area of electronic identity on the latest news, cases, workshops, events and enables practitioners and eID experts to network through online and off-line opportunities. Off-line opportunities are possible through events and workshops highlighted in the community as well as events that the community organises, like the current one. 

Vassili Danilof, ED added that the Observatory is interested in developments and case studies throughout Member States. He encouraged participants to submit their cases, become members of the community and continue discussions online. 

3.2 Identity Federations developments and data protection in Europe and beyond

David Simonsen, presented the Identity Federations developments and data protection in Europe and beyond. TERENA is the Trans European Research and Education Network Association organisation and the Danish Identity Federation for Higher Education and “Where you are from”.

The educational and research sector has implemented eIDs for the past 10 years, but not in the form of “identity federations.” Some countries' education sectors have long experience; some are starting, but currently all are working with eID federations.

Foras have been established for coordinating the many national infrastructures, in particular REFEDS (Research and Education FEDerationS, www.terena.org/activities/refeds) and emc2 (www.terena.org/activities/tf-emc2) governed by TERENA (www.terena.org). In addition, work has been carried out in the fields of privacy legislation, and the use of pseudonyms.

Kalmar2 is a new cross-border collaboration of Nordic eID-infrastructures (www.kalmar2.org). Through the use of open standards it is now possible to reuse authentication mechanisms (i.e. username/password) in new contexts, preserving privacy and making web-based services accessible to more users in many countries without introducing new usernames/passwords. Kalmar2 is based on a legal document, a Memorandum of Understanding, explicitly left open for members from other countries than the founding five: Norway, Sweden, Finland, Iceland and Denmark.

The EU funded Géant3 project (93 M€ in 4 years), includes a work package for eIDs with the aim of interconnecting within eduGAIN the many European eID federations. The goal is to support the Bologna process in the form of enhanced mobility of students and research. A policy draft for eduGAIN is underway. The system will most likely be influenced by the Kalmar2-model, but will also be influenced by the experience of building “eduroam”, the federated network access system, now spanning 36 countries.

Finally, the Danish eID-federation, WAYF (Where Are You From), was originally build for the educational and research sector, but is now connecting hospitals, ministries, and government agencies. Currently, architectural discussions with the health sector are taking place.

3.3 Estonian case: From Proof of concept to real solutions 

Hannes Linno, Estonia Informatics Centre presented the Estonian eID case. According to Mr. Linno, owners of the Estonian ID card can establish a new company easily and conveniently over the Internet, but up to 2008, this was not possible for foreigners. Since November 2008, the Company Registration Portal (https://ettevotjaportaal.rik.ee) is open for ID card owners in Portugal, Finland, Belgium and Lithuania, allowing them to set up a company in Estonia through the Internet.

This cross-border digital signature project, led by the Ministry of Justice (http://www.just.ee) and the Centre of Registers and Information Systems (RIK, http://www.rik.ee), is probably the first, where a register of one country officially accepts the national ID cards (certificates) and digital signatures issued with them of other countries. 

Cross-border authentication project (2009) was launched as a follow-up for the Ministry of Justice project to provide cross-border authentication and digital signature services for other e-service providers. Result of the project contains both a methodology based on STORK and a technical solution that is developed as a framework rather than an information system.

The framework is targeted to eID service providers, to allow them proxy cross-border authentication information from other countries to local services.

3.4 Biometrics for trusted identity: The TURBINE approach

Nicholas Delvaux, Sagem Sécurité, presented the TURBINE project. The presentation was dedicated to biometrics technology for identity. A short introduction on the last evolution of e-Passport emphasised the introduction by ICAO of biometrics modalities to ensure the link between the travel document and the holder. Then recommendations of the CEN/ISSS Focus Group on biometrics related to eID cross border interoperability profiles were presented. The report suggests standardising in EU biometrics application profile for cross-border eID. The FP7 TURBINE project was introduced. TURBINE project suggests a solution for trusted and revocable identity based on biometric fingerprint modality. Such approach could be a step forward to ensure the identity in open networks.

3.5 PenalNet: secure e-communication in Criminal Law practice

Julen Fernández Conte, Consejo General de la Abogacía Española, presented “PenalNet: secure e-communication in Criminal Law practice”. PenalNet came at a point that e-Justice was non-existent. 
PenalNet is the only program that has been developed throughout Europe representing lawyers. The Commission plan on eJustice is to facilitate justice, improve the cooperation of Justice Actors and improve the efficiency of justice. It is a web platform which will supply a secure network of communication between EU criminal lawyers. Basically, it displays what is happening in European countries and how they can seek enforcement in other countries by exchanging information in secure means.
The project’s objective is to develop better communication and strengthen the cross-border confidence of the practitioners that was not possible due to the limited capacity of information exchange, where a lawyer did not feel secure in transmitting information in the fear that hackers could possibly break the code. Thus, PenalNet provides the security that a lawyer is actually dealing with the wanted colleague, and that the latter is the only entitled person to access the content received. Likewise, the system guarantees that the information exchanged cannot be modified or rejected. Communication is encrypted (SSL protocol) between lawyers, always including a time-stamping attested by PenalNet. PenalNet has not been broken down by hackers.

Among other functionalities, PenalNet contains a directory of criminal lawyers who are registered at the platform by means of their professional digital certificate, which enables secure online identification and signature. It also allows secure email and document delivery through digital signature, acknowledgment of receipt provided by the platform; reading and SMS alert. 

The use of PenalNet will support a notable decrease of bureaucratic delays, allow faster interaction and efficiency, and increase confidence between the professionals and amongst clients/citizens, whilst protecting their right to privacy. It will also help to promote a culture of safe communications and closer cooperation at European level which, at present, are at an initial stage. 

PenalNet is being implemented as a pilot project in five Member States: Spain, France, Italy, Hungary and Romania, each of them putting together 300 tester lawyers. The team is currently working to incorporate the 6th and 7th member state. Every country provides funding to the 300 lawyers that will test the pilot until the end of the project. There is a specific eID tool kit to be used that incorporates a certification policy common for all members to reach interoperability. Penal net complies with all international standards, while training and support is being provided.

From 2010 onwards, PenalNet aims to become a permanent service provided for every EU qualified lawyer. Expected results of the project are: to become a useful and safe tool for International and national practicing lawyers; to incorporate European Bars & LS; to set the pace for future e-communications between the legal profession in Europe; and to become the first contribution of EU lawyers for a single space of e-Justice and create a benchmark for the development of future projects.
3.6 Observing eID: Casting the gaze beyond technology

Ramón Compañó, Joint Research Centre, European Commission, had a presentation on: “Observing eID: Casting the gaze beyond technology.” He raised questions such as:

· How should we make eID evident?
· What is the economic drive behind it?
· Is it feasible to develop an eID market?
He observed that even though important, legislation always comes later. The eID framework does not consist of only one directive, but of different directives. Up to this point, the drivers for change related to issues such as immigration, and terrorism. Nowadays, it is about cross-sector and cross-border interoperability and how to get the companies involved. Related issues are the security assurance granted from banks; online marketing and advertising and the overall confidence and trust level of citizens.

He continued by saying that everything will be mobile-driven, since our age is characterised by always being on the move. At the same time, now more than ever the government should cooperate with the Industry sector. Especially for eID, there should be a homogeneous system accepted by all parties. From a technical point of view, this would require regulatory measures, safety guidelines and standardisation. 

In addition, another problem is that data protection applies whenever there is a transaction, while most people are spending their time in social network sites and other online services, where one cannot anticipate the security request needed from an eID point of view. This is something that both the government and industry should understand that could possibly help gaining more money. Bottom line, Identity and the level of Identity have an economic value. 

On the users’ point of view, the part that is very private and highly sensible, the user is made aware of, so he knows that he is protected by the government. On the other hand, there is another part that is more explicit to eID, basically providing information in exchange of something, where you get protection on that part that you have received this information for, which is not clear whether you are protected or not. 

On the other hand, tacit identity which arises through profiling is different. On the user’s side, it transposes in 3 markets: Bright Market based on physical tokens like fidelity cards in supermarket or passport, where principles of the DP, ePrivacy and eServices directive are fully respected at least nominally; Shadow market based on Digital services like social network sites, visiting PG 13 sites or eGovernment Services-the market where some of the principles laws are ignored, bent or tacitly/willingly misinterpreted; and the Black Market based on tacit eID traces, footprints, shadows, where illegal and harmful uses of eID data by third parties take place (stalkers, phishers, and social engineers).
Finally, Mr. Compañó identified that the eIdentity process could be a choice between eID by use, by design, or by law that should interlinked to make sense for the user. 

3.7 eIDs: Interoperability & Liability “Sans Frontières” – Operational

John Bullard, IdenTrust presented “eIDs: Interoperability & Liability “Sans Frontières” – Operational.” 

Mr. Bullard briefly explained on how the public sector can leverage the inherent operational risk management skill-sets of regulated financial institutions in delivering applications underpinned by trusted eID credentials- with liability mitigation and interoperability as key enabling features. He illustrated how banks are working with leading industry sectors today (i.e. payments, pharmaceutical, energy) in enabling services and commerce to flourish across borders and across multiple applications. He provided practical real examples, building upon progress to date- evolutionary not revolutionary, and stressed the importance of pre-agreed contractual “Scheme-based” legal foundations. He urged Public Sector engagement on this, instead of attempting to “reinvent a wheel” on a Nation by Nation basis.

According to Mr. Bullard, banks manage risk in the capital markets, credit markets, and operational/ transactional environment. Especially the operational part around networks is very efficient and the point is how to build eIDs based on the core competencies of the financial institutions for each and every country. Important aspects to consider are: trusted identity credentials and transparent audit trail; absolute certainty that you are dealing with a person and not a number; what aspects of Identity will be managed and who will be covered by the Identity management solution. 

In addition, Identity Management could follow a similar process and even beyond to the card management process, since Banks have already begun to be more competitive in the payment management, and the different stages of the transaction cycle. The Identity Management should follow 4 different processes: Legal, Policy, Technical, and Operations, while it is more important to address the policy, operational and legal aspects first. 

Moving ahead, Mr. Bullard explained the built-in Identity Management process of banks. In reality, there are two customers. The bank issues a credential and validates the other person’s credentials online. There is a Legal structure (highly scalable), whereby one has a master agreement that stipulates the liabilities between the scheme administrators and the banks. On the other hand, there is another set of agreements-a contractual agreement between the bank and the customers. The bank becomes the joint of the master agreement that gives you the global capability and then you have the agreement between the bank and the customer. To make the process as secure as possible, this scheme provides three key capabilities essential for the trusted Transaction Management: Authentication, encryption and digital signing.

By taking this example in the eID World, the problem lies on the fact that there are a lot of national eID solutions defined by particular applications, logistics that will need to be cross-certified. This makes everything more complicated, also introducing more liabilities. Alternatively, the same credential can be used across different applications which could be more valuable, feasible and acceptable. 

3.8 Anonymous Identity in Cross-Border and Cross-Sector Environment

Libor Neumann, ANECT a.s., presented the “Anonymous Identity in Cross-Border and Cross-Sector Environment.” Current technologies supporting strong authentication which are applied in a Cross-Border and Cross-Sector environment raise many significant issues, particularly in identity management: overcomplicated organisation, insufficient security and interoperability issues etc. 

According to Mr. Neumann, ALUCID (Anonymous Liberal and User Centric electronic IDentity) technology is designed as a general eID user centric infrastructure. It can be used by users in public administrations, business, for free-time activities etc. ALUCID technology is in pilot verification in Czech Republic (at Ministry of Culture - IOP and Norway Funds information portals). It is used by public administrators in the first phase of the pilot, and the end users (applicants) in the second phase.

This new technology is based on new principles of anonymous identity that enables markedly different and simpler identity management with strong authentication support. 

This presentation compared PKI and ALUCID® identity management technologies in Cross-Border and Cross-Sector environment from the user’s point of view. It focused on the organizational aspects of eID issuance and verification, various interoperability issues, language issues, legislative framework variety, cultural differences; authority and privacy protection issues connected to identity management and use.

This comparison was made as a description of basic PKI features that have a significant impact on the real, live experience with eID in Cross-Border and Cross-Sector environment: steps necessary for issuing eID, information contained in the certificates and its management, information change management etc. 

The presentation also described a sequence of activities related to the issuance and change of eID; citizen identity information management methods; citizen privacy protection and possibilities of sharing citizen identity information in a Cross-Border and Cross-Sector environment. 

3.9 Secure Identities-Current activities in Germany

Jens Fromm, FOKUS, Fraunhofer, had a presentation on “Secure identities-Current activities in Germany”. Fraunhofer FOKUS is part of the competence centre of the German federal ministry of the interior that supports companies and organisations and will build various pilot applications based upon the German eID. 

The presentation gave an overview of the status of the pilot phase in Germany, architectural issues and functions of the German eID. Moreover the presentation covered potential impacts, benefits, cross-border challenges and lessons learnt.

The German state will introduce its electronic ID-card by the end of next year and has launched a pilot phase with 30 service providers including airlines, insurances and government institutions. Under this scheme, the digital photo will be obligatory and will only be accessible to the police and border control. Optional functions will be to provide the name, address, birthday and two fingerprints. For an extra fee, an optional function could provide a qualified electronic signature.

Moreover, the German eID provides reciprocal identification. The Service Provider has to register with a German authority to access the German eID and its attributes like name, and address. 
In addition, the German eID makes certain that the Service Provider identifies itself through an authorization certificate; the Citizen and Service provider are trustworthy players; and the Citizen identifies himself with the German eID. 

As the German eID is an instrument for the identification and authentication of citizens, there are challenges ahead, such as establishing standards in technical, semantic and organisational areas to assure interoperability. 

3.10 Effective strategies: eID Interoperability in Europe

Phil D’ Angio, VeriSign, made a presentation on “Effective strategies: eID Interoperability in Europe.” The US Government has similarly faced challenges with eID Interoperability in respect to the implementation of a government-wide identity program: multiple participating entities, existing implementations, multiple trust hierarchies, competing views on implementation, and a need to partner with industry. VeriSign’s presentation highlighted lessons learned from the US Government’s experience in successfully implementing a common PKI policy, interoperability framework, and the strategy to partner with industry. 
The discussion drew parallels from the US Government programs to current challenges of interoperability in cross-border environments in Europe. Furthermore, specific examples of strategies that were not cost effective and difficult to implement technically were reviewed as part of a “lessons learned” component of the presentation. 
The presentation concluded with clear and concise statements containing a view on effective strategies for e-ID interoperability in Europe. According to Mr. d’ Angio, in order to achieve interoperability, a central Policy Authority empowered with a government-wide mandate would be necessary. At the same time, if the Government could partner with Industry, this could accelerate collaboration to establish clear and practical standards.

3.11  An overview: The current status on European projects

Bruno Rouchouse, EUROSMART made a presentation on “the current picture of European Projects”. In the past, electronic services were mostly available for Border control. Currently, the new added services have been designed to simplify citizens’ life with eID cards; reduce government cost and limit fraud. At the same time, there is no unique approach to electronic identity or in other words no harmonisation applies across different projects. Nevertheless, by next year each citizen will need to provide his electronic identity. Some recommendations are to focus on secure applications, compliance with passport and be interoperable. 

However, the fact that deployment of eID cards is not mandatory for the European countries has created a situation, where cards have not been fully deployed. For instance, it is not mandatory in UK or France, while Germany will begin deployment by next year. 

In terms of fees, throughout most card applications, there are related fees with the exception of France that might introduce fees next year and Slovakia, where the card is only paid the first time. As far as Biometrics, they will be used everywhere in Europe as an eID document. Law is currently being disputed by France in the French Parliament and it has not been made official in Germany or France. 

Finally, full interoperability is only possible if it is based on the same standards across Europe. Concluding remarks of his presentation were: eID is the new challenge for Europe; there are mainly national projects being deployed or under definition; e-Services is the added functionality to identity document; and eID must take the case of ePassport as a reference. EC should deploy a mandate for eID national programs besides an interest towards cross-border interoperability. 

3.12 Second roundtable 

The Afternoon session concluded with a second roundtable that may be viewed below:

· Mr. Varghese asked how eID can help citizens and businesses. What do Stakeholders recommend as to the mechanisms needed to implement the right formula? He referred to Multiple Identities and how does this help the process of widening the scope of eID.

Nicholas Delvaux stated that everybody has multiple identities and this creates a form of separation and an increased sense of perceived and real security.

John Bullard said that citizens should be taken into consideration when deciding which applications actually drive the use of eID. For example, in Germany, the eID card includes credentials that can be used by different services.  

Jens Fromm stated that it is necessary to diversify information for marketing purposes and by having one card this would entail a market decrease, which would not be accepted. The point is to develop something that increases the level of trust on part of the citizen and at the same time anything related to the actual identities should remain private.

Aniyan Varghese commented that Industries and Member States should collaborate more intensely to develop a mechanism that is largely accepted, beyond the existing large scale pilots.

Jens Fromm stated that the problem with identity protection lies on the fact there are discrepancies in the service provider and individual. If a service provider is poorly protected it should be on the companies fault that they are not protecting the citizen and not the citizen’s issue if they are not receiving appropriate protection.

Julen Fernández Conte stated that one of the main issues is the perception of mistrust by the citizen for the existing eID landscape. This should also mean that in order to overcome this feeling, a stricter regulatory framework in the field would be necessary. 
Aniyan Varghese said that all views are important to settle to a solution that would benefit everyone and not just the EC. 

· Aniyan Varghese asked that if there were three points to summarise where eID should be focused, what the recommendations would be. 

Jon Ølnes stated that transparency; getting identifiers spread not just the name, and better use of devises should be considered.

Jon Bullard said that three significant points would be liability, scalability, and a collaborative approach in public and private sector.

Nicholas Delvaux said that eID should focus on less complicated devices for the citizen to understand the use and feel safe. In addition, by focusing on the Semantic area would actually help to merge how contexts are established, so that the end user is educated/usability.

Bruno Rouchouse said that citizens need to be able to adopt and be easily authorised. Main focus should be placed on security issues and legal aspects, in other words, what happens with the data provided.

Vassili Danilof stated that raising awareness on possibilities, alternatives and different strategies to help the citizen understand what is the aim and why there is a need for eID.
Jens Fromm said that usability along with separation of identities and use of pseudonyms should be another focus. 

Christina Dos Santos said that it would be very important to take into account the user’s interests and needs. 

Aniyan Varghese finally concluded the workshop by stating that he will be putting together the Working group report on ELSA. He thanked the EUROPEAN DYNAMICS team and the Commission and encouraged the organisation of future workshops similar to the Public eID: Cross-Border & Cross-Sector Applications.

Annex A: List of participants

The list of participants of the workshop is attached as a separate document.
Annex B: Agenda

The agenda of the workshop is attached as a separate document
� PEPPOL �provides “back-end” interoperability, not “Front-end” interoperability i.e. on-line acceptance of “any” card. This is left to STORK. PEPPOL users know all relevant counterparts. PEPPOL is not “on-line”, rather asynchronous message passing. This is also different from STORK which is purely on-line. 








